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Executive Summary
Context
Algorithmic systems are present in all aspects of modern lives. They are sometimes involved in
mundane tasks of little consequence, other times in decisions and processes with an important
stake. The wide spectrum of uses have varying levels of impact and include everything from
search engine ranking decisions, support to medical diagnosis, online advertising, investment
decisions, recruitment decisions, autonomous vehicles and even autonomous weapons. This
creates great opportunities but brings challenges that are amplified by the complexity of the
topic and the relative lack of accessible research on the use and impact of algorithmic decisionmaking.
The aim of the algo:aware project is to provide an evidence-based assessment of the types of
opportunities, problems and emerging issues raised by the use of algorithms in order to
contribute to a wider, shared, and evidence-informed understanding of the role of algorithms
in the context of online platforms. The study also aims to design or prototype policy solutions
for a selection of issues identified.
The study was procured by the European Commission and is intended to inform EU policymaking, as well as build awareness with a wider audience.
The draft report should be seen as a starting point for discussion and is primarily based on
desk-research and information gathered through participation in relevant events. In line with
our methodology, this report is being published on the algo:aware website in order to gather
views and opinions from a wide range of stakeholders on:
1) Are there any discussion points, challenges, initiatives etc. not included in this State-of-theArt Report?
2) To what extent is the analysis contained within this report accurate and comprehensive? If
not, why not?
3) To what extent do you agree with the prominence with which this report presents the
various issues? Should certain topics receive greater or less focus?

Introduction
Algorithmic decision-making systems are deployed to enhance user experience, improve the
quality of service provision and/or to maximise efficiencies in light of scarce resources in both
public and commercial settings. Such instances include: a university using an algorithm to
select prospective students; a fiscal authority detecting irregularities in tax declarations; a
financial institution using algorithms to automatically detect fraudulent transactions; an
internet service provider wishing to determine the optimal allocation of resources to serve its
customers more effectively; or an oil company wishing to know from which wells it should
extract oil in order to maximise profit. Algorithms are thus fundamental enablers in modern
society.
The widespread application of algorithmic decision-making systems has been enabled by
advancements in computing power and the increased ability to collect, store and utilise
massive quantities and a variety of personal and non-personal data from both traditional and
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non-traditional sources. Algorithmic systems are capable of integrating more sources of data,
and identifying relationships between those data, more effectively than humans can. In
particular, they may be able to detect rare outlier cases where humans cannot.
Moreover, algorithmic decision-making does not occur in a vacuum. It should be appreciated
that qualifications regarding the types of input data and the circumstances where automated
decision-making is applied are made by designers and commissioners (i.e. human actors).
Given the emerging consensus that the use of algorithmic decision-making in both the public
and private sectors is having, and will continue to have, profound social, economic, legal and
political implications, civil society, researchers, policymakers and engaged industry players are
debating whether the application of algorithmic decision-making is always appropriate.
Thus, real tensions exist between the positive impacts and the risks presented by of
algorithmic decision-making in both current and future applications. In the European Union,
a regulatory framework already governs some of these concerns. The General Data Protection
Regulation establishes a set of rules governing the use of automated decision-making and
profiling on the basis of personal data. Specific provisions are also included in the MiFID II
regulation for high speed trading, and other emerging regulatory interventions are framing the
use of algorithms in particular situations.

Scope of the report
The working definition for decision-making algorithms1 in the scope of this report, and the
outputs of algo:aware generally, is as follows:
A software system – including its testing, training and input data, as well as
associated governance processes 2 – that, autonomously or with human involvement,
takes decisions or applies measures relating to social or physical systems on the basis
of personal or non-personal data, with impacts either at the individual or collective 3
level.
The following figure represents the definition visually by mapping it to the parts of a ‘model’,
typically comprising inputs, a processing component or mechanism and outputs.

1

The de fi ni ti o n o f al go ri thm ic de cis i o n -m aki ng i s to be i nte rpre te d as a de cis i o n take n by a de ci s io n - m aki ng
al gori thm .
2
I ncl udi ng ri sk and i m pact as se s sm e nts , audi t and bi as his to ri es , and as s o ci ate d ri s k m anage m e nt and
gove rnance pro ces s es .
3
Such as i mpacts o n fi nanci al m arke ts and he al th s ys te ms , as we l l as i m pacts o f algo ri thmi c se l e cti o n on
onl i ne pl atform s .
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Types of algorithms considered include, but are not limited to:
•
•
•

•
•
•
•

Different types of search engines, including general, semantic, and meta search
engines.
Aggregation applications, such as news aggregators, which collect, categorise and regroup information from multiple sources into one single point of access
Forecasting, profiling and recommendation applications, including targeted
advertisements, selection of recommended products or content, personalised pricing
and predictive policing
Scoring applications (e.g. credit, news, social), including reputation-based systems,
which gather and process feedback about the behaviour of users
Content production applications (e.g. algorithmic journalism)
Filtering and observation applications, such as spam filters, malware filters, and filters
for detecting illegal content in online environments and platforms.
Other 'sense-making' applications, crunching data and drawing insights.

The State-of-the-Art report analyses the academic literature and indexes a series of policy and
regulatory initiatives, as well as industry and civil society-led projects and approaches.

Mapping the Academic Debate
There has been a wide array of academic engagement around the interaction of algorithmic
systems and society.
Despite this, the concerns cited throughout the academic debate around algorithmic systems
touch upon a huge array of areas of societal concern. Some of these are extensions of old
challenges with added complexity from the changing and distributed nature of these
technologies, such as liability concerns or societal discrimination. Others, however, seem newer,
such as the transformation of mundane data into private or sensitive data, or the new and
unusual ways in which technologies might fail or be compromised. Scholars from a wide variety
of disciplines have weighed in on how these issues play out in a technical sense and how they
see these issues in relation to governance, existing social and policy problems, societal framing
and involvement in technological innovation, legal and regulatory frameworks and ethics. In
many cases, these issues are not new, but they are reaching a level of salience and importance
they did not previously hold.
algoaware.eu
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The report structures the analysis along the following concepts, emerging as key concepts in
the literature review and particularly useful to interrogate whether the application of
algorithmic decision-making systems bears societal risk and raises policy concerns:
•

•

•
•
•
•

Fairness and equity – in particular referring to the possible discriminatory results
algorithmic decisions can lead to, and appropriate benchmarks automated systems
should be assessed against;
Transparency and scrutiny – algorithmic systems are complex and can make
inferences based on large amounts of data where cause and effect are not intuitive.
This concept relates to the potential oversight one might have on the systems;
Accountability – a relational concept allowing stakeholders to interact, both to hold
and to be held to account;
Robustness and resilience – refers to the ability of an algorithmic system to continue
operating the way it was intended to, in particular when re-purposed or re-used;
Privacy – algorithmic systems can impact an individual’s, or a group of individuals, right
to private and family life and to the protection of their personal data; and
Liability – questions of liability frequently arise in discussions about computational
systems which have direct physical effects on the world (for instance self-driving cars).

Tensions exist between some of these concepts. Ensuring the transparency of an algorithmic
system might come at the expense of its resilience, whilst ensuring fairness may necessitate a
relinquishing a degree of privacy. Additional considerations on the role of the automated
system and its performance compared to human-enabled decisions in similar applications give
further contextualisation to the performance of algorithmic decision-making.
The main findings and outstanding questions identified in the literature are summarised as
follows:
Fairness and equity. The literature has pointed to a number of instances where algorithmic
decisions led to discriminatory results (e.g. against women in a given population), in particular
due to inherent biases in historical data mirroring human bias. Fairness issues have a high
profile in the academic literature, with a growing field of research and tools attempting to
diagnose or mitigate the risks. Approaches range from procedural fairness concerning the
input features, the decision process and the moral evaluation of the use of these features, to
distributive fairness, with a focus on the outcomes of decision-making. Various approaches
have also attempted to define a mathematical understanding of fairness in particular situations
and based on given data sets, and to de-bias the algorithmic process through different
methods, not without methodological challenges and trade-offs. In addition, a number of
situations emerge which do not necessarily refer to decisions concerning specific individuals
and unfair or illegal discrimination, but where different dimensions of fairness can be explored,
possibly linked to market outcomes and impacts on market players, or behavioural nudging of
individuals.
The report concludes on a series of emerging and remaining questions:
•

What definitions of fairness are appropriate and necessary for different instances of
algorithmic decisions? What are the tradeoffs between them? What are the fairness
benchmarks for specific algorithmic decisions and in what situations should algorithms
be held to a greater standard of fairness than human decisions? What governance can
establish and enforce such standards? Do citizens and businesses feel that systems
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which have been ‘debiased’ are more legitimate on the ground, and do such systems
actually mitigate or reduce inequalities in practice?
Transparency and scrutiny. The comparative opacity of algorithmic systems has long led for
calls for greater transparency from lawyers and computer scientists, and this has been reflected
in both legislative developments and proposals across the world. The report presents several
considerations as to the function and role of transparency in different cases and gives an
overview of the controversy in the literature as to the different degrees of desired transparency
for algorithmic systems compared to equivalent human decisions. It also discusses mitigating
approaches, including development of simpler alternatives to complex algorithms, governance
models including scrutiny, ‘due process’ set-up and oversight. It presents transparency models
focusing on explainability approaches for complex models or disclosure of certain features,
such as specific information on the performance of the model, information about the data set
it builds on, and meaningful human oversight.
With a variety of approaches explored, questions emerge as to: What methods of transparency,
particularly to society rather than just to individuals, might promote effective oversight over
the growing number of algorithmic systems in use today?
Accountability is often undefined in the literature and used as an umbrella term for a variety
of measures, including transparency, auditing and sanctions of algorithmic decision-makers.
The report explores several models for accountability and raises a series of questions as to the
appropriate governance models around different types of algorithmic decisions bearing
different stakes.
Robustness and resilience. The academic literature flags several areas of potential
vulnerability, stemming from the quality and provenance of data, re-use of algorithms or AI
modules in contexts different than their initial development environment, or their use in
different contexts, by different organisations, or, indeed, the unmanaged ‘concept drift’ where
the deployment of the software does not keep up with the pattern change in the data flows
feeding the algorithm. The robustness of algorithms is also challenged by ‘adversarial’ methods
purposely studying the behaviour of the system and attempting to game the results, with
different stakes and repercussions depending on the specific application area. Other concerns
follow from attempts to extract and reconstruct a privately held model and expose trade
secrets.
These areas are to a large extent underexplored and further research is needed. The
algo:aware study will seek to further contextualise and details such concerns in analysing the
specific case studies.
Privacy. A large part of the available literature focuses on privacy concerns, either to discuss
and interpret the application of the General Data Protection Regulation, or to flag the
regulatory vacuum in other jurisdictions. The report willingly de-emphasizes this corpus,
arguably already brought to the public attention, and focuses on literature which addresses
slightly different concerns around privacy. It flags emerging concerns around ‘group privacy’,
closely related to group profiling algorithms, and flags possible vulnerabilities of ‘leaking‘
personal data used to train algorithmic systems through attacks and attempts to invert models.
Liability. The report presents the different legal models of liability and responsibility around
algorithmic systems, including strict liability, negligence-based liability, and alternative
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reparatory policy approaches based on insurance schemes. It further explains situations where
court cases have attributed liability for defamatory content on search engines.
Beyond this report, algo:aware will further explore some of these, and other questions that
have been raised throughout this section, through sector/application-specific case studies.
These case studies will subsequently form part of the evidence-base from which policy
solutions may be designed. However, it seems unlikely that a single policy solution or approach
will deal with all, or even most of those challenges currently identified. In order to address all
of them, and to manage the trade-offs that arise, a layered variety of approaches are likely to
be required. Civil society and industry have already begun to develop initiatives and design
technical tools to address some the issues identified.

Initiatives from industry, civil society and other multi-disciplinary organisations
There is significant effort being directed towards tackling the challenges facing algorithmic
decision-making by industry, civil society, academia and other interested parties. This is true
across all categories of initiatives examined and relates to all of the perspectives discussed
above. In particular, there are a large number of initiatives aimed at promoting responsible
decision-making algorithms through codes of conduct, ethical principles or ethical frameworks.
Including this type of initiative, we have clustered the initiatives identified in four main types:
•

Standardisation efforts: ISO and the IEEE are two of the most prominent global
standards bodies, with the buy-in and cooperation of a significant number of national
standards bodies. As such, it is important that these organisations are working towards
tackling a number of these challenges. The final effort documented here, outside of the
scope of the ISO and the IEEE, is the Chinese White Paper on Standardisation. Although
no concrete work has been conducted, this document illustrates that stakeholders
currently involved in the standardisation process in China – a multi-disciplinary group
– are considering algorithmic decision-making from all the key perspectives being
discussed.

•

Codes of conduct, ethical principles and frameworks: As mentioned above, there
are a vast number of attempts to govern the ethics of AI development and use with no
clear understanding or reporting on take-up or impact. These initiatives have been
initiated by stakeholders from all relevant groups, in some cases in isolation but also
through multi-disciplinary efforts. Furthermore, much of this work attempts to tackle
the challenges facing algorithmic decision-making from multiple perspectives. For
instance, the ethical principles developed by the Software and Information Industry
Association (SIIA) explicitly discuss the need for transparency and accountability; and
the Asilomar Principles, which cover, in particular, topics of fairness, transparency,
accountability, robustness and privacy. Interesting work that stands out and could be
beneficial on a higher plane includes the work of Algorithmenethik on determining the
success factors for a professional ethics code and the work of academics Cowls and
Floridi, who recognised the emergence of numerous codes with similar principles and
conducted an analysis across some of the most prominent examples. Cowls and Floridi’s
work is also valuable as it ties the industry of AI development and algorithmic decisionmaking to long established ethical principles from bioethics. The elements of learning
these examples bring from established sectors can be extremely useful.
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•

Working groups and committees: The initiatives examined have primarily been
initiated by civil society organisations (including, for example, AlgorithmWatch and the
Machine Intelligence Research Institute) with the aim of bringing together a wide
variety of stakeholders. Outputs of these initiatives tend to include collaborative events,
such as the FAT/ML workshops, or research papers and advice, such as the World Wide
Web Foundation’s white paper series on Opportunities and risks in emerging
technologies. As for the above, this type of initiative is often focused on tackling the
challenges facing algorithmic decision-making from multiple perspectives. For instance,
AlgorithmWatch maintains scientific working groups, which, in the context of various
challenges, discuss, amongst others, topics of non-discrimination and bias, privacy and
algorithmic robustness. Furthermore, no clear information on the impact of these
initiatives is currently available.

•

Policy and technical tools: In this category, the initiatives examined have been
developed by academic research groups (e.g. the work of NYU’s AI Now Institute and
the UnBias research project), civil society (e.g. the Digital Decisions Tool of the Center
for Democracy and Technology) or multi-disciplinary groups (e.g. the EthicsToolkit.ai
developed through collaboration between academia and policy-makers). In terms of
how these tools address the challenges facing algorithmic decision-making, they tend
to focus on specific challenges; a clear example being the ‘Fairness Toolkit’, developed
by the UnBias research project.

Policy initiatives and approaches
Across the globe, the majority of initiatives are very recent or still in development.
Additionally, there are limited concrete legislative or regulatory initiatives being
implemented. This is not to say however that algorithmic decision-making operates in a
deregulated environment. The regulatory framework applied is generally technology-neutral,
and rules applicable in specific sectors are not legally circumvented by the use of automated
tools, as opposed to human decisions. Legal frameworks such as fundamental rights, national
laws on non-discrimination, consumer protection legislation, competition law, safety standards
still apply. Where concrete legislation has been enacted in the EU, the prominent examples
relate primarily to the protection of personal data, primarily the EU’s GDPR and national laws
supporting the application of the Regulation. Jurisdictions such as the US have not yet
implemented a comparable and comprehensive piece of legislation regulating personal rights.
This might change to a certain extent with the introduction of the Future of AI bill, which
includes more provisions on the appropriate use of algorithm-based decision-making. On the
state level, the focus mainly is set on the prohibition of the use of non-disclosed AI bots
(deriving from experiences of Russian AI bots intervening in the US Presidential election 2016)
and the regulation of the use of automated decision-making by public administration.
The concept of algorithmic accountability should also be contextualized in the light of
the policy initiatives. Indeed, the debate on accountability stems mainly from the United
States, and while the societal aspects of the debate are very relevant and interesting, they
reflect a situation where the legal context is very different than in the EU. The introduction of
the GDPR means that a large part of the debate on accountability for processing of personal
data is not as such relevant in the EU context. However, the practical application of the GDPR,
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methodological concerns as to AI explainability, methods for risk and impact assessment, and
practical governance questions are more pertinent to the EU debate.
A few examples of AI-specific legislation have been identified, but the underlying question
remains as to the need for assessing rule-making targeting a technology, or rather specific
policy and regulatory environments adapted to the areas of application of the technology, and
the consequent risks and stakes in each instance.
More commonly, however, the initiatives are softer in nature. These initiatives also reflect the
aim of harnessing the potential of AI through the development of wide-reaching industrial and
research strategies. Prominent types of initiatives implemented globally include:
•

Development of strategies on the use of AI and algorithmic decision-making, with
examples including France’s AI for Humanity Strategy, which focuses on driving AI
research, training and industry in France alongside the development of an ethical
framework for AI to ensure, in particular, transparency, explainability and fairness.
Another example is the Indian National AI Strategy and the EUR 3bn AI strategy issued
by Germany in November 2018, which aims at making the country a frontrunner in the
second AI wave, while maintaining strong ethical principals. Related to this are the
numerous White Papers and reports developed, including the German White Paper on
AI, the Visegrád position paper on AI and the Finnish Age of AI report.

•

Establishment of expert groups and guidance bodies with examples including the
Group of Experts and “Sages” established in Spain in 2018, the Italian AI Task Force and
the German Enquete Commission. Considering the former example, this group has been
tasked with guiding on the ethics of AI and Big Data through an examination of the
social, juridicial and ethical implications of AI.

Next steps
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This report represents an evolving account of the ongoing academic debate around the
impacts of algorithmic decision-making, as well as a review of relevant initiatives within
industry and civil society, and policy initiatives and approaches adopted by several EU and third
countries. In line with the algo:aware design-led methodology, this version of the State-ofthe-Art report should be considered the prototype. The purpose of the peer review
methodology is to validate and provide inputs for the next iteration of the report.
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Prototype
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Preamble
Algorithmic systems are changing all aspects of modern lives. This creates great opportunities
and challenges which are amplified by the complexity of the topic and the relative lack of
accessible research on the use and impact of algorithmic decision-making.
More and more decisions covering a wide spectrum of uses with varying levels of impact are
being taken or supported by algorithms. These include search engine ranking decisions,
medical diagnosis, online advertising, investment decisions or recruitment decisions,
autonomous vehicles or even autonomous weapons.
The challenges of algorithmic decision-making have also captured public attention. The figure
below provides a selection of headlines illustrating the way in which algorithms are being
discussed in the media.

The aim of this study is to provide an evidence-based assessment of the types of
opportunities, problems and emerging issues raised by the use of algorithms in order to
contribute to a wider, shared understanding of the role of algorithms in the context of
online platforms.
Finally, the study is intended to design or prototype policy solutions for a selection of
issues identified.
The study was procured by the European Commission and is intended to inform EU policymaking as well as a wider audience.
This report presents the draft synthesis of the State-of-the-Art (SotA) in the field of algorithmic
decision-making, focussing on the online environment and algorithmic selection/decisionmaking on online platforms. It presents the scope of the study, discusses definitions of
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algorithmic decision-making and related concepts and provides insight into the academic
debates on the topic, before illustrating the action being undertaken by civil society and
industry and existing policy responses.
The draft report should be seen as a starting point for discussion and is primarily based on
desk-research and information gathered through participation in relevant events. In line with
our methodology, this report is being published in order to gather views and opinions from a
wide range of stakeholders on the following questions:
4) Are there any discussion points, challenges, initiatives etc. not included in this Stateof-the-Art Report?
5) To what extent is the analysis contained within this report accurate and
comprehensive? If not, why not?
6) To what extent do you agree with the prominence with which this report presents
the various issues? Should certain topics receive greater or less focus?
Our approach to gathering feedback comprises the following two overarching consultation
streams:
•

•

Open crowd-sourced feedback: Open to any and all interested parties, we are inviting
any and all interested parties to submit feedback to the report via the algo:aware
website.
Targeted peer-review consultation: We will be conducting interviews with experts in
the field, in particular including authors whose work is included in the bibliography.

In parallel, the information presented here will be tested, challenged and supplemented
through workshops and additional participation of the research team at events. More
information on the methodology for the peer-review process is available in this blog post:
https://www.algoaware.eu/2018/12/04/sota-report-peer-review-methodology
We would like to encourage the readers to challenge our findings, provide us with additional
information they might feel is missing and more generally engage with the study.
You can get in touch with the study team through the project’s website: www.algoaware.eu or
directly by e-mail: contact@algoaware.eu
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1.

Introduction and Context
Algorithms are an essential part of today’s world and are applied in a wide range of processes
and decision-making contexts. In many facets of daily modern living algorithmic decisionmaking systems have become pervasive and indeed fundamental. Certain industrial sectors
have become dependent on their use such as the financial industry which utilises algorithms
to automate trading decisions and detect investment opportunities. Indeed, algorithmic
decision-making systems underpin economic growth in the digital economy and are already
integrated in everyday technologies like smartphones that make predictions and
determinations to facilitate the personalisation of experiences and advertisement of products.
Algorithmic decision-making systems are deployed to enhance user experience, improve the
quality of service provision and/or to maximise efficiencies in light of scarce resources in both
public and commercial settings. Such instances include: a university using an algorithm to
select prospective students; a fiscal authority detecting irregularities in tax declarations; a
financial institution using algorithms to automatically detect fraudulent transactions; an
internet service provider wishing to determine the optimal allocation of resources to serve its
customers more effectively; an oil company wishing to know from which wells it should extract
oil in order to maximise profit. Algorithms are thus fundamental enablers of numerous
aspects in modern society, contributing to increases in efficiency and effectiveness across all
sectors of economic activity.
The widespread application of algorithmic decision-making systems has been enabled by
advancements in computing power technology and the increased ability to collect, store and
utilise massive quantities of personal and non-personal data from both traditional and nontraditional sources. Whilst this has presented citizens, businesses and governments with
significant opportunities, it also has the capacity to have unintended negative consequences
for individuals, vulnerable groups and trading dynamics. The speed at which the algorithmic
decision-making technologies are being adopted, coupled with the scale of their potential
impacts, naturally raises concerns, and even fears, as to the risks and mitigation of risks entailed
by the take-up of the technology. However, some, if not most, algorithmic decisions are related
to minute tasks of little consequence, whereas other instances raise policy and public attention.
The wide take-up of social media is a case in point, where the algorithms that underpin its
functionalities have fundamentally changed the way citizens interact online, the way media is
consumed, and the manner in which information is obtained from news outlets. Algorithms
have been optimised by using historical patterns of engagement to predict and provide
individuals with the most ‘meaningful interactions’, delivering posts, images, articles and
advertisements that are deemed to be most relevant to the user. Such practices are argued by
some to have led to the reinforcement of ‘filter bubbles’ which may influence the way citizens
engage with democratic processes.
In online marketplaces, algorithms can influence or decide upon the manner in which products
and services are recommended to users, as well as the order in which goods are ranked,
depending on both search terms and historical user behaviour. This not only influences
consumer choice, but also means businesses have an incentive to understand the types, and
the weight attributed to input data if they wish to gain a competitive advantage in the
increasingly popular online marketplaces. Indeed, the increased use of algorithmic decisionmaking systems in online environments is changing the organisational and operating models
of businesses.
algoaware.eu
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In the public sphere, take-up of automation and big data technologies shows a big potential
for more effective policy-making and efficient service delivery at both national and local levels.
At the same time, concerns related to the accuracy of the systems and risks of negative effects
over the protection of fundamental rights also emerge, in particular in sensitive areas of
application. For example, in the criminal justice system to predict the likelihood of recidivism,
in policing to predict when and where there is an increased likelihood of crime being
committed, or in risk assessments for interventions involving potentially vulnerable children.
Algorithms and algorithmic decision-making can introduce consistency, important not least
for procedural purposes. Algorithmic systems are capable of integrating more sources of data,
and identifying relationships between those data, more effectively than humans can. In
particular, they may be able to detect rare outlier cases where humans cannot. These positive
aspects of algorithms are also reflected in the list of ‘Algorithm Pros’ compiled by the
DataEthics initiative4, which includes the following summarised considerations:
•
•
•

Algorithms help humans make more rational decisions based on evidence and
mathematically verified steps;
Algorithms can aid governments in reducing bureaucratic monitoring and regulation;
Algorithms aid individuals in managing their health in a more efficient way, creating less
of a burden to national health systems. In this context, algorithms also hold great
potential for advances in medicine and biomedical research, e.g. diabetes diagnostics,
automation of surgical interventions.

In support of these ideas Cowls and Floridi5 highlight that underuse of AI due to fear, ignorance
or underinvestment is likely to represent an opportunity cost, arguing that AI can foster human
nature and its potentialities and thus create opportunities by enabling human self-realisation;
enhancing human agency; increasing societal capabilities and cultivating societal cohesion.
Conversely, the authors conclude that good intentions gone awry, overuse or wilful misuse of
AI technologies pose potential corresponding risks such as devaluing human skills; removing
human responsibility; reducing human control and eroding human self-determination.
Algorithmic decision-making does not occur in a vacuum. It should be appreciated that
qualifications regarding the types of input data and the circumstances where automated
decision-making is applied, are made by designers and commissioners (i.e. human actors).
Given the emerging consensus that the use of algorithmic decision-making in both the public
and private sectors is having, and will continue to have profound social, economic, legal and
political implications, civil society, researchers, policymakers and engaged industry players are
debating whether the application of algorithmic decision-making is always appropriate.
There have been increased calls for scrutiny on the role that algorithms play where these
determine information flows and influence public interest decisions that hitherto were
exclusively handled by humans – especially in contexts that are of growing economic or societal
importance. Algorithmic decision-making applied for surveillance/observation applications
such as Raytheon’s Rapid Information Overlay Technology (RIOT) gained prominence and was
heavily criticised in the context of secret service surveillance. Scoring applications that gather
and process feedback about participants’ behaviour and derive ratings relating to such
behaviour is being applied to sensitive areas such as credit scoring or social scoring. This has
4
5

Se e https ://datae thi cs .e u/e n/pro s co ns ai /
Se e Cowl s and F l o ri di ( 2018) Pro l e gom e na to a Whi te Pape r o n an Ethi cal F rame wo rk fo r a Go o d A I So cie ty
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also been criticised because of the considerable risks of social discrimination on the grounds
of a person’s race, age or religion, and further, may infringe personal privacy. Questions are
emerging related to the governance and ethics of algorithmic decision-making, principles of
fairness, reliability/accuracy and accountability, meaningful transparency, auditability and
preserving privacy, freedom of expression or security.
Thus, real tensions exist between the positive and negative impacts of algorithmic
decision-making in both current and future applications. In the European Union, a regulatory
framework already governs some of these concerns. The General Data Protection Regulation
establishes a set of rules governing the use of automated decision-making and profiling on
the basis of personal data. Specific provisions are also included in the MiFID II regulation for
high speed trading. The European Commission’s Communication on Online Platforms further
stated that greater transparency was needed for users to understand how the information
presented to them is filtered, shaped or personalised, especially when this information forms
the basis of purchasing decisions or influences their participation in civic or democratic life. 6
Transparency rules for ranking on online platforms are discussed in the context of the
Commission’s proposal for a Regulation on promoting fairness and transparency for business
users of online intermediation services7. Other voluntary transparency provisions are included
in the Code of Practice on disinformation8, with a particular focus on political advertising.
The aim of this report is to synthesise the State-of-the-Art in the academic literature, policy
initiatives and industry-led or civil society initiatives around algorithmic decision-making (with
a particular focus on its application in online platforms). The inherent opportunities and value
of algorithmic decision-making systems is undeniably attested by the global scale of adoption.
While the study will focus in the next steps also on identifying and delineate specific
opportunities, this report focuses more heavily on the challenges for the development and use
of algorithmic systems, as identified in the literature.
The report is framed around the following concepts, which are useful to interrogate whether
the application of algorithmic decision-making systems bears societal risk and raises
policy concerns9:
•
•

•

•

Fairness and equity – in particular referring to the discriminatory results algorithmic
decisions can lead to;
Transparency and scrutiny – algorithmic systems are complex and can make
inferences based on large amounts of data where cause and effect are not intuitive; this
concept relates to the potential oversight one might have on the systems;
Accountability – a relational concept facilitating stakeholders to interact with decisionmakers, to have them answer for their actions, and face consequences where
appropriate;
Robustness and resilience – refers to the ability of an algorithmic system to continue
operating the way it was intended to, in particular when re-purposed or re-used;

6

Se e com m uni catio n from the Co m mi ss i o n to the Euro pe an Parl i am e nt, the Co unci l , the Euro pe an Eco nom i c
and Soci al Co mm i ttee and the Com m itte e of the Re gio ns o n online platfo rms and the Digit al Single Mark e t.
Oppor tunitie s
and
Cha lle nge s
for
Europe
( 2016) :
https ://e c.e uro pa.e u/di gi tal- s i ngl e m arke t/e n/ne ws /co m m uni catio n - o nl i ne - pl atfo rm s - and - di gi tal - s i ngl e- m arke t -o ppo rtuni ti e s- and chal l e nge s-e uro pe
7
https ://e c.e uro pa.e u/di gital - s i ngl e -m arke t/e n/ne ws /re gul ati o n - pro mo ti ng - fai rnes s - and - transpare ncybus i ne ss -use rs - o nli ne - i nte rm e di ati o n - se rvi ce s
8
https ://e c.e uro pa.e u/di gital - s i ngl e -m arke t/e n/ne ws /co de - practi ce - dis i nfo rm ati o n
9
Each of the se co nce pts i s di scus se d i n gre ate r l e ngth i n the s e cti o n re l ati ng to the acade mi c de bate .
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•
•

Privacy - algorithmic systems can impact an individual’s, or a group of individuals, right
to private and family life and to the protection of their personal data; and
Liability - questions of liability frequently arise in discussions about computational
systems which have direct physical effects on the world (for instance self-driving cars).

As will be discussed later (see section 3), tensions exist between some of these concepts.
Ensuring the transparency of an algorithmic system might come at the expense of its resilience,
whilst ensuring fairness may necessitate a relinquishing a degree of privacy.
Acknowledging that the topic of algorithmic decision-making is placed at the confluence
between a wide span of disciplines, this report aims to provide an updated account, in a
succinct and accessible style, on current cross-sector issues brought about by algorithmic
decision-making, proposed governance models and suggested solutions and approaches to
emergent challenges. This report is thus structured as follows:
•
•
•

•

A ‘Scoping’ section which establish the analytical scope of this report by providing a
working definition of algorithmic decision-making and other relevant terminology;
An analytical literature review of the academic debate around the impacts of
algorithmic decision-making with regard to the six concepts outlined above;
An overview of different initiatives in industry, civil society, and other multidisciplinary organisations looking to promote and ensure ethical design, assessment
and deployment of algorithmic decision-making systems;
An index of current and potential policy approaches in the field, in the geographical
scope of the EU, selected Member States and selected third countries.

This report is to be considered as a living document with an accompanying dynamic
bibliography, including a list of must-reads,10 which will be iteratively updated in accordance
with the evolution of the field11.

10

A dynam i c bi bl i o graphy co ntai ni ng the r e fe re nce s pro vi de d i n thi s re po rt is avai l abl e at
https ://www.al go aware .e u/bi bl i o graphy/ and https ://www.z o te ro .o rg/gro ups /2200076/ al go aware /i te m s /
11
A
me tho dol o gy
fro m
ho w
s take ho l de rs
will
be
co ns ul te d
is
pro vide d
he re :
https ://www.al go aware .e u/20 18/ 12/0 4/s o ta - re po rt - pe e r- re vi e w- m e tho do l ogy
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2.

Scope
The aim of this section is to establish the analytical scope of this report by establishing a
working definition of algorithmic decision-making, which will be consistent throughout this
report as well as other algo:aware outputs. In doing so, this section highlights the conceptual
differences between algorithmic decision-making and other terms which might be considered
synonymous in other instances, such as artificial intelligence and machine learning.
The working definition of algorithmic decision-making provided in this section is not to be
interpreted as a universal definition, but rather as a broad working definition which provides
the fundamental basis for the analytical work presented throughout this report. In addition,
‘decision’ and ‘decision-making’ are meant here as broad terms that include, but are not limited
to, sorting and filtering of information as well as selective information provision.

Definition of algorithmic decision-making
In the context of algo:aware, we consider that the main elements of a working algorithmic
decision-making definition should:
•
•
•

•
•
•

Not only account for software and code, but also acknowledge input, training and
testing data as fundamental characteristics of decision-making by algorithms;
Consider decisions made by algorithms on the basis of both personal and non-personal
data;
Be granular enough to allow for further characterisation as a ‘fully autonomous’ system,
a ‘human-in-the-loop’ system, or a ‘human-on-the-loop’ system (defined below); that
is, the definition should also include the type or level of human involvement in the
decision-making process;
Include governance processes, such as auditing and bias histories, risk and impact
assessments, as well as risk management processes or approaches;
Not only relate to the impacts of decision-making at the level of the individual, but also
the impacts at the level of groups, markets, governments etc.;
Refer to instances of human-machine and machine-machine interactions.

Thus, the working definition for decision-making algorithms12 in the scope of this report, and
all the outputs of algo:aware, is as follows:
A software system – including its testing, training and input data, as well as associated
governance processes13 – that, autonomously or with human involvement, takes
decisions or applies measures relating to social or physical systems on the basis of
personal and/or non-personal data, with impacts either at the individual or collective 14
level.
The following figure represents the definition visually by mapping it to the parts of a ‘model’,
typically comprising inputs, a processing component or mechanism and outputs.

12

The de fi niti o n o f al go ri thmi c de cis i o n -m aki ng i s to be i nte rpre te d as a de ci s io n take n by a de cis i on m aki ng al gori thm .
13
I ncl udi ng ri s k and im pact as s es sm e nts, audi t and bi as his to ri es , and as so ci ate d ri sk m anage m e nt and
gove rnance pro ces s es .
14
Such as i m pacts o n fi nanci al m arke ts and he al th s ys te ms , as we l l as i m pacts o f al go ri thm i c s el e cti o n on
onl i ne pl atform s .
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Figure 1: algo:aware working definition of algorithmic decision-making

Analytical scope
Building on the working definition, the remainder of this section establishes the analytical
scope of the report by:
•

•

Clarifying the relationship between algorithmic decision-making and similar
concepts, such as ‘Artificial Intelligence’ (AI) and machine-learning. This is illustrated
through the presentation of application examples.
Expanding on elements of the working definition that benefit from further
explanation, including: i) the level of human involvement; ii) the potential negative
impacts of algorithmic decision-making; and iii) the governance of decision-making
algorithms.

Algorithmic decision-making and other concepts
There are a range of technologies and concepts related to algorithmic decision-making,
including in particular AI, machine learning, decision-support algorithms etc. This sub-section
presents these concepts and illustrates how they relate to algorithmic decision-making.
‘Artificial Intelligence’ (AI), for instance, generally refers to software-hardware systems that
exhibit intelligent and meaningful behaviour in their context, such as sensing and
analysing their environment15, having the ability to communicate, plan, learn and reason, as
well as taking actions to achieve specific goals. AI has been the subject of scientific study since
the 1950’s. However, our faith in being able to harness AI as effectively as promised has
fluctuated over the intervening years. This has resulted in periods of rapid progress and
excitement, quickly followed by periods of decreased investment and interest – periods known
in the field as ‘AI winters’.16

15

The te rm ‘e nvi ro nm e nt’ i s to be unde rs to o d bro adl y i n thi s i ns tance , thus e ncom pas si ng bo th vi rtual and
phys i cal e nvi ro nm e nts .
16
M I T Te chno lo gy Re vi e w ( 2016) AI Wi nte r i s n’t co mi ng
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Despite the ongoing debate on whether the potential economic and societal benefits of AI are
over-publicised and exaggerated, potentially leading to another ‘AI winter’, the dominant
opinion across industry and among policy leaders is that AI is ‘here to stay’17,18. This view is
evidenced by recent advances in the field, in particular in the following areas:
•

•

Perception: a notable example is speech recognition. Speech recognition is now three
times faster, on average, than typing on a mobile phone 19 and the average error rate
for speech recognition has dropped from 8.5% to 4.9% since 201620.
Cognition: advances in this area include: the development of systems capable of
beating the best Go players in the world21; significant improvements in the cooling
efficiency of data centres (by up to 15%)22; and improvements in AI-enabled money
laundering detection systems23.

The speed of improvement of AI has benefitted from the development of machine learning,
including deep learning and supervised learning. Although machine learning can be used as
a mechanism for achieving artificial intelligence, it is often treated as a separate field and many
researchers apply machine learning to tackling problems of a practical nature with no need for
intelligence.24
With that said, AI and machine learning systems can be based on a multiplicity of methods and
algorithmic implementations. However, the majority of recent successes in this field falls into a
particular class of systems, namely supervised learning systems, in which machines are given
vast amounts of data in the form of correct examples of how to answer a particular problem25,
e.g. inputting images of various animals with correct output labels for each animal. The training
data sets for these systems often consist of thousands or even millions of examples, each of
which labelled with the correct answer.26 Currently, the main driver of successful algorithmic
implementations of these systems is deep learning. Deep learning algorithms have a great
advantage over earlier versions of machine learning algorithms in that they can be trained and
deployed on much larger data sets than their predecessors. In addition to supervised learning
systems, the field of reinforcement learning has also recently grown in popularity.
Reinforcement learning systems require a programmer to:
i)
ii)
iii)

specify the current state of the system and its goal
list allowable actions, and
describe elements that constrain the outcomes of each action27.

17

M I T Te chno lo gy Re vi e w ( 2016) AI Wi nte r i s n’t co mi ng
Europe an Co mm i ss i o n ( 2018) Co mm uni cati o n fro m the Co m m is s io n to the Europe an Parl i ame nt, the
Europe an Counci l , the Co unci l , the Euro pe an Eco no m i c and So ci al Co mm i tte e and the Com m i tte e o f the
Re gi ons – A rti fici al I nte l li ge nce fo r Euro pe , SWD( 2018) 137 F I NA L
19
Ruan S. e t al. ( 2017) Co m pari ng s pe e ch and ke ybo ard tex t e ntry fo r s ho rt m e ss age s i n two l anguage s on
touchs cre e n pho nes , Journal Proce e dings of the ACM on I nte ractive , Mobile , W e arable an d Ubiqui tous
Te chnologie s , 1, 4
20
H arvard Bus i ne s s Re vie w | T he Bi g I de a ( 2018) T h e Bus i ne ss o f A rti fi ci al I nte ll i ge nce .
21
Se e https ://www.bbc.co .uk/ne ws /te chno l ogy - 3578587 5
22
Se e https ://de e pm i nd.com /bl o g/de e pm i nd - ai - re duce s- go ogl e - data- ce ntre-co ol i ng - bi l l - 40/
23
Se e
https ://www.te chno l o gyre vi e w.com /s /5456 31/ho w - payp al - bo o s ts - se curi ty- wi th- arti fici al i nte l l i ge nce /
24
Langl e y, P. ( 2011) T he Changi ng Scie nce o f M achi ne Le arning, K l uwe r A cadem i c Publ is he rs . Las t acce ss ed
on 29.11.201 8 at: http://www.i s l e .o rg/~l angl e y/pape rs /change s .ml j 11.pdf .
25
H arvard Bus i ne s s Re vie w | T he Bi g I de a ( 2018) T he Bus i ne ss o f A rti fi ci al I nte ll i ge nce .
26
H arvard Bus i ne s s Re vie w | T he Bi g I de a ( 2018) T he Bus i ne ss o f A rti fi ci al I nte ll i ge nce .
27
H arvard Bus i ne s s Re vie w | T he Bi g I de a ( 2018) T he Bus i ne ss o f A rti fi ci al I nte ll i ge nce
18
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The objective of this approach is for the system to learn how to achieve the specified objective
by using a series of allowable actions. Reinforcement learning systems are thus particularly
useful for instances in which a human programmer is able to specify a goal but not the path to
achieving it.
Despite not being synonymous terms, we consider AI, machine learning and algorithmic
decision-making to be inter-related concepts. In the context of the analysis presented in
this report, we consider all algorithms associated with AI and machine learning properties (e.g.
regression, classification, clustering, selection) to be decision-making algorithms. Moreover, we
also consider that a subset of decision-making algorithms is not necessarily and explicitly
‘intelligent’, or AI-enabled, having their implicit decision-making criteria programmed in
through relatively simple instructions.
The decision-making algorithms that underlie algorithmic selection processes, especially in
online environments, are of particular interest to the analysis presented herein. This is because
of the wide range of applications (and their technical, legal, and sectoral specificities) they
concern, including28,29:
•

•
•

Different types of search engines, including general, semantic30, and meta31 search
engines. In addition to general-purpose algorithmic search engines, there are a wide
range of applications for special searching in particular domains or regarding particular
issues (e.g. genealogy search engines), or search engines embedded on particular
websites, market places, etc.
Aggregation applications, such as news aggregators, which collect, categorise and regroup information from multiple sources into one single point of access32,33,34;
Forecasting, profiling and recommendation applications, including targeted
advertisements, selection of recommended products or content, personalised pricing
and predictive policing35,36,37,38;

28

Latze r e t al. ( 201 4) The Economics of Algo rith mic Se le ction on the I nte rne t , I nsti tute o f M as s Co mm uni cati on
and M e di a Re se arch Wo rki ng pape rs , Octo be r 2014
29
I t is worth no ti ng that the appli cati o ns and s ys te m s re fe rred i n thi s re po rt are m ade up o f a di ve rs e array
of al gorithm s . T hes e i ncl ude , fo r i ns tance , re gres s io n al go ri thms ( e .g. l i ne ar, l ogi s ti c and ste pwis e
re gre s si on) , deci si o n tre e al go ri thms ( e .g. cl ass i fi catio n and re gre s si o n tre e) , Baye s i an al go ri thms ( e .g. Naï ve
Baye s , Baye s i an Be l i e f Ne two rk) , cl us te ri ng al go ri thm s ( e .g. k -m e ans , hi e rarchi cal cl us te ri ng) , and m any
othe rs . F or an ex te ns i ve but no n - ex haus ti ve li s t, s ee https ://m achi ne l e arni ngm aste ry.co m /a - to ur- o fm achi ne -l e arni ng - al go ri thms /
30
Se arch e ngi ne s that attem pt to unde rs tand the us e r’s i nte nt and co nte x t i n o rde r to pro vi de m o re re le vant
s e arch re s ul ts . H. Bas t, B. Buchho l d, E. H aus sm ann ( 2016) Sem anti c Se arch o n T e x t and K no wle dge Base s
31
Se arch e ngi ne s that us e data fro m o the r s e arch e ngi ne s to produce s e arch re s ul ts .
Gi l e s e t al . ( 1999) , A rchi tecture o f a m e tase arch e ngi ne that s uppo rts us e r i nfo rm at io n ne e ds .
32
Zhu, H ., M . D. Sie ge l and S. E. M adni ck ( 2001) , ‘I nfo rm atio n A ggre gatio n: A Val ue -adde d E- Se rvi ce ’
33
A gui l a-Obra, A . R., A . Pandi l l o -M e lé nde z and C. Se raro l s - T arrés ( 2007) , ‘Val ue cre ati o n and ne w
i nte rm e di ari e s o n I nte rne t. A n e x pl o rato ry anal ys i s o f the o nl i ne ne ws i ndustry and the we b co nte nt
aggre gators ’, I nte rnati o nal Jo urnal o f I nfo rm ati o n M anage me nt, 27 ( 3) , 187 - 199.
34
Cal i n, M ., C. De l l aro cas , E. Palm e and. J. Sutanto ( 2013) , ‘A tte nti o n Al l o cati o n i n I nfo rm ati o n - Ri ch
Envi ronm e nts : T he Cas e o f Ne ws A ggre gtao rs ’, Bo sto n U. Scho o l o f M anage m e nt Res e arch Pape r No . 2013 4.
35
K üs te rs , U., B. D. M cCul lo u gh and M . Bel l ( 2006) , ‘F o recas ti ng so ftware : Pas t, pre se nt and future ’,
I nte rnati onal Jo urnal o f F o re cas ti ng, 22 ( 3) , 599 - 615
36
I ss e nbe rg, S. ( 2012) , ‘T he Victo ry Lab’, Ne w Yo rk: Cro wn Publ i s he rs .
37
Si l ve r, N. ( 2012) , ‘T he Si gnal and the No is e : Why So M an y Pre di cti o ns F ai l – but So me Do n’t’, Ne w Y ork:
Pe ngui n
38
Pathak, B. K ., R. Garfi nkel , R. D. Gopal , R. Ve nkathes an and F . Y i n ( 2010) , ‘Em pi ri cal A nal ys is o f the bus i ne ss
val ue of Re com m e nde r Sys te ms ’, Jo urnal o f M anage me nt I nfo rm ati o n Sys tem s , 27 ( 2) , 159 - 188.
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•

•
•

•

Scoring applications (e.g. credit, news, social), including reputation-based systems,
which gather and process feedback about the behaviour of users, further deriving
ratings and scores from this behavioural data;
Content production applications (e.g. algorithmic journalism), that is, algorithmic
systems that create content automatically39,40,41,42;
Filtering and observation applications, such as spam filters, malware filters, and filters
for detecting illegal content in online environments and platforms. For instance, passive
filters can select certain elements, but instead of displaying these to the user, they
prevent access to them;
Other 'sense-making' applications, crunching data and drawing insights.

Elements of a decision-making algorithm
Key elements of the working definition that require further explanation include: i) the level of
human involvement; ii) the potential negative impacts of algorithmic decision-making; and
iii) the governance of decision-making algorithms.
Regarding the level of human involvement in a decision-making algorithm, it is important to
first clarify the line between algorithmic decision-making and algorithmic decision-support
systems; a line that can be blurred depending on the level of human involvement. The
difference between the two is presented in the below box.
Box 1: Key concepts – decision-support vs. decision-making algorithms

Key concepts: Decision-support vs. decision-making algorithms
Decision-support algorithms: do not take decisions in an automated way; they inform a
human decision-maker.43
Decision-making algorithms: the output of the algorithmic operation itself results in a
decision that is fully automated — a system that runs computationally also has the ability to
trigger the action that the algorithm informs.
For algorithmic decision-making systems, OpenAI’s Paul Christiano44 details three main types
of decision-making algorithm based on the degree of human involvement in the decisionmaking process45:

39

Se e http://www.wi re d.com /2012/ 04/can - an- al go ri thm - wri te- abe tte r- ne ws- s to ry- than-a- hum an- re po rte r/
Ste i ne r, C. ( 2012) , ‘A uto m ate T his : H o w A l go ri thms Cam e to Rul e Our Wo rl d’, Ne w Y o rk ( a.o .) : Pe ngui n.
41
A nde rson, C. W. ( 2013) , ‘T o wards a So ci ol o gy o f Co m putatio nal and A l go ri thm ic Jo urnal i s m ’, Ne w M edi a
& Socie ty, 15 ( 7) , 1005 - 1021.
42
Wal l ace , J. and K . Dö rr ( 2015) , ‘Be yo nd Tradi ti o nal Gate ke e pi ng. H o w A l go ri thm s and Use rs Re structure
the Onl i ne Gate kee pi ng Proce ss ’, Co nfe re nce Pape r, Di gi tal Di s rupti o n to Jo urnal i s m and M ass
Com m unicati o n T heo ry, 2 - 3 Octo be r 2014, Brus s e ls .
43
Thi s doe s no t me an that thi s hum an de cis i o n -m ake r is in a po s i ti o n to cri ti ci s e the de ci si o n - s upport
s ys te m m e ani ngfull y: auto m atio n bi as (i .e . the o ve r o r under re l i ance o n de ci si o n s uppo rt) is an im po rtant
ps ychol ogical phe nom e no n l i nke d to o the r bi ase s .
44
https ://ai -al i gnm e nt.co m /co unte rfactual - hum an- i n- the -l o op - a7822e 36f3 99
45
Chri s ti ano als o propo se s a fo urth type o f auto nom o us s ys tem , the ‘hum an- i n-the - co unte rfactual -l o o p’. In
thi s type of auto no mo us s ys te m , e ve ry ti me a de ci si o n i s to be m ade the al go ri thm wo ul d fli p a bi as e d coi n
whi ch woul d c o me up he ads with a s m al l pro babi l ity ( e .g. 0.001%) . I f the re s ul t i s ‘he ads ’, the s ys te m co ns ults
40
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•
•
•

Fully autonomous systems: operate without human supervision;
Human-in-the-loop systems: exclusively follow specific human instructions;
Human-on-the-loop systems: a human oversees the system and may override it.

Regardless of the level of human involvement, the algorithmic decision-making applications
listed above can carry significant negative impacts at the level of individuals, vulnerable
groups, markets and governments. For instance, filtering applications can be used to block
political information in authoritarian regimes46; scoring applications can make profiling
decisions that are discriminatory against minority groups or individuals or infringe personal
privacy47; aggregation applications can have direct impacts on the profitability of media
markets48 (e.g. newspapers) and on intellectual property rights49. In relation to algorithmic
selection in online environments, Michael Latzer and colleagues have mapped the specific
social risks to eight categories:50 i) manipulation; ii) diminishing variety, the creation of biases
and distortions of reality; iii) constraints on the freedom of communication and expression; iv)
threats to data protection and privacy; v) social discrimination; vi) violation of intellectual
property rights; vii) possible transformations and adaptations of the human brain; and viii)
uncertain effects of the power of algorithms on humans, e.g. growing independence of human
control and growing human dependence on algorithms.
However, considering the full extent of algorithmic decision-making applications, there is not
a unique way to classify these impacts, risks and challenges. As detailed through the
following section, this report maps them to the concepts and current debates on fairness,
accountability, transparency and scrutiny, robustness and resilience, privacy and liability.
As outlined above, the risks and challenges brought about by algorithmic decision-making
systems and applications often raise complex questions about governance in different
contexts. Algorithmic governance is meant here from two perspectives:
•
•

‘Governance by algorithms’ (i.e. the means through which the deployment of
algorithms shapes varied aspects of society), and
‘Governance of algorithms’, which refers to the practices to control, shape and regulate
algorithms51.

a hum an, s uppl yi ng them with co nte x t and reco rdi ng fe e dback. Othe rwis e , the s ys tem doe s no t co ns ult wi th
a hum an and atte m pts to m ake the de ci s i o n the hum an wo ul d have m ade .
46
De i be rt, R., J. Pal fre y, R. Ro ho zi ns ki and J. Zi ttrai n ( e ds ) ( 2010) , ‘A cce ss Co ntrol l e d’, Cambri dge CA , Lo ndon:
M I T Pres s .
47
Ste i nbre che r, S. ( 2006) , ‘De s i gn Optio ns fo r Pri vacy - Re s pe cti ng Re putati o n Sys tem s wi thi n Ce ntrali s e d
I nte rne t C om m uni tie s ’, i n S. F i sche r - H übne r, K . Ranne nbe rg, L. Y ngs trö m and S. Li nds kog ( e ds) , Se curi ty and
Pri vacy i n Dynam i c Envi ro nm e nts , Proce e di ngs o f the I FI P T C - 11 21s t I nte rnati o nal I nfo rm ati o n Se curi ty
Confe re nce ( SEC 2006) , 22 –24 M ay 2006, K arl s tad, Swe de n : Spri nge r, pp. 123 - 134.
48
We ave r, A .B. ( 2013) , ‘A ggravate d wi th A ggre gato rs : Can I nte rnati o nal Co pyri ght Law H e l p Save the
Ne ws room ?’, Emo ry I nte rnati o nal Law Re vi e w, 26 ( 4) , 1159 - 1198.
49
Is be ll , K . ( 2010) , ‘T he Ri s e o f the Ne ws Aggre gato r: Le gal Impl i cat i o ns and Be s t Practi ce s ’, Be rkm an Ce nte r
for I nte rne t & Soci e ty Res e arch Publ icati o n 2010 - 10
50
Latze r e t al. ( 201 4) The Economics of Algo rith mic Se le ction on the I nte rne t , I nsti tute o f M as s Co mm uni cati on
and M e di a Re se arch Wo rki ng pape rs , Octo be r 2014
51
Latze r e t al . ( 2014) T he Eco no m ics o f A l go ri thm ic Sel e cti o n o n the I nte rne t, I ns ti tute o f M ass
Com m unicati o n and Me di a Re se arch Wo rki ng pape rs , Octo be r 2014

algoaware.eu

12

The opportunities for a social shaping of algorithmic decision-making by means of governance
have attracted increased attention in the academic research literature, particularly with regard
to the governance of algorithmic selection search applications52,53,54.
Moreover, various approaches to reduce risks and increase the benefits of algorithmic decisionmaking (and, in particular, algorithmic selection) have been identified, ranging from market
mechanisms at one end, to command and control regulation by state authorities at the other 55.
The diversity and quantity of viable governance options proposed in the literature (e.g. selforganisation by individual companies; (collective) industry self-regulation; co-regulation –
regulatory cooperation between state authorities and the industry) highlight that there are no
one-size-fits-all solutions for the governance of algorithms56. In addition, they demonstrate
that governance of algorithms (and by algorithms) goes beyond regulating (the design and
implementation of) code and the technology itself and involves a wider evidence-based
approach relying on risk and impact assessments, organisational approaches, and business
models and strategies57.
Several examples of governance in the context of algorithms have been developed recently.
For instance, and as noted by Latzer et al. “disputes on certain practices and implications of
news aggregation, search and algorithmic trading have resulted in regulatory provisions such
as the German ancillary copyright law (BGBl. 2013, part 1, no. 23, p. 1161), the right to be
forgotten for search engines in the EU (ECJ, judgment C-131/12 Google Spain vs. AEPD and
Mario Costeja Gonzalez), and measures to prevent stock market crashes caused by algorithmic
trading, e.g., the European Markets in Financial Instruments Directive (MiFID 2, 2014/65/EU)”.
58

Furthermore, several proposals for ‘non-regulatory’ governance approaches of algorithmic
decision-making systems are provided in the literature. A relevant example is provided in the
recent report published by the AI NOW Institute59, which proposes a context-sensitive and
‘governance-inclusive’ approach to defining algorithmic decision-making systems, as well as
exemplar definitions for specific contexts. In fact, the approach and definitions provided by the
AI NOW Institute are centred on the development of Algorithmic Impact Assessments for use
within governments and public agencies.
The definition for algorithmic decision-making presented and explained through this section
establishes the analytical scope of this report; it also provides a comprehensive platform for
analysing multi-disciplinary issues relating to the diverse impacts brought about by the design,
deployment and governance of decision-making algorithms. Specifically, the definition
considers the different approaches on these topics brought about by policy-making,
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technological, governance and academic research perspectives. The definition, and
consequently the analytical scope of the work presented herein, has the flexibility to include
and go beyond the “impact of algorithms at the level of the individual”. It considers impacts at
the level of vulnerable groups, markets and governments, across different sectors and
disciplines, through a holistic view that includes code, data, governance processes, and
associated organisational structures and business models. This dynamic analytical scope thus
allows for analytically “zooming in and out” when considering the cross-sectoral impacts of
algorithmic decision-making from various perspectives.
With this said, the next section provides an up to date account of the academic debate
around the different impacts of algorithmic decision-making from the perspectives of
fairness and equity; transparency and scrutiny; accountability; robustness and resilience; privacy
and liability.
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3.

The Academic Debate – an analytical literature
review
There has been a wide array of academic engagement around issue of algorithmic systems and
society. In this section, we outline a range of these debates. While there is no single way within
which they can be categorised, we draw upon and group several issues in the subsections that
follow.
Applied discussions of social challenges around algorithmic systems date back several decades.
Anthropologists were early in explicitly considering how expert systems being deployed in
contexts such as hospitals connected with individual and societal concerns,60 linking to the
excitement and promise of diagnostic support tools in the medical domain, as were ethicists
and philosophers of computing.61 More recently, computer scientists and lawyers joined the
debate in both Europe62 and in the US,63 and the topic has become a heated and
interdisciplinary area of concern and collaborative research.
In this section, we provide a narrative overview of several different and interwoven strands of
literature touching upon algorithms and society from a number of perspectives: fairness and
equity; transparency and scrutiny; accountability; robustness and resilience; privacy and liability.
The section does not compare in detail ‘performance’ of algorithmic decisions and human
decisions along these perspectives, but questions around the benchmarks of accuracy, fairness,
accuracy and accountability will be important to address in the next steps of the project and
the development of the policy toolbox.

3.1

Fairness and equity
Digital systems have long been subject to concerns that they might be discriminating unfairly
against certain individuals and groups. In the early 2000s the term ‘weblining’ became used to
refer to new forms of racist profiling through digital services.64 Drawing upon ‘redlining’,65
where entire neighbourhoods were determined as too ‘high risk’ for fundamental service
provision, ‘weblining’ was largely used in relation to attempts to deny or reduce services
provided to predominantly black neighbourhoods in the US, including in finance and e-
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commerce sectors.66 Today, fairness issues in algorithmic systems are a high profile issue, and
a growing field of research and practice attempts to diagnose, mitigate and govern this area. 67
Pursuing fairness of algorithmic models in many cases means necessarily paying a price in
terms of the model’s accuracy. Procedural fairness refers to the fairness of the decision-making
processes (means) that lead to the outcomes. That is, the consideration of the input features
used in the decision process, and evaluation of the moral judgments of humans regarding the
use of these features68. However, much of the literature thus far has focused on distributive
fairness which refers to the fairness of the outcomes (ends) of decision-making, due to the
more tangible link to anti-discrimination laws.
In Europe, discrimination law distinguishes between ‘direct’ and ‘indirect’ discrimination. In the
US, the same terms map onto ‘disparate treatment’ and ‘disparate impact’.69 Direct
discrimination (or disparate treatment) occurs when discrimination is based on a protected
characteristic, such as gender or ethnicity: that characteristic itself was the basis for a different
decision. Indirect discrimination, or disparate impact, centres on the use of other data which
may be correlated with certain protected attributes, and through its use, may
disproportionately impact people sharing certain protected characteristics. In this case, other
data act as a proxy for the protected characteristics. For example, web browsing history might
proxy for gender, race or sexuality, without any of those categories having been explicitly
declared.
More formally, and concerning race, 70 Council Directive 2000/43/EC of 29 June 2000
implementing the principle of equal treatment between persons irrespective of racial or ethnic
origin states (Article 2) that:
“(a) direct discrimination shall be taken to occur where one person is treated less favourably than
another is, has been or would be treated in a comparable situation on grounds of racial or ethnic
origin;
(b) indirect discrimination shall be taken to occur where an apparently neutral provision, criterion
or practice would put persons of a racial or ethnic origin at a particular disadvantage compared
with other persons, unless that provision, criterion or practice is objectively justified by a
legitimate aim and the means of achieving that aim are appropriate and necessary.”
One of the primary focuses in the academic literature is the extent to which machine learning
systems risk committing indirect discrimination or fostering disparate impact. 71 There are
several ways they can do this.
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Machine learning systems, which power many algorithmic decision-making applications today,
are trained primarily on historical data.72 A common method to create such a system is to train
it using historical decisions, such as job hiring decisions or loans, and try to get the system to
best replicate the previous human decisions without requiring the expensive process they
entail. The challenge here is that such historical data in itself is often rife with prejudice and
bias. In the job sector, women may have been unfairly declined jobs, or offered lower salaries
than men, and a system trained to think this was the ‘correct’ output will replicate undesirable
patterns of the past.73
There are a range of reasons for the existence of this biased historical data. In some cases, the
data might be based on a faithful reading or understanding of the rules of the phenomena at
the time, but a reading that is nonetheless out of date today. Ethical standards and norms in
society change. Many EU nations used to criminalise homosexuality to varying degrees. Such
a decision in the justice sector may have been legally ‘correct’ to make at the time, but it is one
that we ethically do not want to put into systems today. Similarly, discrimination on the basis
of gender used to be permitted by the Gender Directive (2004/113/EC), until that provision was
struck down in 2012 by the European Court of Justice. 74 Insurance providers would, as a result,
have a challenge when using historical data before the entering into force of the Test-Achats
decision (December 2012) in the training of machine learning systems. In other cases, decisions
may have been based on conscious or unconscious bias on behalf of human-decision makers.
It may also be the case that there is some undesired truth in the historical data that has been
collected. Crime rates, rates of defaulting on loans, rates of addiction or substance abuse, are
not the same across all geographies or demographics. This is often a policy challenge which
agencies attempt to mitigate. A system that more-or-less accurately reflects biases in the world
that we wish to remove is potentially working against such policy efforts and locking individuals
or communities into vicious circles that we do not wish to subject them to.
Past data is also not equally sampled. In many cases, data might exist to capture some aspect
of a phenomenon rather than another, and this could have an undesirable effect. Systems that
rely on data collected from expensive smartphones, for example, are only going to collect data
from individuals and in areas where those devices are common.75 Without careful consideration
of this, it can be possible to ignore, omit, or over/under-represent whole geographic or
demographic portions of society. Similarly, areas which have been historically over-policed or
surveilled are likely to be areas which models are more certain about the outcomes of. At any
applied uncertainty threshold, the increased certainty about these events might cause
discriminatory outcomes. When subjective classifications are considered, such as what counts
as offensive speech, and these classifications are made manually by human labellers, there are
concerns that individual differences and biases may enter these systems and create unintended
effects downstream.76
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Categorisation and classification can also exacerbate issues of fairness and discrimination. For
example, ‘[a]ggregating those who subscribe to different branches of a religious doctrine (e.g.
Catholic, Protestant; Shia, Sunni) within a single overarching doctrine (Christian, Muslim) might
collapse distinctions which are highly relevant to questions of fairness and discrimination within
certain context’.77 Such issues are far from new, and scholars critically examining science and
technology have long been aware of the challenges of classifying individuals in a myriad of
subject ways that may not represent them, or may exacerbate other harms and challenges. 78

‘Debiasing’ approaches
Computer scientists have sought to deal with this is a number of ways, primarily by defining
formal definitions of fairness, and attempting to modify machine learning processes to yield
models to meet them.79 A naive definition might be ‘disparate impact’ or ‘statistical /
demographic parity’, which consider the overall percentage of positive/ negative classification
rates between groups.80 However, this is blunt, since it fails to account for discrimination which
might be explainable in terms of apparently legitimate grounds. Attempting to enforce
demographic parity between men and women in recidivism prediction systems, if men have
higher reoffending rates, could result in women remaining in prison longer despite being less
likely to reoffend, particularly if there were societally legitimate grounds.81
A range of more nuanced measures have been proposed, including; ‘accuracy equity’, which
considers the overall accuracy of a predictive model for each group;82 ‘conditional accuracy
equity’, which considers the accuracy of a predictive model for each group, conditional on their
predicted class; ‘equality of opportunity’, which considers whether individuals from each group
are equally likely to achieve a desirable outcome if they meet the relevant threshold83 and
‘disparate mistreatment’, a corollary which considers differences in false positive rates between
groups.84 Somewhat problematically, some of these intuitively plausible measures of fairness
turn out to be mathematically impossible to satisfy simultaneously except in rare and contrived
circumstances (ibid), and therefore hard choices between fairness metrics must be made before
the technical work of detecting and mitigating unfairness can proceed. A legitimate question
therefore, is whether it should be incumbent of predictive model developers to assess which
notion of fairness is most appropriate for a given situation?
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Having defined fairness, these proposals generally suggest that the next step is to ‘de-bias’ the
model so that it optimises the fairness constraint, usually trading off against accuracy and other
constraints (such as model complexity). This can be achieved by modifying either the
underlying data used for training; modifying the learning process; or modifying the model after
it has been learned (post-processing).85
As has been emphasised in the research literature, companies seeking to predict factors about
individuals, such as eligibility for a service, using mundane-seeming data, might themselves
unknowingly be using a largely invisible intermediate variable to make the decision86. These
proxy variables may be sensitive or even illegal to be use, touching upon protected data such
as ethnicity or political opinion, or politically sensitive data such as socioeconomic status. If
controllers do not have access to ‘true’ sensitive data themselves, it becomes difficult for them
to analyse whether systems are exhibiting bias or not. Consequently, while some are concerned
that algorithmic systems are intentionally biased against certain groups (i.e. direct
discrimination), a potentially more pervasive concern is that systems are deployed without
appropriate scrutiny or oversight and have indirect discriminatory effects even if they did not
have discriminatory intentions. Indeed, it is now appreciated that it is the governance
framework around of the training and deployment algorithmic decision-making algorithmic
systems that is crucial to limit bias and promote fairness.

Limits to ‘debiasing'
Firstly, ‘debiasing’ methods can fast come into conflict with privacy aims. If systems are aimed
to take into account and adjust for certain protected characteristics, it requires those sensitive
data to be collected and retained. 87 Some emerging cryptographic methods, utilising new
privacy-enhancing technologies such as secure multiparty computation, have been designed to
overcome this, where individuals only give over encrypted versions of data such as their
ethnicity, health status or sexuality, but it is still used in the debiasing methods described
above.88 Such methods have promise in certain sectors, but are still emerging and are yet to
see deployment in practice.
While these ‘debiasing’ techniques do hold some promise in mitigating the potential biases of
algorithmic decision-making systems, they also risk glossing over important issues of power
and the underlying social processes of discrimination which give rise to questions of potential
algorithmic bias in the first place. Ultimately, in order to know how much to correct for biases,
model-builders need to understand the processes behind patterns in the data learned by the
model. This may well require eliciting input from domain experts who are aware of the data
collection processes and / or social context, and who can judge the extent to which de-biasing
is needed to correct issues, whether they stem from biases in the data labelling process, or
historical discrimination against the population in question.
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Furthermore, putting the onus of dealing with social problems on organisations deploying
these systems (and the data scientists within them) risks depoliticising what are fundamentally
political problems.
Fairness in the context of algorithmic decision-making has typically focused on unfair effects
on individuals in their personal capacity, often through the lens of discrimination law. However,
platforms also increasingly algorithmically structure the terms and means through which
businesses engage in market activity, with potentially unfair effects. For instance, online
intermediaries which aggregate and provide access to e.g. restaurants, or hotels could
purposefully or inadvertently systematically favour certain businesses through the design of
ranking algorithms. In some cases, such as price comparison websites, alongside common
concerns that the platform may give greater prominence to businesses that pay higher
commission, there may be other data- and algorithm-related forms of unfair advantage. To
this end, the European Commission proposed a regulation on ‘Fairness in platform-to-business
relations’, which imposes a series of transparency obligations, including disclosure of the main
ranking parameters, on online intermediaries and search engines. 89
Platforms can also alter prices for different consumers in ways some consumer feel is unfair.
While price discrimination is a long-held area of study in economics, and there are arguments
in favour of it from stances of efficiency, there is evidence that surreptitious discrimination
creates unease and distrust among consumers.90 At its extremes, microtargeting, based on an
individual’s inferred willingness to pay, might seem to border on extortion even if there is no
clear correlation with a protected characteristic such as race or health status. Online price
discrimination does however fall within the remit of data protection law in Europe insofar as it
relies on the processing of personal data and therefore requires the identification of a lawful
basis for data processing91 and potentially, according to European data protection authorities,
also for the ability for a user to contest it, if the price becomes prohibitively high as a result.92
A parallel debate to fairness and discrimination discussions, which is less explored in terms of
policy options, surrounds the manipulative potential of machine learning systems. Some argue
that organisations can use algorithmic systems in combination with behavioural change
approaches such as ‘nudging’ to manipulate users in new ways. Such approaches have been
described as ‘hypernudging’ by some scholars,93 and public concerns around these areas
recently came to a head in relation to alleged electoral manipulation by organisations such as
Cambridge Analytica. Recently, the issue has been framed in terms of the externalities from
optimisation systems in general, rather than fairness in a narrow sense, considering how
outcomes that might be unfair could relate more deeply to the type of ‘solution’ chosen, and
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the logics of what is inside the system, what is outside, and what is being optimised upon,
rather than considering discriminatory effects downstream.94
This section examines the notions of fairness and the considerations and limits to debiasing
algorithmic decision-making systems in order to achieve fairer outcomes for individuals and
businesses. The literature has tended to focus on the fairness of outcomes as this has a more
tangible link to the anti-discrimination law already in place in the EU. The focus on debiasing
is stemmed from the perceived risk that algorithmic decision-making systems can lead to
indirect discrimination. Indeed, there are numerous examples of algorithmic decisions making
systems leading to discriminatory outcomes. The anti-discriminatory legal regime is well
established, so the question remains whether there are instances where discrimination caused
algorithmically made decisions are not clearly covered in law. Further, are new policy
approaches required to further mitigate against this risk of discrimination in instances that are
unclear?
The section also highlights the consensus in the academic literature that trade-offs are to be
made between the fairness and the accuracy of the algorithmic model, but also trade-offs
between different types of fairness as it impossible to simultaneously to satisfy all kinds of
fairness. The questions that emerge thus are what are the instances, if any, in which it would
not be acceptable reduce accuracy in place of fairness? And further to whom should the
algorithmically decision-making system be made fair to. It is argued that, at least in the public
sector, policy preferences should be built into the system. For example, if mass-incarceration
is a primary concern, in a society where there is an unfair disparity between the prison terms
of two groups of people, reducing the prison terms of to that of the lower group may be a
reasonable fairness goal.95 Do certain types of deployers of algorithmic decision-making
systems have a greater responsibility to develop fairer algorithms? Are there groups of citizens,
or types of organisations, that there should be an emphasis to protect from unfair outcomes,
and if, so under what circumstances (e.g. should there be an effort to ensure that AI does not
entrench existing biases that other policy areas are attempting to mitigate against)? These are
challenging questions, and it is unlikely and perhaps unrealistic that they can be solved by
model developers. It has been suggested that these such matters of values and law can only
be resolved by the political process.96

3.2

Transparency and scrutiny
Today’s algorithmic systems have the potential to be significantly more complicated than
traditional formalised decision-making systems. The comparative opacity these systems are
attributed with has long led for calls for greater transparency from lawyers and computer
scientists,97 and this has been reflected in both legislative developments and proposals across
the world.
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Before systems themselves can be made transparent, it has to be considered whether
individuals can tell that a decision or personalisation measure is taken algorithmically at all.
Web technologies have long been possible to tailor algorithmically, developed in the field of
adaptive hypermedia. Debates on the ‘scrutability’ of these adapting and learning online
systems are old,98 and given interest around micro-targeting and echo chambers or ‘filter
bubbles’, today these debates are still very relevant. Many developers and user designers have
been trained in the practice of ‘seamless’ design,99 where algorithmic decisions should be part
of a convenient and invisible process for the users. Today however, it is debated whether users’
attention should instead be actively drawn to the ‘seams’ of their online environments —
glimpses into the way the systems around them work, through which they can grasp and learn
more about the way the world is being personalised.100 In this case transparency would attempt
to create awareness for the user about the way that they world is being shaped around them
and for them. In the physical world too, where Internet of Things devices are increasingly
ubiquitous and the personalisation possibilities there are also increasing, it can be difficult for
an individual to know when data relating to them is being processed, or when their
environment is being altered.101 Search and rankings too prove difficult to demonstrate
ordering and algorithmic effects in, as it can be challenging to show how a system would have
been if its input data or logics were different. Given that no ranking is ‘neutral’, but always relies
on rules which prioritised some entries over others, it is difficult to identify a suitable
contrasting example to compare a ranking against. In this regard, transparency obligations of
the proposed ‘Fairness in platform-to-business relations’ regulation are intended to enhance
fairness for businesses that utilise online platform intermediaries. Another example relates to
MiFID II where transparency obligations were put in place to mitigate against systemic risk and
protect against market abuse. In this regard, increased transparency aims to enhance investor
protection, reinforce confidence in the financial market, addresses previously unregulated
areas, and ensure that supervisors are granted adequate powers to fulfil their duties.
Even when algorithmic systems are identified, there remains considerable academic debate
over the standards to which we should hold decisions made or informed by them to. Some
have argued that there is a need for much greater transparency of algorithmic systems,
particularly due to the consequential effects they can have in society.102 Firstly, there are split
opinions over the quality and quantity of transparency that algorithmic systems deserve. Some
‘worry that automated decision-making is being held to an unrealistically high [standard],
possibly owing to an unrealistically high estimate of the degree of transparency attainable from
human decision-makers’.103 According to this strand of argument, explanations from
algorithmic systems should mirror the depth and utility of explanations we would try to extract
from humans in similar situations. Others argue that the application of established
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transparency principles from areas such as administrative law would ‘[not be] a higher standard
[...] but one that is adapted to the way that an algorithm-assisted decision is structured’.104 In
particular, as algorithms are external to users of decisions support systems, transparency
mechanisms can help them build mental models needed to understand whether they are good,
legal or ethical to use or not. 105 In this regard, heightened transparency would be necessary
just to provide the same level of transparency over decisions and processes as legal systems
currently provide. In this regard, the French Digital Republic Act 2016 (Loi Lemaire),106 contains
particular provisions on ‘algorithmic treatment’ of individuals by the public administration. The
law, which pre-empted some provisions of the GDPR, places requirements on government
bodies that make decisions solely or partially by algorithmic systems to give individuals certain
transparency including the “treatment parameters and, where appropriate, their weighting,
applied to the situation of the person concerned”.
There has also been considerable debate as to whether more complex algorithmic systems are
needed or useful. Some research has focussed on creating simpler systems with comparable
utility to more complex ones.107 Other, older research has focussed on extracting simpler rules
from trained neural networks which might be used in practice in place of complex systems.108
There has also been a general push-back against inference-based, machine learning models
by some researchers, who claim that only models where the pathways of cause-and-effect are
well-understood are capable of overcoming some of the tricky challenges that algorithmic
systems are being applied to.109
Where complex systems are deployed, debates exist over whether explanation rights provide
useful safeguards in practice. While they appear attractive, and have significant public support,
some authors have expressed concern that they might provide a meaningless, non-actionable
form of explanation that does little more to help deal with algorithmic harms than privacy
policies individuals have little time to read. 110 Data and advanced analytics have been long
thought to undermine the already-struggling traditional policy tools of consent in both the EU
and elsewhere, as individuals have limited ability to understand the sensitive inferences that
can arise from the collection of seemingly mundane data. 111 Even if data subjects are required
to be told (as inferences are also considered personal data under data protection law), many
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data controllers themselves do not know clearly what sensitive data is being processed,
particularly where it is being inferred as an intermediate step (see section above on Fairness),
and thus are unable to provide effective transparency. Data controllers also have a poor record
at facilitating transparency around data-driven systems using the rights that do exist,112 and so
the provision of these rights has been argued to be just as much of a problem as their exercise.
Evidence suggests that biases can shape the way information is presented. For example, online
ranking systems on major job advertising platforms have demonstrated gender-based
inequalities, mostly to the detriment of females113. It is important to note that bias does not
emerge from an algorithm alone but also arises from the data that serves as the input as well
as arising from the ranking system itself.
Researchers have proposed a framework for quantifying and illuminating the biases that may
underpin search results in the context of political searches, enhancing transparency, and
presents another example where the aim is to empower users who seek to adjust the search
results.114
Ideas of collective explanation and scrutiny serve as a counterpoint to individual transparency.
This is linked to a variety of debates, such as around ensuring ‘due process’ in algorithmic
systems,115 ensuring that collective and empowered oversight exists,116 and giving workers and
individuals greater say in the way systems are deployed. 117 Some researchers see promise in
the collective use of individual rights to achieve greater societal transparency.118
Researchers have attempted to design different explanation systems, also called ‘explanation
facilities’, to deal with opaque machines. Some of the earliest approaches, particularly in the
time of expert systems (which tried to put the expertise of say lawyers or doctors into questionanswer machines) sought to extract rules or logics from neural networks and other machine
learning models.119 These were often used to help understand a domain better using data
mining, although mixed approaches with understandable rules alongside more opaque neural
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networks have an older history in AI and law.120 These explanation facilities were not aimed at
those affected by a system in general, but targeted at the users of the system. 121 In particular,
such user-facing explanations can be used in practice to get buy-in or trust from these users
by assuring them the system logic is something that they understand and can empathise
with.122 In these instances transparency is serving to enhance stakeholder trust in the
algorithmic decision-making system.
Yet as systems have become more complex, particularly when dealing with complex areas such
as images, where every pixel represents a data point that can take many colours, and there are
many different image classification possibilities, it has become clear that it is futile to try to
‘explain’ the entire system in one go. Instead of trying to explain this model or explain the
process by which it was built—a ‘model-centric explanation’—many explanations have
focussed on individuals and individual records—‘subject-centric explanations’.123
A wide range of approaches have which tried to highlight what factors led to a particular
decision. Some of these deal with more continuous domains, such as highlighting parts of the
data which are the most ‘important’ to the classification.124 There is also a history of explaining
computer systems by which factors would need to be different in order for the system to have
classified a case in a different way. These ‘why not’,125 ‘sensitivity’126 or ‘counterfactual’ 127
explanations have promise in simple areas, but also bring concerns that their simplicity might
allow them to be gamed, that they might produce impossible results or ask for impossible
changes,128 or that they will not be effective when the variables in the model themselves do
not have human interpretable meanings. A wide variety of other explanation facilities have
been developed, all of which are suited in different ways to different domains.129 Recommender
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systems in particular have a long history of building explanation systems aimed at
consumers,130 while a similarly rich history exists in many other fields.131
Users have different perceptions of machine learning explanations, and these are only just
beginning to be explored. Given that machine learning systems try to look at historical data
and predict the future, it is reasonable to think that a type of explanation of the form ‘you were
predicted X, because the following cases similar to you had the characteristic X’—a ‘case-based
explanation’—would be reasonable. Yet individuals in practice appear to find such explanations
unwanted and dislike them, perhaps because they do not feel they are being treated or valued
as an individual.132 As a result, testing explanations with real users is important, but something
that is only just beginning to be done. Some research is beginning to indicate that involving
users in the designs of explanations and making sure they relate to personal characteristics
they identify with, might be better than proposing ‘simple’ explanations that seem compelling
on paper.133
Most of these systems focus on the model of algorithm itself. In recent years, debate has been
turning to the context that the model was built in, in addition to the structure and software
behind the algorithmic system.134 This might include information on how the model performs,
what safeguards or tests it went through, how often it is retrained, on what dataset it was
trained on, the oversight processes, and more. In particular, when systems are used as decisionsupport, there have been calls to ensure that any human input it meaningful 135 in order to avoid
automation bias, where individuals under- or over-rely on automated systems.136 The effect of
greater transparency in this case may to inform the appropriate stakeholders perhaps in the
context of liability.
Several outstanding issues emerge from the literature explored in this section. For example,
what are the appropriate standards of de-basing appropriate for specific types of algorithmic
decisions? What models of risk management and governance can mitigate and correct biases?
Is there greater promise in collective explanation rights to algorithmic transparency in addition
to the level of the individual? What are effective mechanisms of explaining algorithmically
made decisions to individuals – ‘model-centric’, ‘subject-centric’, ’case-based’ explanations for
example? What models to inspect or audit of decision-making algorithms can serve to enhance
trust and transparency in decision-making systems? What mechanisms can be deployed to
130
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minimise automation bias, especially if algorithmic systems are deployed in situations where
the human-in- the-loop is a non-specialist?

3.3

Accountability
Accountability can be defined in varying ways. In the literature on ‘fairness, accountability, and
transparency in machine learning’, it is arguably the least discussed and defined term. While
the term is frequently referred to in the context of algorithmic systems, it is often undefined
and used as an umbrella term for a variety of measures, including transparency, auditing and
sanctions of algorithmic decision-makers.
Some clarity may be achieved if we look to work on accountability from the public
administration literature. One such work defines accountability as ‘a relationship between an
actor and a forum, in which the actor has an obligation to explain and to justify his or her
conduct, the forum can pose questions and pass judgement, and the actor may face
consequences’.137 This definition is a relational one; it does not describe a feature of a system,
but rather the existence of certain arrangements between various actors. Thus, making
algorithmic systems accountable is less a question of building them in the right way, and more
about putting in place certain institutional practices, regulatory frameworks and opportunities
for stakeholders to interact, both to hold and to be held to account.138
Other approaches to accountability attempt to define it in a more black-and-white manner. In
particular, some researchers are concerned that models will be ‘swapped’ without notice. In
particular, those that are audited (e.g. for anti-discrimination) may not be the same as those
used in practice.139 Different approaches have been taken to approach this issue. Some have
proposed that algorithmic systems be designed in such a way that they can be
cryptographically checked to ensure that they are as they seem, through methods which differ
depending on the system in question.140
Relatedly, recent work in machine learning and security attempts to provide frameworks for
‘model governance’, defined by Sridhar et al. as the “ability to determine the creation path,
subsequent usage, and consequent outcomes of an ML model”.141 Similar work on ‘decision
provenance’ borrows concepts from semantic web technologies, to track the inputs and effects
of decisions taken within an algorithmic decision-making system.142 Provenance information
has a long standing history in supporting and enhancing the rigour of scientific research.
However, the potential role of provenance information in facilitating algorithm transparency
and accountability is understood to a lesser extent.
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In these approaches, the common steps in development of a system are tracked and
represented in terms of data pipelines and policy actions, such that any decision made by the
system can be traced back to a set of design and policy choices. By capturing such provenance
information, these approaches aim to raise levels of accountability.
Taken together there appear to be opportunities enhance accountability in interacting and
complex algorithmic decision-making systems. It is suggested that it is important to establish
which actors within the system who would benefit from accountability; a supervising body with
legal authority to issue sanctions and/or impacted individuals of the system? And further, under
which circumstances is the presently a gap in accountability? What role might provenance
technologies play in supporting these broader goals? How can such solutions may go some
way to answering how we can ensure that the data chosen is used responsibly and diligently?
Further, what mechanisms can be provided to allow end users and developers to understand
the algorithmic impact of their data choices?

3.4

Robustness and resilience
Machine learning and other algorithmic decision-making systems are no longer always
deployed in the same place they are made. They are commonly packaged and transferred from
academic research projects and in-house projects of large organisations. One driver of this is
that it is legally easier to move a model rather than a personal dataset, particularly in the
context of the strengthening of data protection law. Data may be collected from multiple
different contexts by several organisations, re-purposed by others to train a system, which is
then purchased or subscribed to by third parties or the public, either through licensing of APIs
or trading of packaged models. This diversification of the pipeline opens up new possibilities
for nefarious mis-use of algorithmic systems by outside actors.
Machine learning algorithms can fail in odd and unexpected ways, proving challenging for
algorithm awareness. One recently-publicised form of attack is that of ‘adversarial examples’
— instances designed to fool a system into mis-classifying or mis-predicting them — such as
an image of a turtle which is consistently mis-classified as a gun by an otherwise highly accurate
image classifier.143 Some of these attacks can be designed to fool algorithms in a specific way
to achieve a desired outcome, such as convincing a detection system that offensive speech is
in fact inoffensive, and should not be filtered out. Such natural language processing systems
take strings of text and analyse them to try and classify them into particular groups. In practice,
this might be as simple as removing spaces between words and adding ‘love’ onto the end,
which can fool a system into thinking that a sentence is inoffensive, even though it remains
easy to read and interpret by a human reader in its original form. This can be difficult to
mitigate against in practice.144 This has also been shown in the physical world. Specially printed
multicoloured glasses, designed using a computational method, can fool can neural-networkpowered image recognition systems not into just not recognising someone, but recognising
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them with very high certainty as a specific, different individual. 145 In other cases, it is possible
to simply make the system very uncertain about the output and classify it in random and
unpredictable ways, such as by adding particular types of noise.146
Other dangers include model extraction, which allows an attacker to reconstruct a private
model, with only external access to the outputs of the model, rather than to the underlying
model itself; and model inversion and membership inference attacks, which allow the attacker
to learn otherwise private information about the individuals whose data was used to train the
model. A key question is then whether the algorithms themselves might be more appropriately
seen as personal data with some de-identification safeguards, rather than just as a software
system or trade secret.147
In addition to these security-oriented concerns, there are numerous safety and reliability
problems associated with current machine learning deployment. The notion of ‘technical debt’
describes the way that system designers may choose to postpone certain activities - such as
organising and documenting their code in more accessible ways - which ultimately lead to
higher maintenance costs further down the line. This is particularly tempting in projects
involving machine learning; while it offers a “powerful toolkit for building complex systems
quickly… it is remarkably easy to incur massive ongoing maintenance costs at the system level
…”. Risks include “boundary erosion, entanglement, hidden feedback loops, undeclared
consumers, data dependencies, changes in the external world, and a variety of system-level
anti-patterns.”148 The result is that many systems which initially work as intended at reasonable
costs may quickly become unmanageable and costly. Algorithmic systems can reduce costs for
businesses and other organisations by allowing existing tasks to scale in new ways, but they
also bring new costs and the need for new roles in managing the way these systems interact
with the environment.
Many of these issues of technical debt encompass how the algorithmic system’s environment
can change over time. Research in the public sector uses of machine learning has illustrated
that such debt is common, particularly in the context of changing streams of data. 149 In
technical terms, this is known as ‘concept drift’, which refers to when the ‘concepts’ the
algorithm is trying to encode in the world change (such as societal preferences), can be hard
to detect and react to.150 It is not always clear when an algorithmic system is learning more
about the world: such as being exposed to new customers, preferences or patterns that always
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existed but it had not incorporated as training data yet, or when it is seeing permanent change
that means it should effectively ‘forget’ much of its past experience. As laws, norms and
preferences change, it can be hard for machine learning systems, which do not understand
broader context, to keep up.
Such questions of security, robustness and resilience are likely to compound the previous
concerns of fairness, transparency and accountability, simply by adding in additional
constraints which may be hard to manage in complex, fast-changing environments. Some
practitioners have concerns that transparency can undermine resilience for example, by
allowing end-users and decision-support users to better ‘game’ the system,151 or by allowing
models to be ‘stolen’ or ‘reconstructed’ using explanation facilities.152 The use of algorithmic
decision-making systems in society is for the most part predicated on the belief by both
decision makers and decision subjects that they are reliable. If the issues related to robustness
and resilience as highlighted above become common place in may undermine the level of trust
required for their continued use. This is exemplified in the online advertising industry where
the practice of algorithmically trading advertising space in an open marketplace has declined
in recent years due to the prevalence of advertising fraud. It raises the question of whether a
collective undertaking from academia and industry is necessary to mitigate against some of
these emerging risks, and if so, what would this look like in practice? In general, however, such
trade-offs are not completely understood, and still an area of highly active study.

3.5

Privacy
Algorithmic systems have the potential to transform seemingly non-sensitive data into
sensitive data about individuals. At times, as discussed above, such transformations can create
the possibility for discrimination against individuals and groups. But at other times, such
transformation can simply violate expectations and create data flows and knowledge that
individuals may find inappropriate.
A range of issues surround the transformation of data from sensors or online behaviour into
sensitive data that concerns an individual’s health, wellbeing or mental state. For example,
researchers are demonstrating the potential to turn data from smartphone sensors into data
that can be used to predict clinical depression.153 Other work, such as that in the field of
affective computing, attempts to map and predict emotions from different types of sensors,
such as blood volume pulse or skin conductivity devices worn on the wrist (e.g. smart
watches),154 photos or videos of faces,155 gait or posture.156 Such concerns have led to some
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researchers proposing new rights entirely, such as the recent report from the Rathenau
Instituut, which proposed a ‘right not to be measured, analysed or coached’ and a ‘right to
meaningful human contact’.157 Other researchers have focussed on integrating the existing
human rights regime further into concerns around data-driven harms.158
Algorithmic systems which measure, count and profile groups of individuals also highlight
concerns around what has become known as ‘categorical privacy’ 159 or ‘group privacy’.160 These
issues surround some knowledge that is not (only) private to an individual, but which reveals
something about a group. For example, individuals sharing a certain health condition may find
that firms gathering data on them are able to detect this health condition through other means,
such as through wearable sensors. Communities may share practices such as meeting in certain
locations which might allow them to be disclosed and analysed through location data. Genetic
data is also commonly described in this way. According to one recent study, 60% of searches
for individuals of European-descent based on a set of currently held genetic data from
consumer genetic testing companies would result in a third cousin or closer match, which can
then allow identification of individuals more specifically using demographic identifiers. 161 The
researchers noted that ‘a genetic database needs to cover only 2% of the target population to
provide a 3rd cousin match to nearly any person’. 162 Individuals’ own data can be mined for
data about others who did not provide or refused to provide similar data, and the ability to do
this is heightened with machine learning technologies.
Finally, there are a range of concerns that algorithmic systems themselves might leak personal
data used to train them.163 A range of attacks have been demonstrated against such systems
which ‘invert’ models: recovering the training data or other private information about the
individuals used to train them from the datasets themselves.164 Such data might also include
specific text in the example of language-based algorithmic systems.165 These properties are of
concern to privacy as models become embedded into more and more devices, and traded
more freely, and indeed, create challenges in terms of the scope of personal data in data
protection law.166
The strong privacy provisions in Europe stand in contrast to other regulatory jurisdictions.
Given the recent enactment of the GDPR it is not yet fully understood the impact it will have
on meaningful explanations and the empowerment of data subjects. Over time, the
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methodological challenges and solutions that the new regulation will provide in the context of
privacy will emerge. Still, in the context of privacy and algorithmic decision-making systems,
are new rights, such as those proposed by Rathenau Instituut, necessary to protect the privacy
of individuals in light of affective computing where data can be extracted and inferred in novel
ways? Or are existing regulations and human rights sufficient? What, if any, safeguards are
necessary to ensure ‘group privacy’ is maintained given that information extracted from
individuals can reveal private information about a communities/groups?

3.6

Liability
Questions of liability frequently arise in discussions about robotics, self-driving cars and other
computational systems which have direct physical effects on the world. Compared to other
areas, laws surrounding liability in a range of sectors and applications with difficult challenges
have developed internationally over many years. Many contemporary issues concerning
algorithmic systems can be seen through the lenses of these rules, and many analogues to
algorithmic systems have been proposed: some of which apply given existing rules, and some
of which might require statutory change. For the types of harms the liability regimes in Europe
already cover, there are few, if any ‘gaps’ in the law. Instead, core issues surround whether
algorithmic harms of salience and concern are effectively covered, and normative questions
around whether the distribution of responsibility is a fair one, given the nature of the
technologies being discussed.
Some algorithmic technologies are linked clearly to physical consequences, often indirectly.
Self-driving vehicles and devices used for diagnostic and treatment in medical settings are the
clearest examples of such technologies, and these have the potential to cause physical injury
as well as damage to property. Strict liability regimes already apply to particular sectors. 167
Most notably, motorised vehicles, which are not the subject of this report, are generally
recognised as subject to near-strict liability, holding the driver to a high standard of care, and
holding the driver and/or the manufacturer liable for accidents the vehicle causes. Strict liability
would be possible to introduce for deployed algorithmic systems in particular contexts. This
could occur for specific applications, such as domestic robots or smart environments in public
spaces. However, a general strict liability for algorithmic systems in all contexts, given the broad
use of algorithmic systems and the ways in which they blur into many areas of statistics,
reasoning and evidence and well as more advanced operational components, risks being
excessive, and deploying strict liability into many more areas than are currently covered by it
today.
Some liability regimes for do already exist for objects, however. Most jurisdictions recognise
liability for some physical objects, particularly in the context of their commercial use. Where
algorithmic systems are linked to moveable objects, a range of analogues exist. 168 Some argue
that liability for algorithmic systems should be considered similarly to how liability for animals
is recognised: a move which would usually require a change in the law. In some countries, this
is a negligence-based regime, where an owner can absolve themselves of liability if they take
167
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sufficient care (Germany); in other countries it is a strict liability regime, where the owner is
always liable when damage is caused (France); and some jurisdictions have a mixed approach
(England and Wales).169 According to this view, damage caused by (for example) an
autonomous lawnmower would be equivalent to that caused by a sheep, with the owner being
liable despite not being personally at fault. Such a view based on current and long-standing
legal frameworks stands in contrast to arguments that autonomous and semi-autonomous
systems should be granted some aspects of legal personality, which would presumably require
a funding regime to allow damages to be recovered from them.
Furthermore, in countries such as France, Belgium and the Netherlands there exists a form of
general liability for moveable objects besides animals, which requires establishing when an
object is causally linked to physical damage. This would be likely to extend to robots insofar as
they are considered under the control or mastery of an owner, but some authors disagree on
this based on their understanding of the autonomous nature of robots. 170 Many jurisdictions
are wary of introducing a liability regime of this sort due to its potentially extensive nature, and
similar concerns are likely to occur were a general liability for systems incorporating algorithmic
elements to be proposed.
If liability is neither attributed to the system itself (as per legal personality arguments), nor to
the customer who purchased it, the obvious candidate for liability is the manufacturer or
provider. Indeed, there are many cases in which ordinary product liability law would apply to
products which contain elements of algorithmic decision-making, such as digital health
devices.
In Europe, product liability laws are harmonised under the Product Liability Directive. 171 These
do not apply to algorithmic systems per se, but only insofar as they are incorporated into a
specific physical product.172 Producers can be held liable for defects that they could not have
known given the state-of-the-art in the area. Product liability is limited to injuries or damage
to property, not to economic or other forms of loss, and so only insofar as product with
algorithmic components cause those types of damage can they be held liable.
Consumer organisations have advocated extending the scope of European product liability
regulations to include digital services.173 In general, the question of software liability has vexed
regulators for decades, owing to the many different ways in which software can be created and
distributed, the variety of contexts of application, and the way it is re-purposed and
differentially maintained by users.174 With the advent of Internet-of-Things devices, which
generally would fall within the scope of product liability, questions of liability become
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particularly urgent due to the ease with which such devices can be hacked and used to harm
not only the user but also third parties.175
In cases where liability regimes such as product liability do apply to providers of algorithmic
decision-making, more or less complex forms of liability may apply. Where a single entity has
full oversight of the design and deployment of an algorithmic system, such as embedding a
pre-built image classification model which does not change, and which the customer has no
ability to edit or update, liability may clearly fall with a manufacturer, insofar as such a risk
could have been detected in accordance with the state-of-the-art. Liability might take the form
of express guarantees (where the provider will only be held liable if the system fails to operate
according to an expressed standard), or implied guarantees (where defects are determined
relative to an industry standard).
There may, however, be times where it is not clear which entities are responsible for possible
failures. This could occur in situations where data collection, model-building, and deployment
are undertaken by one or more different parties, and combine to result in errors which could
not be foreseen from any one party’s perspective. It might occur when manufacturers argue
there are responsibilities for consumers to update the algorithms or software to cope with
issues not foreseen at the time of manufacture or with defects. It might also occur if the user
uses a system in a way which changes the functionality of the algorithm through learning, and
through interaction with an environment, and which it is unclear whether them manufacturer
should have anticipated such use or deployment, or at the least should have warned against it.
Product liability is challenged by the distribution of algorithmic systems as cloud services,
which, insofar as it appears users receive it as a service rather than as part of a product, would
fall out of product liability regimes.176 This might be the case if, as machine learning systems
are generally intended to, there are frequent updates, or if consumers pay for such a machine
learning service for their physical device, perhaps on an algorithm marketplace. Insofar as this
is the case, and machine learning is marketed as a service, then it is unlikely that such a regime
would apply. Machine learning as a service, via traded models or APIs, is an increasingly
common product offering.177
One approach to dealing with these difficult responsibility issues is to apply insurance
mechanisms to them, potentially on a mandatory basis, as is done with vehicle insurance,
professional liability insurance, in the case of professions such as lawyers or doctors, and most
recently, in countries such as Italy, with drones.178 Such approaches, were they to be adopted,
would likely need simultaneous thought and investment in proper risk assessment mechanisms
for the complex, environmentally and societally mediated risks that different robotic or
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algorithmic systems might cause, else they may result in a dysfunctional market for such
insurance products.179
Algorithmic systems also have the ability to cause intangible damage, such as that derived from
an inaccurate fraud detection or credit rating which might damage an individual’s financial
reputation, potentially in a defamatory way.180 These issues have been highlighted in relation
to online actors, intermediaries and platforms deploying algorithmic systems at scale. Indeed,
such systems deployed by search engines in particular have been central to many accusations
and cases around defamation in recent years. These have typically been seen through three
different functionalities that search engines provide: providing access to a defamatory site;
displaying defamatory snippets in response to searches; and by prompting defamatory
searches through an ‘autocomplete’ feature.181
In relation to algorithmic systems indexing sites that have the potential to incur liability due to
their defamatory nature, search engines have not escaped liability and gatekeeping duties to
the same extent as internet service providers (ISPs) have. 182 In some countries, such as under
English defamation law, search engines have been considered as ‘secondary publishers’ in
relation to algorithmically generated search results, meaning that they can avoid liability if they
remove material after being given notice of it (under the innocent dissemination defence).
Search engine liability for defamatory autocomplete searches has also been seen in different
ways by different courts. In these cases, platforms cannot always rely on their usual defence,
present in many legal regimes, of innocent publication or dissemination, as the algorithm they
control is also ‘creating’ the content (e.g. the search prediction). While in some cases, such as
in Germany, search engines have so far been absolved of liability for autocompletion, in other
cases, such as in France, Italy and Japan, such cases found against Google.183
Several outstanding questions persist: if necessary, what would the optimal liability regime that
governs algorithmic decision-making look like? Is a digital services liability framework
necessary to cover errors brought on by algorithmic decision-making systems given that this
is not covered by the Product Liability Directive? Upon error or failure of an algorithmic
decision-making system, who is liable when data collection, model-building, and deployment
are undertaken by one or more different parties? If so, would strict liability or negligence-based
liability be appropriate, and would this also cover economic and other intangible harms as well
as damages to persons and property? What are the merits and drawbacks of establishing legal
personalities to cover algorithmic decision systems? Finally, would an insurance market be an
appropriate mechanism to address the any liability gap that exists for digital services, and what
other mechanisms are available?
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3.7

Intermediate findings
The academic debate section attempts to synthesise the latest research from the academic
literature, and present the emerging questions related to algorithmic decision-making that
remain to be answered through the perspectives of fairness and equity, transparency and
scrutiny, accountability, robustness and resilience, privacy, and liability. In its current form it
relies heavily on desk research and therefore more concrete conclusions will be drawn after the
initial consultation period.
Despite this, the concerns cited throughout the academic debate around algorithmic systems
touch upon a huge array of areas of societal concern. Some of these are extensions of old
challenges with added complexity from the changing and distributed nature of these
technologies: such as liability concerns, or societal discrimination. Others, however, seem
newer, such as the transformation of mundane data into private or sensitive data, or the new
and unusual ways in which technologies might fail or be compromised. Scholars from a wide
variety of disciplines have weighed in on how these issues play out in a technical sense, and
how they see these issues in relation to governance, existing social and policy problems,
societal framing and involvement in technological innovation, legal and regulatory frameworks
and ethics. In many cases, these issues are not new, but they are reaching a salience and
importance they did not previously have.
There are several outstanding questions in the research literature relating to algorithmic
systems which have had little focus upon, or which remain open. For example, in the context
of fairness, do citizens and businesses feel that systems which have been ‘debiased’ are more
legitimate on the ground, and do such systems actually mitigate or reduce inequalities in
practice? Related to robustness and resilience, to what extent can different algorithmic systems
be fooled in practice and within business models that exist today, and how great is the risk to
society that they may be able to be manipulated in ways that are difficult to defend against?
What methods of transparency, particularly to society rather than just to individuals, might
promote effective oversight over the growing number of algorithmic systems in use today?
The academic debate has also highlighted inter-perspective tensions and it remains to be seen,
for example, whether machine learning systems can be audited for difficult-to-spot
discrimination, thereby addressing transparency and accountability, without collecting highly
sensitive data about individuals, which may be detrimental to individual and group privacy?
Some of these, and other questions that have been raised throughout this section will be
explored further through sector/application-specific case studies which will form part of the
evidence-base from which policy solutions may be designed. Beyond these future questions, it
seems unlikely that a single policy solution or approach will deal with all, or even most of those
challenges currently identified. In order to address all of them, and to manage the trade-offs
that arise, a layered variety of approaches are likely to be required. Civil society and industry
have already begun to develop initiatives and design technical tools to address some the issues
raised throughout this section. It is to these that the following sections of this report now turn.
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4.

Initiatives from industry, civil society and other
multi-disciplinary organisations

4.1

Overview
This section aims to complement the analytical literature review presented above by providing
an outline of initiatives tackling the key challenges facing algorithmic decision-making.
In particular, this section presents initiatives from civil society, industry and other relevant
organisations. Whilst acknowledging that there is not a single way to group or cluster the
different initiatives in this context, the initial research undertaken has identified four main types
of relevant initiatives, namely:
•

•

•
•

Standardisation efforts: given the stature of key stakeholders in this domain, three
examples are presented, including projects currently being carried out by the IEEE and
the ISO;
Codes of conduct, ethical principles and ethics frameworks for AI and algorithmic
decision-making: many organisations have engaged in this type of initiative across
industry, academia and elsewhere. Here, we present eleven examples from the most
prominent and relevant sources in the field;
Working groups and committees: four examples of established initiatives that
conduct research and foster collaboration and an open dialogue are presented;
Policy and technical tools: this category of initiatives primarily includes tools
developed and promoted by academic projects, as well as in industry and other
research organisations to tackle specific challenges. Here, we present six examples.

The following sub-sections present a summarised outline of the different initiatives found in
the abovementioned categories, highlighting if they engage with the six concepts of fairness
and equity (F&E), transparency and scrutiny (T&S), accountability (Acc.), robustness and
resilience (R&R), privacy (Priv.) and liability (Liab.). The below summary table presents an
introduction to each initiative and indicates the concepts with which each initiative engages.
The initiatives outlined and discussed below are not limited to algorithmic decision-making,
but also include closely related concepts such as ‘automated [decision-making] systems’,
‘autonomous systems’, ‘AI / intelligent systems / cognitive systems184’.
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Table 1: Summary of initiatives vs. challenges facing algorithmic decision-making

Initiative

F&E

T&S

Acc.

R&R

Priv.

Liab.

Standardisation efforts
IEEE AI standardisation efforts, including the Ethically Aligned Design (EAD) initiative and the IEEE P7000™
Working Groups
ISO JTC1 / SC42 committee, which comprises a working group on foundational standards and study
groups focused on: i) computational approaches and characteristics of AI; ii) trustworthiness; and iii) use
cases and applications
China White Paper on standardisation, which highlights specific concerns related to safety and security,
ethics and privacy and presents China’s thoughts on standardisation
Codes of conduct, ethical principles and ethics frameworks for AI and algorithmic decision-making
SIIA ethical principles. Focusing on responsible data use, SIIA’s principles aim to ensure organisations can
demonstrate to policy-makers and the public that they are responsible
ITI Council policy principles aim to promote responsible development and use of AI through collaboration,
primarily covering the issues of interpretability and liability
Partnership on AI and principles in industry presents some of the many industry efforts to establish an AI
ethics framework, including the most prominent example: the ‘Partnership on AI’
NESTA public sector principles. Highlighting the particularly problematic use of opaque AI the public
sector, NESTA has drafted 10 principles for public sector use of algorithmic decision-making
Digital Catapult AI ethics framework. Digital Catapult has developed an ethics framework, which it has
invited AI companies to test, in particular the start-ups it supports
Algorithmenethik, an initiative aimed at first understanding what makes a successful professional ethical
code and subsequently designing an #algorules catalogue of quality criteria
Future of Life Institute Asilomar principles are a wide-ranging set of 23 principles focusing on three
areas: i) research issues; ii) ethics and values; and iii) longer-term issues
Montreal declaration for responsible AI development. Established at the Forum on Socially Responsible
Development of AI, this initiative details seven principles for responsible AI development
FAT/ML principles and social impact statement. Through these two initiatives, FAT/ML aims to support
developers and product managers develop publicly accountable algorithmic systems
ICDPPC declaration on ethics and data protection, which presents guiding principles and has the core
aim of preserving human rights in AI development. The ICDPPC has also established a permanent working
group
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Initiative
F&E
T&S
Acc.
R&R
Cowls & Floridi ethical framework. An academic analysis of prominent ethics frameworks for AI
development that concludes with its own framework based on the existing examples and established
bioethics principles
Working groups and committees conducting research and fostering collaboration and an open dialogue
Research and advocacy in AI. This example presents a wide-range of civil society efforts to collaborate on
tackling the challenges facing algorithmic decision-making, including initiatives by: TransAlgo, algodiv,
AlgorithmWatch, MIRI and FAT/ML
World Wide Web Foundation initiative. Under its main aim of Establishing the open Web as a basic right
and a public good, the Foundation has conducted research on the opportunities and risks of AI
Policy and technical tools
AI NOW impact assessments and accountability policy toolkit. These initiatives focus on understanding
and presenting the social implications of AI across: i) rights and liberties; ii) labour and automation; iii) bias
and inclusion; and iv) safety and critical infrastructure
UnBias Fairness toolkit, which aims to promote awareness and stimulate public dialogue on algorithmic
fairness
CDT Digital decisions tool aims to support engineers and product managers in mitigating the risks of
designing unfair, discriminatory and harmful decision-making algorithmic systems
Accenture / ATI algorithmic fairness tool. This tool scrutinises the input data for an algorithm and aims to
uncover any unfairness or discrimination
DTL technical programme and tools, which aim to connect key stakeholders to co-develop solutions that
ensure transparency and support the practical development of useful tools
EthicsToolkit focuses on empowering and supporting the public sector to understand and mitigate the
risks of algorithmic decision-making
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4.2

Standardisation efforts
IEEE’s AI standardisation efforts – Ethically aligned design and beyond
The IEEE Global Initiative on Ethics of Autonomous and Intelligent Systems (A/IS Ethics)185 has
recently published an updated version of its report on Ethically Aligned Design (EAD) 186. The
mission of this initiative, as outlined in the report is “to ensure every technologist is educated,
trained, and empowered to prioritise ethical considerations in the design and development of
autonomous intelligent systems”187. With the engagement and participation of more than 250
stakeholders188, the initiative is promoting global discussions and debates including: “advocacy
for the positive impact, as well as warnings, based on the potential harm to privacy,
discrimination, loss of skills, economic impacts, security of critical infrastructure, and the longterm effects on social well-being”.
In promoting debate around the ethical principles for the design of autonomous systems, the
IEEE aims to identify and find broad consensus on pressing ethical and social issues and provide
recommendations regarding development and implementations of these technologies.
Specifically, the initiative has outlined the following general principles as initial guidelines for
the ethical design, development, and implementation of intelligent and autonomous
systems189:
•
•
•
•
•

Human Rights: ensure they do not infringe on internationally recognized human rights
Well-being: prioritise metrics of well-being in their design and use
Accountability: ensure that their designers and operators are responsible and
accountable
Transparency: ensure they operate in a transparent manner
Awareness of misuse: minimize the risks of their misuse

In addition to the work being carried out through the Ethically Aligned Design initiative, the
IEEE has also established the IEEE P7000™ Working Groups. These aim to co-develop the
standards for the future of ethical intelligent and autonomous technologies on several fronts.
They include the following190:
•
•
•
•
•
•
•
•
•
•

P7000. Model process for addressing ethical concerns during system design
P7001. Transparency of autonomous systems
P7002. Data privacy process
P7003. Algorithmic bias considerations
P7004. Standard on child and student data governance
P7005. Standard on employer data governance
P7006. Standard on personal data AI agent working group
P7007. Ontological standard for ethically driven robotics and automation systems
P7008. Standard for ethically driven nudging for robotic, intelligent and autonomous
systems
P7009. Standard for fail-safe design of autonomous and semi-autonomous systems
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•
•
•
•

P7010. Wellbeing metrics standard for ethical artificial intelligence and autonomous
systems
P7011. Standard for the process of identifying and rating the trust-worthiness of news
sources
P7012. Standard for machine readable personal privacy terms
P7013. Inclusion and application standards for automated facial analysis technology

Since the release of Ethically Aligned Design version 1 (EADv1) in December 2016, the IEEE has
grown its stakeholder engagement to capture a more balanced global perspective. Notably,
the IEEE recognised a ‘Western’ dominance in EADv1 and, as a result, expanded the Initiative
to add members from China, Korea, Japan, Brazil, Mexico, Russia, Iran, Thailand and Israel. The
membership of the Initiative grew from 100 to 250. Furthermore, the EADv1 Executive Summary
has been translated into nine languages: Arabic, Chinese, Japanese, Korean, Persian (Farsi),
Portuguese, Russian and Thai.
Subsequently, in December 2017, the IEEE published version 2 (EADv2), which, to illustrate the
engagement of stakeholders, received at least 72 responses (including many notable parties)
via a public request for input. Furthermore, alongside EADv2, the IEEE published Regional
Reports detailing initiatives in the field of A/IS Ethics from thought leaders in Japan, Hong
Kong, Asian Fintech more generally, Russia and Israel.191
The International Organisation for Standardisation (ISO) JTC1 / SC42 committee
Through its Joint Technical Committee (JTC 1), the ISO recognises that AI is a field which
mobilises a diverse landscape of stakeholders including those involved in research, academia,
industry, policy makers, ethics advocates and more. Moreover, the application areas of AI
technology are equally as diverse and numerous. It also recognises that the structured
deployment and adoption of AI, as a cross-sectoral technology (i.e. or group of technologies),
requires the development of standards192.
To this end, the ISO has established the JTC 1/SC 42 committee, which contains one working
group and three study groups with a diverse work programme, namely193,194:
•

•

SC42/WG1 – The foundational standards working group, which will take on two
ongoing standardisation projects: Artificial Intelligence Concepts and Terminology
ISO/IEC AWI 22989 and Framework for Artificial Intelligence Systems Using Machine
Learning ISO/IEC AWI 25053;
SC42/SG1 – The computational approaches and characteristics of artificial
intelligence study group, which will study: (i) different technologies (including
machine learning algorithms) used by AI systems including their characteristics and
properties; (ii) existing specialised AI systems, such as natural-language processing or
computer vision systems, with the objective of understanding their computational
architectures and approaches; and (iii) industry practices, processes and methods for
the application of AI systems;
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•

•

SC42/SG2 – The trustworthiness study group, which will:
o “Investigate approaches to establish trust in AI systems through transparency,
verifiability, explainability, controllability, etc.;
o Investigate engineering pitfalls and assess typical associated threats and risks to AI
systems with their mitigation techniques and methods;
o Investigate approaches to achieve AI systems’ robustness, resiliency, reliability,
accuracy, safety, security, privacy, etc.;
o Investigate types of sources of bias in AI systems with a goal of minimization,
including but not limited to statistical bias in AI systems and AI aided decisionmaking”;
SC42/SG3 – The use cases and applications study group, which will:
o “Identify different AI application domains (e.g., social networks and embedded
systems) and the different context of their use (e.g., fintech, health care, smart home,
and autonomous cars);
o Collect representative use cases;
o Describe applications and use cases using the terminology and concepts defined in
ISO/IEC AWI 22989 and ISO/IEC AWI 23053 and extend the terms as necessary;
o Develop new work item proposals as appropriate and recommend placement”.

Additionally, as horizontal issues across all four groups, the ISO committee is focused on:
•

•

the societal concerns and ethical considerations related to the use of AI, noting, for
example, that issues such as algorithmic bias, eavesdropping and safety directives in
industrial AI fall within its remit; and
the role of big data and its interplay with artificial intelligence, noting that it is
difficult to envisage applications where one technology is present without the other. 195

Created in 2017, the JTC 1/SC 42 committee comprises 22 members and 8 observers from
standardisation institutes across the globe. In 2018, the committee published its first two
standards:
•

•

ISO/IEC TR 20547-2:2018: Information Technology – Big data reference architecture –
Part 2: Use cases and derived requirements. The first standard developed by the
committee provides examples of big data use cases and derives application domains
and technical considerations from those use cases.
ISO/IEC TR 20547-5:2018: Information Technology – Big data reference architecture –
Part 5: Standards roadmap. The second standard details the status and roadmap of
standards relating to big data.

Furthermore, the JTC 1/SC 42 committee is currently developing a further five standards
relating to:
i)
ii)
iii)
iv)
v)

Big data overview and vocabulary;
Big data reference architecture – Part 1: Framework and application process
Big data reference architecture – Part 3: Reference architecture
Artificial Intelligence – Concepts and terminology
Framework for Artificial Intelligence (AI) Systems Using Machine Learning (ML)
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China’s ‘White Paper on Artificial Intelligence Standardisation’ (2018)
Developed by more than 30 academic and industry organisations under the guidance of the
Chinese Electronics Standards Institute, the White Paper on AI Standardisation196 presents
China’s thoughts on standardization in AI. In particular, this White Paper recognizes the
importance of standardization of AI with a dedicated sub-section.
Furthermore, the White Paper detail China’s specific concerns in relation to:
•

•

•

4.3

Safety and security: the White Paper discusses the notions of algorithmic harm and
the pervasiveness of the ability to develop AI algorithms and thus the difficulty of
controlling algorithmic development;
Ethics: the White Paper introduces three key ethical principles on which consensus has
been reached: (i) the principles of human interests (i.e. AI should benefit human
welfare); (ii) the principle of liability (i.e. a clear system of liability and compensation
needs to be established, building on principles of transparency, equal rights and
responsibility); and (iii) the “consistency of rights and responsibilities” principle (i.e. the
legal framework should clearly define the balance between oversight and review of the
data and algorithms in use and the protection of intellectual property rights for
developers); and
Privacy issues: the White Paper notes that, given that recent AI developments are
based on large amounts of data, a clear definition of privacy in this context is required.

Codes of conduct, ethical principles and ethics frameworks for AI and
algorithmic decision-making
Software and Information industry Association (SIIA) – Ethical Principles for AI and Data
Analytics
Through its publication ‘Ethical Principles for Artificial Intelligence and Data Analytics’ 197, the
SIIA highlights that organisations should not be indifferent to how and by whom the models
they develop are used, as well as how the benefits of their new analytical services are
distributed.198 Specifically, the positioning of the SIIA in the ethics of the algorithmic decisionmaking arena is that “organisations can meet their ethical obligations and persuade
policymakers and the public that they are responsible users of data analytics only if they have
policies and procedures in place for ethical review, publicly available ethical principles that they
adhere to and a transparent communication programme that allows them to describe their
policies, procedures and principles in an accountable way”.
In this context, the SIIA proposes a framework of responsible data use, including ethical
principles for institutions to use and rely on to assess different models and data. This work is
analytically summarised by SIIA through different discussions, including: traditional ethical
196
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frameworks; general principles for data practices; principles of human experimentation; core
values for a shared ethical framework; and the United Nations principles on business and
human rights. In addition to providing this framework and principles, the framework seeks to
“promote further discussion among policymakers, organisations developing and using data,
activists, scholars, ethicists, and civil society”199.
It is also worth noting SIIA’s explicit terminological statements regarding “data analytics
system”, “advanced analytical model” and “data practices”200.
Information technology Industry Council (ITI)
The Information Technology Industry Council (ITI) represents the technology sector’s leading
companies and has recently been promoting increased collaboration among stakeholders
across public and private sectors. The ITI acknowledges the need to develop multi-disciplined
dialogues with governments and other interested parties in order to ensure that AI is able to
deliver its greatest positive potential201. In fact, in its publication on ‘AI Policy Principles’, the ITI
explicitly refers to algorithmic decision-making in its principles on Promoting Responsible
Development and Use202, as outlined below:
•

•

Interpretability: We are committed to partnering with others across government, private
industry, academia, and civil society to find ways to mitigate bias, inequity, and other
potential harms in automated decision-making systems. Our approach to finding such
solutions should be tailored to the unique risks presented by the specific context in which
a particular system operates. In many contexts, we believe tools to enable greater
interpretability will play an important role.
Liability of AI Systems Due to Autonomy: The use of AI to make autonomous
consequential decisions about people, informed by – but often replacing decisions made
by – human-driven bureaucratic processes, has led to concerns about liability.
Acknowledging existing legal and regulatory frameworks, we are committed to partnering
with relevant stakeholders to inform a reasonable accountability framework for all
entities in the context of autonomous systems.

Furthermore, although not specifically referencing algorithmic decision-making, the ITI’s AI
Policy Principles discuss the need to ensure: safety and controllability in the design of AI
systems; and responsible use of data to ensure its integrity and test for potential bias.

199
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AI Ethics Principles in the technology industry and the Partnership on AI
Whilst not providing a specific definition for AI systems, nor explicitly associating them to
decision-making systems, IBM characterises the purpose “of AI and cognitive systems
developed and applied by IBM is to augment human intelligence and […] enhance and extend
human capability, expertise and potential”. This positioning is further outlined in detail
throughout its Principles for Trust and Transparency203. In addition, Adam Cutler, Milena Pribić
and Lawrence Humphrey, from IBM Design, have recently published a multi-disciplinary
practical guide for AI designers and developers entitled Everyday Ethics for Artificial Intelligence.
A recent and ongoing initiative, this guide was organised around 5 key areas / principles,
namely204,205:
•
•
•
•
•

Accountability: AI designers and developers are responsible for considering AI design,
development, decision processes, and outcomes.
Value Alignment: AI should be designed with consideration of the norms and values of
your user group.
Explainability: AI should be designed for humans to easily perceive, detect, and
understand its decision process.
User Data Rights: AI should be designed to protect user data and preserve the user’s
power over access and uses.
Fairness: AI should be designed to minimize bias and promote inclusive representation.

Furthermore, IBM Research has partnered with the MIT Media Lab to develop an AI
recommendation technique which is capable of optimising results according to user
preferences while staying conformant to behavioural and ethics constraints206.
Generally, large technology and online platform companies, such as Google, Facebook,
Microsoft and SAP, have reportedly created dedicated teams to embed ethical design and
development of AI systems in their organisations207,208,209. This has coincided with these
companies publishing AI ethics principles. Google, for example, has recently published its
principles for the design and development of AI systems, which are as follows210:
•
•
•
•
•
•
•
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Be socially beneficial;
Avoid creating or reinforcing unfair bias;
Be built and tested for safety;
Be accountable to people;
Incorporate privacy design principles;
Uphold high standards of scientific excellence;
Be made available for uses that accord with these principles.
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Despite being generally well-received, a few concerns with these principles were noted by the
international community211. One of the main concerns is that Google, as well as other
technology companies who have published similar principles for the ethical design of AI
systems, has not explicitly committed to the type of independent, informed and transparent
review which would be ideal for ensuring the principles are always applied and applied well212.
In addition to the publication of codes of conduct and principles for the ethical design and
development of AI and algorithmic decision-making systems, the idea of technology
companies adhering to a ‘digital Hippocratic oath’ has recently been proposed213. In a book,
recently released by Microsoft214, it is proposed that “it could make sense” to bind coders to a
pledge like that taken by physicians to “first do no harm”. Microsoft has also reported that it is
working on ensuring that the AI systems it develops, and their underlying training and input
data, are “accurate and unbiased”215.
Generally, technology companies have also joined international and multi-disciplinary groups
to debate and find solutions to the impacts of AI and algorithmic decision-making in society.
The Partnership on AI is a prime example of this216. In fact, the Partnership on AI aims to shape
best practices, research, and public dialogue about the benefits of AI for people and society.
Through engagement with stakeholders from industry, civil society and academia it also aims
to co-create solutions in this field according to 6 thematic pillars217:
•
•
•
•
•
•

Safety-critical AI;
Fair, transparent, and accountable AI;
AI, labour and the economy;
Collaboration between people and AI systems;
Social and societal influences of AI;
AI and social good.

Considering these thematic pillars, the Partnership on AI aims to undertake the following steps
to support the ethical development of AI:
i)
ii)

iii)

iv)

engage experts across many disciplines including psychology, philosophy,
economics, finance, sociology, public policy and law.
engage stakeholders, meaning users, developers and all industry sectors
potentially impacted by AI, noting in particular healthcare, financial services,
transportation, commerce, manufacturing, telecommunications and media.
support objective third-party studies, in particular on best practices for the safety,
ethics, fairness, inclusiveness, trust and robustness of AI research, applications and
services.
develop learning materials on current and future AI trends.

Initiated in late 2016 by six companies (Apple, Amazon, Google and DeepMind, Facebook, IBM
and Microsoft), the Partnership on AI now combines the expertise and interest of more than
211
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70 stakeholders, of which more than 50% represent non-profit organisations, spanning 10
countries covering Europe, North America, Asia and Oceania.
NESTA – Principles for public sector use of algorithmic decision-making
NESTA has claimed that the case for creating more robust codes of conduct regarding the use
of algorithmic decision-making is stronger for the public sectors. It uses the rationale provided
by Robert Brauneis and Ellen P. Goodman218 to justify this assessment: “In the public sector,
the opacity of algorithmic decision-making is particularly problematic both because
governmental decisions may be especially weighty, and because democratically-elected
governments bear special duties of accountability”.
In this context, NESTA provided, in February 2018, a working draft of 10 principles for public
sector use of algorithmic decision-making, as outlined below219:
•

•

•
•
•
•
•
•

•

Every algorithm used by a public sector organisation should be accompanied with a
description of its function, objectives and intended impact, made available to those
who use it;
Public sector organisations should publish details describing the data on which an
algorithm was (or is continuously) trained, and the assumptions used in its creation,
together with a risk assessment for mitigating potential biases;
Algorithms should be categorised on an Algorithmic Risk Scale of 1-5, with 5 referring
to those whose impact on an individual could be very high, and 1 being very minor;
A list of all the inputs used by an algorithm to make a decision should be published.
Citizens must be informed when their treatment has been informed wholly or in part
by an algorithm;
When using third parties to create or run algorithms on their behalf, public sector
organisations should only procure from organisations able to meet Principles 1-6;
A named member of senior staff (or their job role) should be held formally
responsible for any actions taken as a result of an algorithmic decision;
Public sector organisations wishing to adopt algorithmic decision-making in high risk
areas should sign up to a dedicated insurance scheme that provides compensation to
individuals negatively impacted by a mistaken decision made by an algorithm;
Public sector organisations should commit to evaluating the impact of the algorithms
they use in decision-making and publishing the results.

Digital Catapult – AI Ethics Framework
Digital Catapult’s Machine Learning Garage220 has released its first ethics framework and
invited AI companies to test it as a means of integrating ethical practice into the development
of AI and machine learning technologies221,222. In contrast to NESTA’s principles, this framework
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is targeted at start-ups who are a part of the Machine Intelligence Garage to have access to
computation power and expertise to accelerate technological development. Specifically, the
aim of the framework is to “help companies to characterise the ethical opportunities and
potential risks associated with their business and / or technology and be open and clear both
internally and externally about how these are evaluated and managed” 223.
The framework, devised by a dedicated Ethics Committee224, comprises the following seven
practical concepts, which aim to guide the ethical use of AI by the participating start-ups:
•
•
•
•
•
•
•

Be clear about the benefits of your product or service.
Know and manage your risks.
Use data responsibly.
Be worthy of trust.
Promote diversity, equality and inclusion.
Be open and understandable in communications.
Consider your business model.

As of November 2018, the Machine Learning Garage supports a cohort of 23 start-ups.
Algorithmenethik
In its study “professional ethics code for the design of algorithms”, Algorithmenethik takes a
different approach within this set of initiatives. Instead of detailing an ethics code, it aims to
establish success factors for the development of a professional ethics code and how this
translates into action points for the design of algorithmic ethics frameworks. The following
details the ten success factors and their meaning for algorithmic design:
•

•

•

•

•

223
224

Historic tradition: Many professional ethics codes root in long-standing occupational
tradition and evolution over several generations. For the field of algorithmic design this
means that normative traditions and ethical principles of algorithms need to be
established.
Personal cause: Members of the occupational group need to be motivated and have
a socio-ethical understanding. For the field of algorithmic design this means that
existing initiatives on the responsible design of algorithms need to support the
development of the principles.
Grounding: Occupational ethics need to be understood both within and outside of the
occupational group and should be the subject of discussion and exchange. The group
surmises that, for the field of algorithmic design, this means that digital education is
necessary to ensure understanding outside the industry.
Homogeneity of the occupational group: The occupational group needs to be
homogeneous. For the field of algorithmic design this means that the ethics code needs
to be formulated as specifically as possible.
Raising awareness through education: The ethical principles need to be part of the
educational system. For the field of algorithmic design this means that established
professional ethics codes of related occupational fields need to be elaborated upon.
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•

•
•

•

•

Institutionalisation of the ethics code through professional organisations: For the
field of algorithmic design this means that the occupational field in relation to
algorithmic design needs to be established.
Sanctions: For the field of algorithmic design this means that certain behaviours need
to be blacklisted and punished through fines and disbarment.
Material background: Use of financial resources for the development and updating of
the ethics code. For the field of algorithmic design this means that sufficient resources
need to be available to ensure participation of all persons concerned, as well as the
participation of experts.
Academic reflection: For the field of algorithmic design this means that specific
challenging situations shall be subject to academic assessment. An understanding of
theory and practice is essential.
Long-term engagement: This includes the long-term efforts for continuous
development of the ethics code. For the field of algorithmic design this means that
sustainable and multi-disciplinary efforts are necessary.

To build on this, Algorithmenethik, which is funded by the Bertelsmann Foundation, in
combination with think tank iRights.Lab, has been developing a catalogue of quality criteria for
algorithmic processes – the #algorules process. At present, the group is conducting an
extensive consultation exercise with experts from science, business, politics, civil society and
the media, among others.
Future of Life Institute – Asilomar AI Principles
In conjunction with the 2017 Asilomar conference, undertaken in January 2017, the Asilomar
AI Principles were developed. In total, there are 23 principles, separated into three areas, as
follows:
•

Research issues:
o The goal of AI research should be to create not undirected intelligence, but
beneficial intelligence;
o Investments in AI should be accompanied by funding for research on ensuring its
beneficial use;
o

There should be constructive and healthy exchange between AI researchers and
policy-makers.

A culture of cooperation, trust, and transparency should be fostered among
researchers and developers of AI.
o Teams developing AI systems should actively cooperate to avoid corner-cutting on
safety standards.
Ethics and Values:
o AI systems should be safe and secure throughout their operational lifetime, and
verifiably so where applicable and feasible.
o If an AI system causes harm, it should be possible to ascertain why.
o Any involvement by an autonomous system in judicial decision-making should
provide a satisfactory explanation auditable by a competent human authority.
o

•
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Designers and builders of advanced AI systems are stakeholders in the moral
implications of their use, misuse, and actions, with a responsibility and opportunity
to shape those implications.
o Highly autonomous AI systems should be designed so that their goals and
behaviours can be assured to align with human values throughout their operation.
o AI systems should be designed and operated so as to be compatible with ideals of
human dignity, rights, freedoms, and cultural diversity.
o People should have the right to access, manage and control the data they generate,
given AI systems’ power to analyse and utilize that data.
o The application of AI to personal data must not unreasonably curtail people’s real
or perceived liberty.
o AI technologies should benefit and empower as many people as possible.
o The economic prosperity created by AI should be shared broadly, to benefit all of
humanity.
o Humans should choose how and whether to delegate decisions to AI systems, to
accomplish human-chosen objectives.
o The power conferred by control of highly advanced AI systems should respect and
improve, rather than subvert, the social and civic processes on which the health of
society depends.
o An arms race in lethal autonomous weapons should be avoided.
Longer-term issues:
o There being no consensus, we should avoid strong assumptions regarding upper
limits on future AI capabilities.
o Advanced AI could represent a profound change in the history of life on Earth and
should be planned for and managed with commensurate care and resources.
o Risks posed by AI systems must be subject to planning and mitigation efforts
commensurate with their expected impact.
o AI systems designed to recursively self-improve or self-replicate in a manner that
could lead to rapidly increasing quality or quantity must be subject to strict safety
and control measures.
o Superintelligence should only be developed in the service of widely shared ethical
ideals, and for the benefit of all humanity rather than one state or organization.
o

•

In contrast to most other work on developing an ethics framework for AI development, the
Future of Life Institute collects data on the commitments made to the Asilomar principles,
reporting that 1273 AI/Robotics researchers and 2541 others have become signatories of the
principles.
Montreal Declaration for a Responsible Development of Artificial Intelligence
Announced in November 2017 at the conclusion of the Forum on the Socially Responsible
Development of AI, the Montreal Declaration details the following seven principles:
•
•

Well-being: The development of AI should ultimately promote the well-being of all
sentient creatures.
Autonomy: The development of AI should promote the autonomy of all human beings
and control, in a responsible way, the autonomy of computer systems.
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•

•

•
•
•

Justice: The development of AI should promote justice and seek to eliminate all types
of discrimination, notably those linked to gender, age, mental / physical abilities, sexual
orientation, ethnic / social origins and religious beliefs.
Privacy: The development of AI should offer guarantees respecting personal privacy
and allowing people who use it to access their personal data as well as the kinds of
information that any algorithm might use.
Knowledge: The development of AI should promote critical thinking and protect us
from propaganda and manipulation.
Democracy: The development of AI should promote informed participation in public
life, cooperation and democratic debate.
Responsibility: The various players in the development of AI should assume their
responsibility by working against the risks arising from their technological innovations.

Fairness, Accountability and Transparency in Machine Learning (FAT/ML): Principles and Social
Impact Statement
FAT/ML aims to bring together researchers and practitioners concerned with fairness,
accountability and transparency in ML. Key outputs of this collaborative group have been:
•
•

Principles for Accountable Algorithms; and
Social Impact Statement for Algorithms.

Through the former output, FAT/ML aimed to support developers and product managers to
‘design and implement algorithmic systems in publicly accountable ways’225. FAT/ML elaborate
accountability, in this instance, as an ‘obligation to report, explain, or justify algorithmic
decision-making as well as mitigate any negative social impacts or potential harms.’ 226 In
addition, FAT/ML specifies the following five guiding principles:
•
•
•
•
•

Responsibility – ensure routes of redress are available and visible.
Explainability – ensure algorithmic decisions and data can be explained to
stakeholders in non-technical terms.
Accuracy – work to understand and improve the accuracy of the algorithm and its data
sources.
Auditability – permit third parties to review the algorithm.
Fairness – ensure discrimination or unjust impacts do not exist when comparing across
different demographics.

Interestingly, FAT/ML notes that two important principles – privacy and the impact of human
experimentation – have been purposefully excluded, as they are covered elsewhere, linking to
the OECD’s privacy principles227 and the US Department for Health and Human Services
‘Belmont Report on Ethical Principles and Guidelines for the Protection of Human Subjects of
Research’228.
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In addition to the development of the principles themselves, FAT/ML also proposes that
algorithm developers create a Social Impact Statement, to be made public and detail how
the developer has considered the above principles.
Data Protection and Privacy Commissioners – Declaration on ethics and data protection in
artificial intelligence
At the 40th International Conference of Data Protection and Privacy Commissioners (ICDPPC),
conducted in October 2018, the Conference endorsed the following guiding principles, with
the core aim of preserving human rights in AI development:229
•

•
•
•

•

•

Artificial intelligence and machine learning technologies should be designed,
developed and used in respect of fundamental human rights and in accordance with
the fairness principle.
Continued attention and vigilance, as well as accountability, for the potential effects
and consequences of, artificial intelligence systems should be ensured.
AI systems transparency and intelligibility should be improved, with the objective of
effective implementation.
As part of an overall “ethics by design” approach, artificial intelligence systems should
be designed and developed responsibly, by applying the principles of privacy by
default and privacy by design.
Empowerment of every individual should be promoted, and the exercise of
individuals’ rights should be encouraged, as well as the creation of opportunities for
public engagement.
Unlawful biases or discriminations that may result from the use of data in artificial
intelligence should be reduced and mitigated.

Alongside these guiding principles, the ICDPPC called for the development of common
governance principles on AI and established a permanent working group on AI development
– the working group on Ethics and Data Protection in AI.230
The ICDPPC is currently requesting feedback on these principles via an open public
consultation.231
Ethical Framework for a Good AI Society (Cowls and Floridi)
Considering all of the above examples, as well as the IEEE principles (detailed under the
Standardisation efforts heading) and others 232, it is clear that a large number of outputs have
been produced by notable individuals and organisations on the theme ‘Codes of conduct,
ethical principles and ethics frameworks for AI development’.
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With this conclusion in mind, academics Josh Cowls and Luciano Floridi published, in July 2018,
a ‘Prolegomena to a White Paper on an Ethical Framework for a Good AI Society’. 233 This work
aims to focus on the commonalities and noteworthy differences across the following
prominent sets of principles: the Asilomar AI Principles; the Montréal Declaration for
Responsible AI; the IEEE principles; the EGE principles; and the principles included in the report
‘AI in the UK: ready, willing and able?’ developed by the UK House of Lords Artificial Intelligence
Committee.
Based on a comparative assessment of the 44 principles detailed across these five reports,
Cowls and Floridi found ‘an impressive degree of coherence and overlap’ 234 and mapped the
principles to four core principles commonly used in bioethics (beneficence, non-maleficence,
autonomy and justice) and an additional new principle (explicability). The resulting output aims
to unite what was previously five sets of principles.
•
•
•
•
•

4.4

Beneficence: promoting well-being, preserving dignity and sustaining the planet;
Non-maleficence: privacy, security and “capability caution”;
Autonomy: the power to decide;
Justice: promoting prosperity and preserving solidarity; and
Explicability: enabling the other principles through intelligibility and accountability.

Working groups and committees carrying out research and fostering
collaboration and an open dialogue
Research and advocacy: FAT/ML, TransAlgo, AlgorithmWatch, algodiv and MIRI
Multiple institutions have ongoing research, advocacy and awareness raising workstreams in
the context of AI and algorithmic decision-making. One of the most well-known banners in this
space is FAT/ML; increasingly used as an umbrella term for a series of academic workshops,
often tied to computer science conferences, attempting to bring together a growing
community of researchers and practitioners concerned with fairness, accountability and
transparency in machine learning systems235. In addition to the development of principles and
a social impact statement for accountable algorithms (discussed above) 236, a FAT/ML website
also provides a list of relevant events237 and projects involving academia and other research
institutions, namely Explainable Artificial Intelligence (XAI)238, and On algorithmic fairness,
discrimination and disparate impact 239, amongst others240.
Beyond a well-known (albeit relatively static) resource repository, FAT/ML has been the banner
under which annual one-day interdisciplinary workshops have run since 2014. These workshops
have been academic venues considering issues of fairness, accountability and transparency
largely from the perspective of computer science and optimisation. In 2018, the FAT/ML
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workshop was co-located with the 2018 International Conference on Machine Learning (ICML),
which itself has since developed a track of work on fairness in the main conference.
Furthermore, from 2014 to 2018 the number of contributions to the workshop has risen from
eight presentations to 10 presentations and 20 posters. Similar workshops, such as FATREC (for
recommender systems) and Ethics in NLP (for natural language processing) have also begun
to complement computer science fields elsewhere. Some of the same individuals as those
involved in FAT/ML have established the ACM FAT* conference, which unlike FAT/ML is more
formalised initiative attempting to bring together interdisciplinary work in the field, and to act
as a publishing venue.
Similarly, TransAlgo,241 provides a collaborative platform for the development of knowledge
and a culture for the production, analysis and evaluation of responsible and ethical algorithms
and databases. The aim of TransAlgo is to raise awareness and facilitate the adoption of greater
transparency. Amongst others, it counts on the support of the French government, the Conseil
National du Numérique (CNNum) and the Commission Nationale Informatique & Libertés
(CNIL).
In addition to providing updated news and events on algorithmic and data accountability and
transparency, TransAlgo also provides users with a scientific repository of resources and tools,
which are currently classified across three areas: Application Areas, Social Ethical and Legal
Issues, and Types of Algorithmic Systems 242. TransAlgo also maintains five scientific working
groups to discuss the following topics:
•
•
•
•
•

Search engines and recommending systems: discussing topics of neutrality, nondiscrimination and explicability;
Apprenticeship and confidence: discussing topics of robustness, bias and
reproducibility;
Confidentiality and consent: discussing topics of privacy and monitoring information
flows;
Neutrality and metrology of communication networks: discussing net neutrality;
and
Influence, misinformation and impersonation: discussing how decision-making
algorithms are used.

In slight contrast with the two initiatives mentioned above, AlgorithmWatch243, a Berlin-based
organisation and a member of the EU HLEG on AI244, has a more dedicated focus on producing
original research and policy recommendations. It describes itself as “a non-profit research and
advocacy organisation to evaluate and shed light on algorithmic decision-making processes
that have a social relevance”245. Specifically, AlgorithmWatch analyses the effects of algorithmic
decision-making in society and points out and explains ethical conflicts to the general public,
while providing a public networking and engagement platform. It has also published a
dedicated Algorithmic Decision-Making Manifesto246, which aims to end the trend of algorithmic
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decision-making procedures as ‘black boxes’. AlgorithmWatch is funded by independent
German research foundations, the Hans Böckler Foundation and the Bertelsmann Foundation.
With a more technical focus, algodiv247 and the Machine Intelligence Research Institute
(MIRI)248 provide original research on algorithmic recommendation practices and techniques
for transparent AI and machine learning approaches, respectively. The main goal of these two
projects is to publish original research; however, their outputs are more technically-focussed
than the above and therefore more accessible to those who are more literate in the design and
development of AI and machine learning systems:
•

•

Algodiv: With funding from the French National Research Agency (ANR) in the period
2016-2019, algodiv aims to conduct interdisciplinary research on issues of information
diversity in online communities and the effect of algorithms. The project, coordinated
by the Centre Marc Bloch, brings together scientific partners from government (the
Centre d’Analyse et de Mathématique Sociale, a unit of the Centre National de la
Recherche Scientifique – CNRS), academia (the Laboratoire d’Informatique de Paris 6)
and industry (Orange Labs).
MIRI: Aims to understand the societal impact of AI technologies, including specific
reference to issues of robustness and safety. A US-based non-profit, MIRI has received
donations from more than 3,500 donors since its initiation in 2000 (until February 2013,
it existed as the Singularity Institute), including from the Thiel Foundation, prominent
cryptocurrency developers (including Ethereum and Ripple) and the Open Philanthropy
Project.

‘A smart web for a more equal future’, an initiative by the World Wide Web Foundation
The World Wide Web Foundation is currently carrying out a wide range of projects across
different themes, but all aggregated under the umbrella of its main mission: Establishing the
open Web as a basic right and a public good249. With specific regard to AI and algorithmic
decision-making and following Sir Tim Berners-Lee’s call for increased algorithmic
transparency250, the Foundation has launched a white paper series entitled Opportunities and
risks in emerging technologies251. This research effort has focussed on creating and
disseminating an understanding of how new technologies are shaping society, where they
present opportunities to make people’s lives better, and where there are potential risks. The
series is comprised of three papers which individually address the topics of AI deployment in
low and middle-income countries, the application of the concept of algorithmic accountability
to different contexts, and an overview of the personal data ecosystem in low and middleincome countries252.
Whilst the two papers on AI and personal data provide a comprehensive overview of the
benefits and potential risks of emerging technologies in specific geographical scopes, the
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paper on algorithmic accountability provides a more global account of issues directly
associated with algorithmic decision-making. Specifically, the paper notes that “[…]
algorithms253 have become the backbone of many business models deployed worldwide. In the
public sector — particularly in Europe and the US — algorithmic decision-making has emerged
alongside broader policy trends of the last decade such as open government and evidence-based
decision-making and is now starting to be used in high-stakes areas such as criminal justice”254.
Through a review of data collected from interviews with global experts, workshops and content
research, the Foundation provides a clear explanation of algorithmic decision-making and the
challenges it poses to the understanding of accountability across different contexts255.
In particular, the publication highlights two key challenges – algorithmic harm and
algorithmic discrimination – and discusses issues, such as fairness, transparency and
accountability.

4.5

Policy and technical tools
AI NOW Institute: Algorithmic Impact Assessments and Algorithmic Accountability
Policy Toolkit
The AI NOW Institute, New York University, is a multi-disciplinary research centre dedicated
to understanding the social implications of artificial intelligence. AI NOW receives funding from
Microsoft and Google, as well as philanthropic foundations including MacArthur and Ford. The
institute focuses on four core domains:
•
•
•
•

Rights & Liberties
Labour & Automation
Bias & Inclusion
Safety & Critical Infrastructure.

Through its report “Algorithmic Impact Assessments: a practical framework for public agency
accountability”256, the AI NOW Institute recently proposed a framework to support public
agencies and citizens monitor and understand AI and algorithmic decision-making
systems. Specifically, the framework sets out 5 key elements that public agencies should
consider when carrying out an algorithmic impact assessment, namely257:
•

•
•

Agencies should conduct a self-assessment of existing and proposed automated
decision systems, evaluating potential impacts on fairness, justice, bias, or other
concerns across affected communities;
Agencies should develop meaningful external researcher review processes to
discover, measure, or track impacts over time;
Agencies should provide notice to the public disclosing their definition of “automated
decision system,” existing and proposed systems, and any related self-assessments
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•
•

and researcher review processes before the system has been acquired;
Agencies should solicit public comments to clarify concerns and answer outstanding
questions;
Governments should provide enhanced due process mechanisms for affected
individuals or communities to challenge inadequate assessments or unfair, biased, or
otherwise harmful system uses that agencies have failed to mitigate or correct.

The AI NOW Institute has also stated that algorithmic impact assessments cannot be the single
solution in solving potential societal problems brought about by decision-making systems, but
that they do provide an important mechanism to engage and inform the public, policymakers
and researchers.
Building on its work on Algorithmic Impact Assessments, the AI NOW Institute, in October
2018, published an Algorithmic Accountability Policy Toolkit.258 This Toolkit demonstrates
and explains the types of algorithmic systems used within government, including in: Human
Resources; Public Health; Criminal Justice; and Education. It also presents a list of relevant
literature.
UnBias: emancipating users against algorithmic biases for a trusted digital economy
UnBias259 is a UK Engineering and Physical Sciences Research Council (EPSRC) research project
which aims to provide ethical guidelines and policy recommendations with the objective of
ensuring trust and transparency in the internet. Furthermore, UnBias has continuously been
developing a “Fairness Toolkit”,260 which aims to promote awareness and stimulate a public
dialogue about how algorithms shape online experiences, as well as to generate reflections on
possible changes to address issues of online unfairness. The toolkit was developed with the
input of young people and other key stakeholders and contains:
i.
ii.
iii.

iv.

v.

a handbook, which provides an overview of the different components in the toolkit;
63 “awareness cards”, which are designed to build awareness of how bias and unfairness
can occur in algorithmic systems;
TrustScapes, which contain visualisations of issues with algorithmic bias, data
protection and online safety, as well as potential solutions to ensure a safe and fair
online environment;
MetaMaps, which comprise posters for stakeholders in the technology industry,
policymaking, public sector organisations and academia to respond to the TrustScapes
generated by users; and
value perception worksheets, which provide an assessment framework of the toolkit
itself261.

The Center for Democracy & Technology’s (CDT) ‘Digital Decisions Tool’
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The CDT is currently carrying out a project entitled “digital decisions”. Its main goal is to
support engineers and product managers of decision-making algorithms in mitigating against
the risks of designing unfair, discriminatory and harmful systems262. As part of the project, CDT
has created an interactive “digital decisions tool” which works by translating principles for
fair and ethical automated decision-making into a series of questions that can be addressed
during the process of designing and implementing an algorithm263. Specifically, these
questions enquire about the choices of developers, such as training and input data, testing
methodologies, as well as processes and checks for assessing risk and ensuring fairness. The
CDT has stated that this tool was informed by extensive research264, and that it is currently
being subject to continuous iteration, testing and re-evaluations.

Accenture’s and Alan Turing Institute’s algorithmic fairness evaluation tool
In recognising that autonomous systems can be responsible for life-changing decisions about
employment, finance, and many other areas, Accenture, in partnership with the Alan Turing
Institute, has recently developed an algorithmic “Fairness Tool”265,266,267. Complementary to the
UnBias toolkit and the CDT’s digital decisions tool, this “Fairness Tool” aims to scrutinise the
data that goes into an algorithm through a process of identification and removal of any
coordinated influence between sensitive variables (e.g. race, gender) that may lead to an unfair
outcome. Furthermore, the tool is able to ensure that the rates of false positives and negatives
of any given group in a data set are “fairly distributed”268. When publishing the tool, Accenture
also acknowledged that introducing fairness in an algorithmic system might decrease its
accuracy, and that the tools is able to display the extent to which that may have happened.
Data Transparency Lab’s Technical Programme
The Data Transparency Lab (DTL) is an inter-institutional collaboration, seeking to create a
global community of technologists, researchers, policymakers and industry representatives
working to advance online personal data transparency through scientific research, innovation
and design269. Whilst not explicitly involved in the algorithmic decision-making debate, the DTL
aims to connect key stakeholders (i.e. researchers, developers, policymakers and industry
players) to co-develop solutions that ensure data transparency and provide technical
infrastructure and support to foster a “healthy data sharing ecosystem”.
Furthermore, since 2015, the DTL has provided grants for tools that support the development
of software on data privacy and transparency across a range of areas, including algorithmic
bias and discrimination; PII leakage; reverse engineering online pricing; transparency of AI an
ML algorithms; and explainable AI.
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A number of relevant tools have already been developed by the DTL and are currently available,
including:
•
•
•
•
•

FA*IR: aimed at ensuring fair rankings in search engines;
AdAnalyst: aimed at increasing transparency in the Facebook advertising ecosystem;
Lumen: aimed at informing and enabling users to control the communications of their
mobile apps with tracking systems;
$heriff: aimed at enabling users to search for traces of price discrimination in online
platforms; and
ReCon: aimed at informing users of the information sent by their mobile applications
to third parties.

EthicsToolkit.ai – an Ethics & Algorithms Toolkit
In similar fashion to the framework for algorithmic impact assessments published by the AI
NOW Institute, the Ethics & Algorithms Toolkit focusses on empowering and supporting
governments and public agencies to understand and mitigate the risks of algorithmic decisionmaking270. Co-developed by GovEx, the City and County of San Francisco, Harvard DataSmart,
and Data Community DC 271, the toolkit is meant to provide cities with a comprehensive
understanding of the implications of using an algorithm, while clearly stating its potential risks
and mitigation measures. The toolkit itself is made up of two main parts: algorithm
assessment, and algorithm risk management. The algorithm assessment part takes the user
of the toolkit through a process of understanding and assessing the impact of the algorithm
in question, as well as the risks of appropriate data use, accountability, methodology, and
historic and technical biases. The algorithm risk management part provides a list of potential
mitigation maps and an accompanying risk-to-mitigation measure map, which allows users to
understand which measures should be applied to specific characteristics identified when
scoping and assessing the algorithm272.

4.6

Intermediate findings
There is significant effort being directed towards tackling the challenges facing
algorithmic decision-making by industry, civil society, academia and other interested
parties. This is true across all categories of initiatives examined and relates to all of the
perspectives discussed above. In particular, there are a large number of initiatives aimed at
promoting responsible decision-making algorithms through codes of conduct, ethical
principles or ethical frameworks.
Including this type of initiative, we have clustered the initiatives identified in four main types.
Here, we summarise the findings on the work being conducted in each category, noting, in
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particular, that data on the impact and take-up of these initiatives is not available in the
majority of cases:
Standardisation efforts: ISO and the IEEE are two of the most prominent global standards
bodies, with the buy-in and cooperation of a significant number of national standards bodies.
As such, it is important that these organisations are working towards tackling a number of
these challenges.
The final effort documented here, outside of the scope of the ISO and the IEEE, is the Chinese
White Paper on Standardisation. Although no concrete work has been conducted, this
document illustrates that stakeholders currently involved in the standardisation process in
China – a multi-disciplinary group – are considering algorithmic decision-making from all the
key perspectives being discussed.
Codes of conduct, ethical principles and frameworks: As mentioned above, there are a vast
number of attempts to govern the ethics of AI development and use with no clear
understanding or reporting on take-up or impact. These initiatives have been initiated by
stakeholders from all relevant groups, in some cases in isolation but also through multidisciplinary efforts. Furthermore, much of this work attempts to tackle the challenges facing
algorithmic decision-making from multiple perspectives. For instance, the ethical principles
developed by the Software and Information Industry Association (SIIA) explicitly discuss the
need for transparency and accountability; and the Asilomar Principles, which cover, in
particular, topics of fairness, transparency, accountability, robustness and privacy.
Interesting work that stands out and could be beneficial on a higher plane includes the work
of Algorithmenethik on determining the success factors for a professional ethics code and the
work of academics Cowls and Floridi, who recognised the emergence of numerous codes with
similar principles and conducted an analysis across some of the most prominent examples.
Cowls and Floridi’s work is also valuable as it ties the industry of AI development and
algorithmic decision-making to long established ethical principles from bioethics. The elements
of learning these examples bring from established sectors can be extremely useful.
Working groups and committees: The initiatives examined have primarily been initiated by
civil society organisations (including, for example, AlgorithmWatch and the Machine
Intelligence Research Institute) with the aim of bringing together a wide variety of stakeholders.
Outputs of these initiatives tend to include collaborative events, such as the FAT/ML
workshops, or research papers and advice, such as the World Wide Web Foundation’s white
paper series on Opportunities and risks in emerging technologies. As for the above, this type of
initiative is often focused on tackling the challenges facing algorithmic decision-making from
multiple perspectives. For instance, AlgorithmWatch maintains scientific working groups,
which, in the context of various challenges, discuss, amongst others, topics of nondiscrimination and bias, privacy and algorithmic robustness. Furthermore, no clear information
on the impact of these initiatives is currently available.
Policy and technical tools: In this category, the initiatives examined have been developed by
academic research groups (e.g. the work of NYU’s AI Now Institute and the UnBias research
project), civil society (e.g. the Digital Decisions Tool of the Center for Democracy and
Technology) or multi-disciplinary groups (e.g. the EthicsToolkit.ai developed through
collaboration between academia and policy-makers). In terms of how these tools address the
challenges facing algorithmic decision-making, they tend to focus on specific challenges; a
clear example being the ‘Fairness Toolkit’, developed by the UnBias research project.
algoaware.eu
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5.

Index of policy initiatives and approaches
This section provides an overview of the existing policy approaches by distinguishing between:
•
•
•

EU wide approaches,
EU national approaches, and
Approaches by third countries.

This report does not provide an exhaustive and systematic account of algorithmic decisionmaking and AI approaches of all EU Member States. Instead, it focusses on specific EU and
third countries273. For the EU countries, the AI landscape in Ireland, UK, France, Netherlands,
Italy, Poland, Estonia, Spain, Denmark, Finland and Germany has been assessed. In third
countries, Canada, the USA, South Korea, China, Japan, India and Singapore have been
scrutinised. This section will also take a closer look at the efforts regarding AI of the separate
United Nations agencies.
Table 2 summarises the approaches by highlighting, for each of the three geographical areas:
•
•
•
•
•
•
•

the name and timeline of the initiative;
the geographical scope (depending on whether the initiative applies on a federal level or
not);
the type of initiative (such as legislations, bills, policy documents, etc.);
the material scope of the initiative (e.g. what aspects of AI and algorithmic decisionmaking does it cover, which sector(s) are covered);
an analysis of whether the link to algorithmic decision-making is implicit or explicit;
what the expected impact is (what results can be expected from the law or policy
document); and
the involved stakeholders (e.g. government, industry, society as a whole, academia, etc.).

Following this table, the section provides a more detailed account of the different policy
approaches and options retrieved on each country.
Where appropriate, this section points out opportunities policies and policy initiatives might
provide for other countries or institutions. While some of the policies might be directed at very
specific problems of their respective countries or organisations (e.g. military aspects of AI for
the US or NATO countries), other initiatives or pieces of legislation might be a reference to
tackle issues in many countries or even on the EU-level (e.g. the Estonian Kratt-Law, which
defines a clear legal status for AI-operated machines). Synergies across countries, for example
273
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regarding the combination and internationalisation of national AI strategies, might lead to a
net welfare gain in terms of profitability, applicability and efficiency. 274
To set the policy initiatives into context, this section also makes references to the previous
sections with regard to the six areas of discussion facing algorithmic decision-making: Fairness
& Equity; Transparency & Scrutiny; Accountability; Robustness & Resilience; Privacy as well as
Liability. This should give the reader a clearer understanding of which areas are tackled on
which level, which topics are in the center of the debate in certain countries and what emphasis
is set by the various stakeholders involved in the process. Extracting the core messages of
certain policies also facilitates the peer-review process of this document, as it makes it easier
to specifically “target” certain sections to academics and experts in the respective fields. In
addition, a clear thematic framework facilitates the formulation of questions for interviews of
stakeholders involved in the policy processes.
In conclusion, this section is aimed at giving policy-makers the opportunity to compare
national and international efforts and implement or create, where needed, similar measures or
actions. It also makes it easier to distribute certain sections in the peer-review process, which
is crucial for the validation of the core findings.
At present, this section reflects the results of an extensive desk-based research exercise.
However, in the next stage of the project, we will undertake two key research tasks to increase
the relevance, utility and effectiveness of this report:
•
•

conduct a peer-review process on the report; and
undertake an extensive interview schedule with stakeholders covering all interested
groups, including academia, industry, public sector and civil society.

In particular, in relation to this section, these additional research activities will focus on: i)
validating the content of this report; and ii) providing further information on why these policy
initiatives were implemented, how they work theoretically and in practice and their expected
or actual impact.

274
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Table 2: Index of policy initiatives and approaches
Country / Region

European Union

Initiative 275
(Timeline)

G ener al
D ata
P r o tectio n
Regulatio n
(G D P R) 278
( A do pte d i n 2016,
in
e ffe ct
s i nce
2018)

Coverage 276

EU-w ide
applicatio n

Type

Material Scope

Expected Impact277

Initiated by

Affected
Stakeholders

EU Regulation

It co ver s th e
pr o cessing o f
per so nal data.
A r ticle 22
specifies tha t
decisio ns based
so lely o n
auto ma ted
pr o cessing, w hich
pr o duces legal
effe cts ar e no t
per mitt ed unless
cer tai n
r equir emen ts ar e
fulfill ed. A r t 13,
14, 15 in clude
fur ther pr o visio ns
o n the r ight to
meani ngful
info r matio n
abo ut the
ex isten ce o f
auto ma ted
decisio n-making,
includi ng
pr o filing.

T he impact is
likely to be the
incr eased
tr anspar en cy and
pr o tectio n fr o m
auto ma ted
decisio n-making.
It also pr o vides a
clear er fr amew o r k
under w hich
cir cums tan ces it s
applicatio n is
po ssible. 279

The r egulatio n
w as ado pted by
the Eur o pean
P ar liament (EP )
and the Co un cil
o f the Eur o pean
Unio n

Stakeho lder s
pr o viding and
pr o cessing data
in the EU
(individuals,
go ver nmen t,
industr y, NGOs,
etc. )

275

The m ai n so urce s can be fo und i n the fo o tno te s ne x t to the re s pe cti ve po l icy i ni ti ati ve nam es and, whe re appropri ate , i n the spe c i fi c box es the y are conce rned
wi th.
276
Ge ographi cal co ve rage / s co pe
277
The e xpe cte d im pact pro vide s an e x pl anati o n o f the pri m ary i nte nt o f a pol i cy i n pri m ary l i te rature and /or ex pe rts ’ opini ons i n s e cond ary l i te rature .
278
Re gul ati on ( EU) 2016/6 79 o f the Euro pe an P arl i am e nt and o f the Co unci l o f 27 A pri l 2016 o n the prote cti on of natural pe rs ons wi th re gard to the proce ss i ng of
pe rs onal data and o n the fre e m o vem e nt o f s uch data, and re pe al i ng Di re cti ve 95/46/EC ( Ge ne ral Data Prote cti on Re gulati on)
279
Se e e .g. https ://i co .o rg.uk/fo r - o rganis ati o ns /gui de - to - the -ge ne ral - data- pro tecti o n- regul ati o n - gdpr/autom ate d -deci sion- m aki ng -and -profi l i ng/what -e l se -do-we ne e d -to -cons ide r - i f- articl e - 22- appli e s /
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Country / Region

Initiative 275
(Timeline)
Promoting fairness
and
transparency
for business users of
online
intermediation
services 280
( Pro po s al o f the
Euro pe an
Co m mi s si o n
in
2018;
curre ntl y
unde r di s cus s io n o f
the
Euro pe an
Parl i am e nt
and
Co unci l ))

M ar kets
in
F inancial
Instr um en ts
D ir ective
(M iF ID
II) 282
( appro ve d i n 2014,
in
e ffe ct
s i nce
2017)

Coverage 276

Initiated by

Affected
Stakeholders

The proposal is
aimed at
establishing trust in
trading practices
between online
platforms and their
business users and
search engines and
corporate
websites. 281

The proposal was
designed by the
European
Commission

Mainly affects
online platforms
(online
intermediation
service providers
and search engine)
and operators of
businesses online,
with potential
impacts on
consumers

T he pur po se is to
incr ease
tr anspar en cy o f
algo r ithmic
tr ading and to
intr o duce r isk
co ntr o l systems
against h ar mful
decisio ns take n
by algo r ithms.

P assed by the
Eur o pean
P ar liament and
the Co unc il. The
impleme nta tio n
pr o cess and
o ngo ing
o per atio n is
mo nito r ed by the
Eur o pean
Secur iti es and
M ar kets A utho r ity
(ESM A ) 285
Natio nal law
tr anspo ses th e

P r imar ily
tar geted a t fir ms
engaged in
tr ading in th e
finan cial se cto r ,
like inves tme nt
fir ms as w ell as
tr ading ven ues. 286

Type

Material Scope

Expected Impact277

EU Regulation

It imposes
transparency
obligations on
online platforms
with regards to the
main parameters
used for ranking
offers from their
business users or
ranking webpages
on search engines.

EU Directive

It deals w ith t he
use o f algo r ithms
in the f inan cial
mar kets and
r egulates
algo r ithmic
tr ading. It
specifies tha t
inves tme nt fir ms
ar e o bliged to
pr o vide
co mpete nt
autho r iti es w ith a
descr iptio n o f the
natur e o f t heir

280

Europe an Co m m is s io n ( 2018) Pro po s al fo r a Re gul ati o n o f the Euro pe an Parl i am e nt and o f the Co unci l on prom oti ng fai rne s s and trans pare ncy for bus i ne s s us e rs
of onl i ne i nte rme di ati o n s e rvi ce s
281
I bi d.
282
Di re cti ve 2014/65/EU o f the Euro pe an Parl i am e nt and o f the Co uncil o f 15 M ay 2014 o n m arkets i n fi nanci al i ns trum e nts am e ndi n g Di re cti ve 2002/92 /EC and
Di re cti ve 2011/61 /EU
285
Se e https ://www.e s m a.e uro pa.e u/po l icy - rul e s /m i fid - i i- and -m i fi r
286
Se e http://de utsche - boe rs e .co m /dbg -e n/re gul ati o n/re gul ato ry - do s s ie rs /m i fid - m i fi r/m i fi d -i - to -m i fi d- i i /m arke t -s tructure /al go -hft
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Country / Region

Initiative 275
(Timeline)

“ A r tificial
Intell igenc e
Eur o pe” 287
( I ntro duce d
2018)

Coverage 276

fo r
in

Type

EU
Commission
Communication

Material Scope
algo r ithmic
tr ading
str ategie s. 283 A lso
it specifi es th at
tr ading ven ues 284
ar e taking
pr o ficient st eps
to pr event
disto r tio ns
caused by
algo r ithmic
tr ading.
Laun ches a s er ies
o f initiat ives to
bo o st EU
co mpetiti ve ness
in A I, as w ell as
specific meas ur es
tar geted a t
incr easi ng
tr anspar en cy fo r
co nsumer s o f
algo r ithmic
decisio n-making
(such as t he
develo pmen t o f
safet y
fr amew o r ks and
guidelines o n
cases w her e
algo r ithmic
decisio n-making
affec ts

Expected Impact277

Initiated by

Affected
Stakeholders

D ir ective i n eac h
M ember State.

Co ntr ibute to t he
w ide uptake o f
ethic al pr inciples
in develo ping
A I. 288

Co mmunic atio ns
fr o m the
Eur o pean
Co mmissio n

Industr y
develo ping and
deplo ying A I,
citiz ens.

283

Se e http://de utsche - boe rs e .co m /dbg -e n/re gul ati o n/re gul ato ry - do s s ie rs /m i fid - m i fi r/m i fi d -i - to -m i fi d- i i /m arke t -s tructure /al go -hft
Whi ch are al te rnati ves to tr adi ti o nal s to ck e xchange s .
287
Europe an Co m mi ss i o n ( 2018) Com m uni cati o n fro m the Com m is s i o n to the Euro pe an Parl i am e nt, the Europe an Council , the Counci l , the Europe an Economi c and
Soci al Com m itte e and the Co m mi ttee o f the Re gio ns – A rti fici al I ntel l i ge nce fo r Euro pe , SWD( 2018) 137 F I NA L
288
I bi d.
284
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Country / Region

Initiative 275
(Timeline)

Coverage 276

Type

Material Scope

Expected Impact277

Initiated by

Affected
Stakeholders

F o r mulated by
the Eur o pean
Co mmissio n

The ex ecu tio n o f
punishm ent i n
case o f no nco mplianc e
w o uld be do ne by
the r espe ctiv e
bo dies o f law
enfo r cem ent. The
measur es w o uld
mainly a ffe ct
business es
o per ating o nline.

F o r mulated by
the Eur o pean
Co mmissio n.

M ainly aff ects
pr o vider s o f
o nline platfo r ms.

co nsumer s) It
also includes a
sectio n o n e thic al
and huma n r ights
co nsider atio ns
and anno un ces
actio ns r ela ted to
this.

M easur es
to
effe ctiv ely ta ckle
illegal
co n ten t
o nline 289
( Pro po se d i n 2018)

D igital
Single
M ar ket
Oppo r tunities and
Challenge s
fo r
Eur o pe 291

EC Recommendation

Ince ntiv ise
ho sting ser vic e
pr o vider s to
impleme nt
measur es to
pr o actively
detec t, identi fy
and r emo ve o r
disable co nte nt
that pr o pagates
o r incites to
ter r o r ism

EC Communication

A ckno w ledges
o nline platfo r ms
as a dr iver o f
inno vatio n a nd
gr o w th in the

Clear er
fr amew o r k o n
ho w no tices o f
illegal co nt ent
sho uld be
pr o cessed. Clo ser
o per atio ns o f
o nline platfo r ms
w ith M ember
stat es and amo ng
thems elve s to
tackle ill egal
co nten t. F aster
and mo r e
effe ctiv e law
enfo r cem ent
no tifica tio n
r egar ding
ter r o r istic
thr eat s. 290
Suppo r t selfr egulatio n and
co -r egulatio n in
o r der to fo ster
str o ng platfo r m

289

Europe an Co mm i ss i o n ( 2018) Re co mm e ndati o n o n me as ures to e ffe cti vel y tackl e i l l e gal co nte nt o nl i ne . p.1 -2
Europe an Co mm i ss i o n ( 2018) F act She et o n the Com m is s ion Re co mm e ndati o n o n m e as ure s to e ffecti ve l y tackle i ll e gal conte nt onli ne
291
Europe an Co mm is s io n COM ( 2016) 288 fi nal ( 2016) , Co mmuni cati o n fro m the Co mm i ss i o n to the Europe an Parl i am e nt, the Counci l , the Europe an Economi c and
Soci al Com m itte e and the Co m mi ttee o f the Re gio ns Onl i ne Pl atfo rm s and the Di gital Si ngle M arke t Opportuni tie s and Chal l e nge s for Europe
290
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Country / Region

Initiative 275
(Timeline)
( I ntro duce d
2016)

Coverage 276

Type

in

P er so nal
D ata
P r o tectio n A ct 293
( e nte re d i nto fo rce
i n 2008 and abo ut
to be update d)

Esto nia

Legislation

Estonia

A lgo r ithmicliability law , also
kno w n as K r attLaw 295
( I n dis cuss i o n)

292
293
294
295
296

Esto nia

Legislation

Initiated by

Affected
Stakeholders

Similar to A r ticle
22 o f the GD P R,
A r ticle 17 cl ear ly
specifies under
w hich
cir cums tan ces an
auto ma ted
pr o cess can make
legally binding
decisio ns fo r o r
w ith a per so n. 294

P assed by the
natio nal
par liamen t.

The law affec ts
Individuals,
go ver nmen t,
industr ies, NGOs,
etc.

Clar ifica tio n
abo ut
r espo nsibility and
liability iss ues
r egar ding
decisio ns take n
by A r tificial
Intell igenc es. 296

State a ut ho r ities,
univer si ties,
co mpanies a nd
independe nt
ex per ts ar e
invo lved in t he
law -making
pr o cess.

Material Scope

Expected Impact277

D igital Single
M ar ket. A ims at
effe ctiv ely
simula ting
inno vatio n, w hile
pr o tecting
legitima te
inter es ts o f
co nsumer s a nd
o ther user s
A r ticle 17
includes the
pr o hibitio n o f the
use o f
unsuper vi sed
“ auto mat ed
decisio n” making
in cer tai n cas es,
especiall y in cas e
o f a lack o f
disclo sur e o r a
po ssibility to
o bject.
A bill w hich
allo w s the r eal life applica tio n o f
fully au to no mo us
info r matio n
system s, a clear
legal fr amew o r k
r egar ding their

eco syste ms in
Eur o pe.
Str ength en t he
industr y’s
co mplianc e w ith
applicable EU
law . 292

I bi d.
Se e https ://www.ri i gi te ataj a.e e /e n/e l i /5121120 1301 1/co ns o l i de
I bi d, as we ll as the Re gul atio n ( EU) 2016/679 o f the Euro pean Parl i am e nt and o f the Co uncil ( GDPR)
Se e https ://e - e s to ni a.co m /ai - and - the- kratt -m om e ntum /
I bi d.
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Country / Region

Initiative 275
(Timeline)

Coverage 276

Type

Material Scope

Expected Impact277

Initiated by

Affected
Stakeholders

The legislatio n
w as pr o lo nged by
P r esidential
decr ee.

A r t. L. 311-3-1
and ar t. L. 312- 13 o f the- law ar e
pr imar ily
tar geted a t public
administr a tio ns.

The str ategy w as
initia ted by
P r esident M acr o n,
w ho
co mmissio ned
Cédr ic Villani to
lead the pr o ject.

It affe cts
individuals,
go ver nmen t,
industr y, NGOs
and o ther par ts o f
so ciety.

decisio ns as w ell
as a suffi cien t
co ncept o f
super visio n

D igital
Republic
A ct 201 6 297
( Update d
by
de cre e i n 2017)

F r ance

Legislation

T he legislatio n
places
r equir emen ts o n
go ver nmen t
bo dies that make
decisio ns so lely
o r par tially by
algo r ithmic
system s to give
individuals
cer tai n
tr anspar en cy
r ights r egar ding
w hich decisio ns
w er e made.

Policy Document

T he do cumen t
establish es a
str ategy to tur n
F r ance into a
glo bal leader in
A I r esear ch,
tr aining, and
industr y. A mo ng
o ther s it inc ludes
the n eed to

France

A I fo r H umanity
Str ategy 299
( I ni ti ate d i n 2018)

F r ance

T he law aims at
incr easi ng
tr anspar en cy in
cases w her e
public
administr a tio ns
take au to mat ed
decisio ns o n
citiz ens by
r equir ing
administr a tio ns
to pr o vide
info r matio n o n
the par am eter s
and data us ed fo r
taking tho se
auto ma ted
decisio ns. 298
T he ex pected
impact o f th e
po licy do cumen t
is to place F r ance
at th e fo r efr o nt
o f A I w hilst
minding th at
algo r ithmic
decisio n-making
is tr anspar en t and

297

Loi n° 2016- 1321 du 7 o cto bre 2016 po ur une Ré publ i que num é ri que .
I bi d.
299
Ré publ ique F rançai s e – Le Go uve rne me nt ( 2018) R apport de s ynthè s e
https ://www.go uve rne m e nt.fr/e n/arti fi ci al - i nte ll i ge nce - m aking - france - a- l e ade
298

algoaware.eu

–

F rance

I nte llige nce

Artifi cie lle .

Se e

for

e x ample :

A vai l able

at

69

Country / Region

Initiative 275
(Timeline)

New
P er so nal
D ata
P r o tectio n
A ct 301
(In
acti o n s i nce
2018)

F r ench
D igital
Co uncil 303
( F o unde d i n 2011)

300
301
302
303

Coverage 276

F r ance

F r ance

Type

Legislation

Agency

Initiated by

Affected
Stakeholders

Regar ding
auto ma ted
decisio n-making,
the law pr o vides
ex ceptio ns to
allo w fo r
auto ma ted
decisio n-making
w itho ut hum an
inter v ent io n,
w hile o utlining
po ssibilities to
o bject the se
decisio ns. 302

The legislatio n
w as passed by the
Natio nal
A ssembly and th e
Senat e.

individuals, t he
go ver nmen t,
industr y, NGOs
and o ther par ts o f
so ciety

T he aim o f the
Co uncil is to
advise th e
go ver nmen t o n

Co mpo sed o f 30
vo luntar y ex per ts
r epr esenti ng the
digital eco no my,

It affe cts
individuals,
go ver nmen t,
industr y, NGOs

Material Scope

Expected Impact277

develo p an
ethic al fr amew o r k
fo r A I, in o r der to
ensur e t hat i ts
develo pmen t and
use is
tr anspar en t,
ex plainable, and
no ndiscr imina to r y.
T he legislatio n
aims at
integr at ing th e
pr o visio ns o f the
G D P R into Fr ench
legislatio n.
A r ticle 21
discusses
ex ceptio ns fo r
the applic atio n o f
so lely algo r ithm based legal
decisio ns and t he
r ights nat ur al
per so ns have to
o bser ve and
o bject to tho se
decisio ns.
T he F r ench
D igital Co uncil is
an insti tu tio n set
up by the

no t
discr imina to r y. 300

Se e https ://www.ai fo rhum ani ty.fr/pdfs /M i s s i o nVil l ani _Re port_ENG - VF .pdf
Se e See https ://bl o gdro i te uro pe e n.fil e s .wo rdpre ss .com /201 8/06 /o l i vi a.pdf
I bi d.
Se e F re nch pre si de nti al de cree n°2011 - 476.
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Country / Region

Initiative 275
(Timeline)

Coverage 276

White P aper o n
A I 305
( I ss ue d i n 2018)

Germany

Type

Policy Document

G er many

Enquet e
Co mmissio n 307
( A ppro ve d i n 2018)

304
305
306
307

Expert Group

Material Scope

Expected Impact277

Initiated by

Affected
Stakeholders

go ver nmen t
co mpo sed o f 30
ex per ts.

issues r ela ting to
algo r ithmic
decisio n-making
and ethi cal
co nsider atio ns
ther eo f. 304

academi a and
civil so cie ty.

and o ther par ts o f
so ciety

T he likely impa ct
co uld be the
intr o ductio n o f a
ser ies o f
o ver sight and
co ntr o l
mecha nisms o n
algo r ithms at a
later stag e. 306

Ger man F eder al
Go ver nmen t

No t clear ye t, but
It co uld aff ect
individuals, t he
go ver nmen t,
industr y a nd
NGOs, etc.

T he Co mmissio n’s
inves tigatio ns
and
r eco mmenda tio ns
fo r actio n w ill
info r m the po licy
debate and m ay
lead to mo r e
co ncr ete
suggestio ns o n

The co mmissio n
includes M e mber s
o f P ar liament as
w ell as A I
ex per ts, such as
D r Stefan
H eumann o f t he
Techno lo gy think
tank Stiftung
N e ue

See abo ve.

T he G er man
G o ver nmen t has
published th e
White paper
fo cusing mai nly
o n ho w to
incr ease the
uptake o f A I.
H o w ever , the
paper also
addr esses the
need to est ablish
a fr amew o r k o n
tr anspar en cy and
auditabili ty o f
algo r ithms.
T he Enquet e
Co mmissio n o f
the G er ma n
B undestag
inves tigat es
ethic al and
so cietal aspe cts
o f algo r ithmic
decisio n- making
and w ill pr esent a

Cons e il Nationa l du Numé rique ( CNNum ) , whos e mi ss i o n and o bj ecti ve s are l is te d at https ://cnnum e ri que.fr/m i s si ons /
Se e https ://www.bm wi .de /Re dakti o n/DE/Do wnl o ads /E/e ckp unkte papi e r - ki .pdf?__bl o b=publi cati o nFi l e& v=4
A s se ss m e nt bas e d o n the s o urce abo ve .
Se e https ://www.bunde s tag.de /do kume nte /te x tarchi v/2018 /kw26 - de - e nque te - kom m is s io n- kue nstl i che-i nte ll i ge nz/560330
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Country / Region

Initiative 275
(Timeline)

Coverage 276

A r tificial
Intell igenc e:
At
the
Ser vic e
of
Citize ns 310
( I ss ue d i n 2018)

Italy

Type

Policy document

Italy

A I T ask Fo r ce 312
( Launche d i n 2017)

Agency

Material Scope

Expected Impact277

Initiated by

final r epo r t o n
po tential
legislati ve
initia tiv es by the
end o f 202 0 to
the P ar liam ent.
T he Italia n A I
str ategy o ut lines
the r isks o f
algo r ithmic
decisio n-making
and the asp ects
that need to be
bo r ne in mind in
the go ver na nce
debate su ch as
data quali ty and
neutr a lity,
r espo nsibility,
tr anspar en cy and
pr ivacy.
T he A gency fo r
D igital Italy
(A G ID ) has
establish ed an A I
tasks fo r ce w hich
aims to amo ng
o ther s ex plo r e

ethic al issu es o f
algo r ithmic
decisio nmaking. 308

Ve rantwortung
and P r o f Jö r g
M üller -Liet zko w
o f P ader bo r n
Univer si ty. 309

H ighlighting
these a spec ts
co uld r esult in to
discussio ns o n a
r egulato r y
fr amew o r k o n the
use o f algo r ithms
in decisio nmaking
pr o cesses. 311

Edited by the A I
Task F o r ce (see
belo w ) and
affec ting
individuals,
go ver nmen t,
industr y, NGOs,
etc.

M o r e pr actical
ex amples o n the
decisio n-making
thr o ugh
algo r ithms w ill
info r m the
debate. 313

Issued by th e
go ver nmen t,
ex ecut io n
invo lves se ver al
stakeho lder s fr o m
the go ver nm ent
to academia,

Affected
Stakeholders

Individuals, t he
go ver nmen t,
industr y a nd
NGOs and a
multi tude o f
o ther par ts o f
so ciety.

308

I bi d.
Se e
e .g.
https ://www.bunde s tag.de /aus s chues s e /we i te re _gre m ie n/e nque te _ki #url =L2Rva3VtZW50ZS 90 ZXh0Y XJj aGl 2LzI wM Tgva3c 0NS1wY S1l bnF 1ZXRl LWtpLzU3NTcx M g==&m
od=m od569768
310
Se e https ://ai - whi te - pape r.re adthedo cs .i o /e n/l ate s t/ , se e als o : https ://i a.i tal i a.i t/e n/tas k - fo rce /
311
I bi d., Chal l e nge 1
312
Se e https ://future o fl i fe .o rg/ai - pol i cy- i tal y/
313
Se e https ://l i bro - bi anco- i a.re adthe docs .io /e n/l ate s t/
309
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Country / Region

Initiative 275
(Timeline)

Coverage 276

Type

Material Scope

Expected Impact277

the e thic al and
so cial
implicat io ns o f
the us e o f A I in
decisio n-making
pr o cesses.
Visegr ád
4
co untr ies ’
tho ughts o n th e
A r tificial
Intell igenc e
and
max imising
i ts
benefi ts ahead o f
r elease
of
the
Eur o pean
Co mmissio n’s
Co mmunic atio n
o n the to pic. 314
( Launche d
in
2018 315)
G r o up o f Ex per ts
and
“ Sages”
co mmissio ned by
the
go ver n men t
to
develo p
a
White B o o k o n
A r tificial
Intell igenc e
and
B ig D ata 318
( Launche d i n 2018)

Poland

Spain

314
315
316
317
318
319

Visegr ád
co untr ies

Spain

Initiated by

Affected
Stakeholders

includi ng 30
dir ect me mber s
and ar o und 450
co mmuni ty
member s fr o m
many se cto r s.

Position Paper

D er iving fr o m an
initia tiv e fr o m
P o land, the paper
highlights the
need to mind t he
legal, so cial and
ethic al aspec ts o f
A I and the ne ed
to co nsider ho w
A I can suppo r t
public
administr a tio n in
decisio n-making

P r o viding o ver all
str ategi c
guidance o n ho w
to appr o ach A I o n
a po licy level. 316

Initia ted by
P o land and
pr esented a t th e
Visegr ád 4
Co nfer enc e o n
A r tificial
Intell igenc e. 317

It discuss es, inter
alia, implica tio ns
o f A I fo r
individuals,
go ver nmen t,
industr y, NGOs,
etc.

White Book

A n ethics co de
w hich w ill study
the so cial,
jur idical and
ethic al
implicat io ns tha t
co me w ith th e use
o f new
tech no lo gies.

P r o vide a
fr amew o r k as w ell
as define li mits to
w o r k w ith
A r tificial
Intell igenc e and
B ig D ata in a
legal and et hical
w ay. 319

D evelo ped by a
gr o up o f ex per ts
fr o m go ver nment,
industr y, NGOs
and academ ia.

P r esumably ma ny
par ts o f so ciety,
as a ver y br o ad
ar ea is co ver ed
w ithin th e sco pe
o f the w hite
bo o k.

Se e http://di gicze ch.e u/wp - co nte nt/upl oads /2018/0 4/V4 _N ON_PA PER_ON_A I _09_0 4_20 18.pdf
Se e https ://www.i de al - i s t.e u/e ve nt/vi s e grad - 4- co nfe re nce -arti fi ci al - i ntel l i ge nce
I bi d.
Se e https ://www.i de al - i s t.e u/e ve nt/vi s e grad - 4- co nfe re nce -arti fi ci al - i ntel l i ge nce
Se e https ://www.e fe futuro .co m / no ti ci a/l ado - o s curo- l os - al go ri tm os /
Se e https ://bl o gthi nkbig.com /l i bro - bl anco -i ntel i ge nci a- artifi ci al
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Country / Region

Initiative 275
(Timeline)

Coverage 276

Centr e fo r D ata
Ethics
and
Inno vat io n 320
( T o be l aunche d) 321

United Kingdom

Type

Agency

UK

T he G o ver nmen t
Offic e fo r A I 323
( T o be l aunche d)

Government
department co-ed by
DCMS and BEIS

Material Scope
T he Centr e is a
public bo dy
atta ched to th e
D epar tmen t fo r
D igital, Cultur e,
M edia and Spo r t
(D CM S). While
the pr ecis e r o le
o f this adviso r y
bo dy w ill be
shaped in th e
co ming year s
thr o ugh a
co nsulta tio n, it
ex ists to advise
the go ver nm ent
to deal w ith the
no vel et hical
issues r aised by
algo r ithmic
decisio n-making.
T he co r e aim o f
the depar t men t is
to help the UK to
lead in A I in an
ethic al w ay by
suppo r ting
peo ple to develo p

Initiated by

Affected
Stakeholders

With t he help o f
the Ce ntr e, th e
go ver nmen t w ill
be able to agr ee
o n best pr actic es
ar o und
algo r ithms,
identif ying
po tential new
r egulatio ns, and
setti ng o ut
measur es needed
to build tr ust and
enable
inno vatio n. 322

Initia ted by th e
go ver nmen t, the
centr e w ill be
o per ated by a
w ider spectr um o f
stakeho lder s and
ex per ts

The r esults o f th e
analys es o f the
centr e sho uld
pr o vide advice to
the UK
Go ver nmen t o n
po licies and
r egulatio ns,
w hich co uld
affec t a br o ader
spectr um o f
so ciety.

T he aim o f the
depar tmen t is to
under sta nd
ex isting ne eds
and implem ent

Initia ted by th e
go ver nmen t,
ex ecut ed by
sever al
stakeho lder s

M ainly is tar get ed
to make star ti ng
a digital busin ess
attr ac tiv e and
pr o mo ting the
ado ptio n o f A I by
stakeho lder s in

Expected Impact277

320

Se e De partm e nt fo r Di gi tal , Cul ture , Me di a and Spo rt ( 2018) Co ns ul tati o n o n the Ce ntre for Data Ethi cs and I nnovati on. HM Gove rnm e nt, London.
https ://as s e ts .publ is hi ng.se rvi ce .go v.uk/go ve rnm e nt/upl o ads /s ys te m /upl o ads /attachm e nt_data/fi l e /71576 0/CDEI _cons u l tati on__1_.pdf
321
Se e https ://www.parl i am e nt.uk/do cum e nts /co mm o ns - com m i tte e s /sc i e nce- te chnol o gy/Co rre s po nde nce /180710 -Chai r-to -Je re m y- Wri ght -ce ntre -for-data-e thi cs and -i nnovati o n.pdf
322
I bi d.
323
De partm e nt fo r Di gi tal , Cul ture, M e di a & Spo rt ( 2018) Pre s s re le as e : Wo rl d - le adi ng e x pe rt De m is H as s abi s to advi s e ne w Gove rnm e nt Offi ce for A rti fi ci al
I nte l li ge nce . H M Go ve rnm e nt, Lo ndo n. https://www.go v.uk/ go ve rnm e nt/ne ws /wo rl d - l e adi ng - e xpe rt - de m is -has s abis -to -advi s e -ne w- gove rnme nt -office -for-arti fi ci al i nte l l i ge nce
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Country / Region

Initiative 275
(Timeline)

Str ategy
fo r
D igital G r o w th 325
( I ss ue d i n 2018,
runni ng unti l 2025)

Coverage 276

D enmar k

Type

Government strategy

Nordic Countries
(Denmark and
Finland)
F inland’s A ge o f
A r tificial
Intell igenc e 327
( I ss ue d i n 2017,
fi nal re po rt to be
co m ple te d i n 2019)

F inland

Report

Material Scope

Expected Impact277

skills fo r
under sta nding
and using A I.
A llo cate 1bn D K K
(abo ut €13 4m)
fo r 38 initia tiv es
o f D anish
co mpanies to
ex plo it new
tech no lo gies and
gener at e gr o w th
and mo r e w ealth
fo r all D anes.
Include s eight
pr o po sals to
achie ve a
succe ssful ag e o f
ar tifici al
intell igenc e fo r
F inland. T hese
include pr o visio ns
to speed up and
simplify t he
ado ptio n o f A I,
the r ight
applicatio n o f
data as w ell as
str ategie s to

r especti ve po licy
initia tiv es. 324

Initiated by

Affected
Stakeholders
var io us secto r s o f
the e co no my.

T he str ategy
w ants to br ing
D enmar k in fr o nt
o f the digital
develo pmen t,
w hile also
cr eati ng gr o w th
and w ealth
amo ng the D anis h
po pulatio n. 326

Initia ted and
finan ced by th e
go ver nmen t

Integr at e A I as an
activ e par t o f
ever y F inn’ s daily
life. M aking use
o f A I in all ar eas
o f so ciety, e. g. in
healt h car e o r
manu fac tur ing,
ethic ally a nd
o penly. 328

Initia ted by th e
go ver nmen t,
dr afted by
member s if
academi a and
ex per ts.

The str ategy
mainly ai ms to
str ength en
business es.

324

I bi d.
M i nis try o f I ndustry, Bus i ne ss and F i nanci al A ffairs ( 2018) Pres s re l e as e : Ne w Strategy to m ake De nm ark the Ne w Di gi tal F ront runne r,
https ://e ng.e m .dk/ne ws /2018/j anuar /ne w - s trate gy-to - m ake- de nm ark - the - ne w- di gital - fro ntrunne r/
326
I bi d.
327
M i ni stry
of
Eco nom i c
A ffai rs
and
Em pl o yme nt
( 2017)
Publ i catio n:
F i nl and’s
A ge
of
A rti f i ci al
I nte ll i ge nce ,
FI
Gove rnm e nt,
H e ls i nki .
http://j ul kai s ut.val ti o ne uvo s to .fi /bi tstre am /handl e /10024 /1 60391 /T EM rap_4 7 _201 7_ve rkko j ul kai s u.pdf?s e que nce=1& i sAl l owe d=y
328
I bi d.
325
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Country / Region

Initiative 275
(Timeline)

Coverage 276

Wo r k in the age o f
ar tifici al
intell igenc e 329
( I ss ue d i n 2018)

Inquir y
on
the
impact o f digit al
platfo r ms
on
co mpetitio n
in
media
and
adver tisi ng
mar kets. 331
( I ss ue
pape r
re l e as e d
in
F e bruary
2018,
fi nal
pape r
e x pe cte d
to
be
re l e as e d i n 2019)

Australia

Type

Material Scope

Report

A ustr alia

Report
consultation

and

attr ac t ex per ts in
the fi eld
P r epar atio n o f a
lifelo ng -lea ning
r efo r m w her e
ever y per so n o f
w o r king age
w o uld be given a
skills acco un t o r
vo ucher th at t hey
co uld use to
update t heir skills
in acco r danc e to
w o r kplace and
so cietal c hang es
due to A I
develo pmen ts.
Inquir y and
public
co nsulta tio n o f
the po w er o f
digital platfo r ms
(e. g. Go o gle,
F acebo o k) o n the
co nten t o f new s
cr eato r s. T he
r epo r t also
discusses the
degr ee o f
tr anspar en cy o f

Expected Impact277

Initiated by

Affected
Stakeholders

T he intr o ductio n
o f the vo uch er
and mo r e
r espo nsibility fo r
emplo yees,
emplo yer s and
so ciety co uld
cr eate a de mand based mar ket fo r
educa tio n and
tr aining. 330

Initia ted and
fo r mulated by t he
F innish
go ver nmen t.

The initia tiv e is
tar geted a t
emplo yer s and
emplo yees
equally.

P o tential c hanges
in co mpeti tio n
po licy and bett er
under sta nding o f
the in flue nce o f
digital platfo r ms
o n new s
distr ibutio n. 332

Initia ted by th e
A ustr alian
Co mpetitio n and
Co nsumer
Co mmissio n
(A CCC) and
car r ied o ut as a
public inquir y.

M ainly co ncer n s
new s cr eato r s and
digital platfo r ms.

329

M i ni stry o f Eco nom i c A ffai rs and Em pl o ym e nt (2018) Publ i cati o n: Wo rk i n the age of arti fi ci al i nte l li ge nce , FI Gove rnme nt, He l s i nki.
http://j ul kai s ut.val ti o ne uvo s to .fi /bi tstre am /handl e /10024 /1 60980 /T EM j ul _21_2 018_Wo rk_i n_the _ age .pdf
330
I bi d.
331
A ustral i an Com pe ti ti o n & Co ns um e r Com m is si o n ( 2018) M edi a Re l e as e : A CCC Se e ki ng vi e ws o n ne ws and di gi tal pl atform s i nqui ry. https ://www.accc.go v.au/m e di are l e as e /accc -s e e ki ng - vi e ws -o n- ne ws - and -di gi tal- pl atfo rms -i nqui ry
332
A us tral i an Co mpe ti ti o n & Co ns ume r Com m is si o n ( 2018) I ss ue s pape r: Di gi tal pl atfo rms i nqui ry. Se e https ://ww w.accc.gov.au/focus -are as /i nqui ri e s /di gi tal pl atform s -i nqui ry/i s s ues - pape r
algoaware.eu
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Country / Region

Initiative 275
(Timeline)

P an-Canadian
A r tificial
Intell igenc e
Str ategy 333
( A nno unce d
2017)

Canada

Coverage 276

Canada

AI Strategy

in

Nex t G ener a tio n
AI
D evelo pment
P lan 335
( I ss ue d i n 2017)

China

Type

China

Policy document

Material Scope

Expected Impact277

changes i n
algo r ithms
affec ting t he
visibility o f n ew s
co nten t o n the
r especti ve
platfo r ms.
A $125 pr o ject
w hich aims a t
suppo r ting
scien tific r es ear ch
and the
tr ansfo r matio n o f
achie vem ents i n
A I techno lo gy to
a br o ader
spectr um o f t he
pr ivate and publi c
secto r .
T he str ategy is
mainly abo u t
inves tme nt in a nd
r o ll-o ut o f A I but
also
ackno w ledges the
need to est ablish
law s, r egulatio n
and ethi cal no r ms
sur r o unding the
use o f A I. In
par ticular , it is
thus n ecess ar y to

Impr o ving
Canada’s po sitio n
in A I r esear ch and
tr aining,
incr easi ng the
pr o ductivity i n A I
academi c r esear c h
and fo ster ing
co llabo r atio n.
A ttr acti ng and
r etaini ng
talen t. 334
T he str ategy
ment io ns tha t
r esear ch sha ll be
car r ied o ut o n
setti ng up a
fr amew o r k o n
ethic s and mo r als
as w ell as a
behavio ur co de
fo r A I pr o duct
r esear ch
designer s.
F ur ther mo r e, the

Initiated by

Affected
Stakeholders

Laun ched by th e
Canadian
go ver nmen t and
ex ecut ed by the
r esear ch ins tit ut e
CIF A R.

M ainly aims a t
suppo r ting the
r esear ch se cto r .

Issued by th e
go ver nmen t

A imed at
enco ur aging an
ex change
betw een
inter n atio nal
stakeho lder s

333

Se e https ://www.ci far.ca/ai /pa n - canadi an- arti fi ci al - i nte l li genc e - s trate gy
I bi d.
335
Chi na Sci e nce & Te chno l o gy ( 2017) Ne ws l e tte r: Ne xt Ge ne rati o n A rti fici al I nte l l ige nce De ve lo pme nt Pl an Is s ue d by the State Co unci l . De partm e nt of I nte rnational
Coope rati on M i nis try o f Scie nce and Te chno l ogy, P.R. Chi na, Be i j i ng, http://www.chi nae m bas s y - fi .o rg/e ng/kx js /P020171 02578 9108 0090 01.pdf
334
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Country / Region

Initiative 275
(Timeline)

India

Natio nal
AI
Str ategy 337
( I ss ue d i n 2018)

Japan

A I guidelines o n
the ass essme nt o f
r isks o f A I 339
( I ss ue d i n 2017)

Coverage 276

India

Japan &
inter n atio nal

Type

Policy Document

Draft AI Guidelines

Material Scope

Expected Impact277

establish
tr aceabili ty a nd
acco un tabilit y
system s.

str ategy
enco ur ages t he
ex change
betw een
stakeho lder s o n
an int er nati o n al
level. 336

T he str ategy
highlights all
aspects o f A I
includi ng amo ng
o ther s gr o w th,
emplo ymen t,
healt h and th e
ethic al dime nsio n
o f A I. On the
latt er po int the
str ategy
highlights the
need to co nduc t
r esear ch and
develo p metho ds
to ensur e t he
fair ness a nd
tr anspar en cy o f
algo r ithmic
decisio n-making.
T he guidelines
establish a
number o f
pr inciples th at
shall be r espec ted

T he A I str ategy
r eco mmends t he
go ver nmen t to
set up a
co nso r tium o f
Ethics Co un cils,
r esear ch c entr es
and the pr iva te
secto r to define
the st andar d
pr actices and
mo nito r their
ado ptio n. 338

T he aim o f the
dr aft guidelin es is
to discuss th em in
inter n atio nal fo r a
such as t he G7 o r

Initiated by

Affected
Stakeholders

Initia ted by th e
go ver nmen t,
ex ecut ed by a
think t ank

F o cused o n
r esear ch c entr es
and the pr iva te
secto r .

Issued by th e
go ver nmen t

A imed at a br o ad
audien ce in o r der
to achiev e a
huma n-cen tr ed
so ciety

336

I bi d.
Se e http://ni ti .go v.i n/wri te re addata/fi l e s /do cume nt_publ i cati o n/Nati o nal Strate gy - fo r- AI - Di s cus s i o n- Pape r.pdf
338
I bi d, p.7.
339
Pri m e M i ni s te r o f Japan and
Hi s Cabi ne t ( 2016)
Ne w re le as e : Publ i c - Pri vate
Di al ogue towards
https ://j apan.kante i .go .j p/97_abe /acti o ns /20160 4/12 arti cl e 6.htm l
337
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I nve s tm e nt

for

the

F uture ,

Tokyo,
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Country / Region

Initiative 275
(Timeline)

Natio nal A r tifici al
Intell igenc e
Resear ch
and
D evelo pmen t
Str ategic P la n 341
( I ss ue d i n 2016)

USA

Coverage 276

US

Type

Policy Document

Material Scope

Expected Impact277

in r elatio n to A I.
M o st impo r tantly
it establi shed th e
fo llo w ing fo ur
pr inciples w hich
ar e r elevan t fo r
algo r ithmic
decisio n-making:
T he pr inciple o f
ethic s (develo per s
shall take
neces sar y
measur es so as
no t to cause
unfair
discr imina tio n
r esulting fr o m
pr ejudice
included in the
lear ning dat a o f
the A I syste ms)
T he pr inciple o f
tr anspar en cy;
P r inciple o f
co ntr o llability,
P r inciple o f
pr ivacy.
T he plan sets o u t
a ser ies o f
o bjectives fo r A I
r esear ch fo r
academi a,
industr y a nd

the OECD in o r der
to find
inter n atio nal
co nsensu s o n the
pr inciples th at
shall be minded
in r elatio n to A I
and ar tific ial
intell igenc e. 340

T he str ategy w ill
po tentiall y lead
to fur ther
r esear ch being
car r ied o ut o n the
ethic al dime nsio n

Initiated by

Affected
Stakeholders

Issued by th e
go ver nmen t.

Tar geted at
academi a,
industr y a nd the
go ver nmen t
itself.

340

Se e http://e ve nts .s ci e nce - j apo n.o rg/dl ai 17/do c/M I C%20 - %20F rance - Japan%2 0Sym po s i um %20201710 25.pdf
Nati onal Sci e nce and T echno l o gy Co uncil ( 2016) T he Nati o nal A rti fici al I nte l l i ge nce Res e arch
https ://www.ni trd.go v/PUBS/nati o nal _ ai _rd_s trate gi c_pl an.pdf
341

algoaware.eu

and

De ve l opm e nt

Strategi c

Pl an .

A vai l able

at
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Country / Region

Initiative 275
(Timeline)

A lgo r ithmic
acco un tabilit y
bill 343
( Pas s e d i n 2017)

342
343
344

Coverage 276

New Yo r k

Type

Law

Material Scope

Expected Impact277

w ithin
go ver nmen t. T he
str ategy
addr esses
algo r ithmic
decisio n-making
pr o cesses by
stati ng tha t bo th
data used a nd the
design o f A I itself
need to be
r esear ched to
ensur e t hat
decisio ns ar e fair
and tr anspar e nt.
T he bill is
tar geted ma inly
at th e New Yo r k
City agen cies t hat
use algo r ithms in
decisio n-making
pr o cesses. It
establish es a task
fo r ce w ith an
adviso r y r o le o n
specific meas ur es
to ensur e t hat
administr a tio ns
make th e use o f
algo r ithms
tr anspar en t and
that s uffi cien t
safeguar d

o f A I and
algo r ithmic
decisio nmaking. 342

Ensur ing th e
fair ness a nd
validity o f
algo r ithms used
by municip al
agencie s. 344

Initiated by

Affected
Stakeholders

Issued by th e
go ver nmen t o f
New Yo r k.

Tar geted at
public
administr a tio n.

Se e https ://www.ni trd.go v/PUBS/nati o nal _ ai _rd_s trate gi c_pla n.pdf
Se e https ://l e gi s tar.co unci l .nyc.go v/Le gi sl ati o nDe tai l .aspx ?ID=3137 815& GUI D=437A 6A 6D - 6 2E1- 47 E2-9C42-4 6125 3F 9C6 D0
I bi d.
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Country / Region

Initiative 275
(Timeline)

F utur e o f A I A ct 345
( I ntro duce d
in
2017, pro j e cte d to
be co me l aw by the
e nd o f 2018)

Senat e B ill No .
100 1 347
( I ntro duce d
in
2018, pro j e cte d to
be co me
l aw
in
2019)

345
346
347
348

Coverage 276

US

Califo r nia

Type

Bill

Bill

Material Scope
mecha nisms
sur r o und their
use.
T he bill w as
intr o duced in
o r der to set up an
inter discipli nar y
adviso r y
co mmit tee to
pr o vide insights
and
r eco mmenda tio ns
o n an appr o pr iate
r egulato r y
fr amew o r k fo r A I.
T he law stipulat es
that " A I bo ts"
shall no t
co mmuni cat e w ith
individuals i n
Califo r nia o nline
w ith the in te nt to
mislead th e o ther
per so n abo ut its
ar tifici al ident ity
fo r the pur po se
of
kno w ingly deceivi
ng the per so n
abo ut the co n te nt
o f the
co mmuni catio n i n
o r der to

Expected Impact277

Initiated by

Affected
Stakeholders

T he law shall
co ntr ibut e to
mo r e info r med
decisio ns being
taken o n A I and
algo r ithmic
decisio n-making
thr o ugh an
inter discipli nar y
adviso r y
co mmit tee. 346

Issued by th e
feder al
go ver nmen t.

It affe cts the
industr y,
academi a, NGO.

T he law aims to
pr event tha t bo ts
ar e able to
influe nc e
decisio ns o f
individuals. 348

Issued by th e
Califo r nian
Go ver nmen t.

Tar geted at ci vil
so ciety, indus tr y
and the ge ner al
po pulatio n.

Se e https ://www.co ngre s s .go v/bi l l /115th -co ngre s s /ho use - bi l l /4625/te x t
I bi d .
Se nate Bi l l No . 1001, Chapte r 892, 17 t h Co ngre s s ( 2018) , p.1, A vai l abl e at https ://l e gi nfo .le gi sl ature .ca.gov/face s /bi l lTex tCl i e nt.x html ?bi l l _i d=201720180SB1 001
I bi d .
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Country / Region

Initiative 275
(Timeline)

A dviso r y Co uncil
o n Ethical Use o f
A I and D ata 349
( I ni ti ate d i n 2018)

Coverage 276

Singapo r e

Type

Institution

Singapore

D iscussio n paper
on
r espo nsible
develo pmen t and
ado ptio n o f A I 350
( I ss ue d i n 2018)

349
350

Singapo r e

Discussion paper

Material Scope
incen tivi se a
pur chase o r sale
o f go ods o r
ser vices i n a
co mmer cial
tr ansac tio n o r to
influe nc e a vo te
in an ele ctio n.
T he A dviso r y
Co uncil w ill assist
the G o ver nm ent
to develo p ethic s
standar ds
and r efer en ce
go ver nance
fr amew o r ks and
publish adviso r y
guidelines,
pr actical guid anc
e, and/o r co des
o f pr actice fo r
the vo lu ntar y
ado ptio n by the
industr y.
Singapo r e’s
P er so nal D ata
P r o tectio n
Co mmissio n
(P D P C) has issued
the paper w hich
is based o n tw o
pr inciples:
D ecisio ns made
by o r w ith the
assista nce o f A I

Expected Impact277

Initiated by

Affected
Stakeholders

T he Co uncil aims
to pr o vide advice
o n ho w the
pr ivate se cto r
shall deal w ith
the up take o f A I.

Issued by th e
go ver nmen t.

Tar geted at th e
pr ivate se cto r and
industr y

T he aim o f the
paper is to
establish a
baseline fo r
discussio n acr o ss
stakeho lder s,
enco ur aging
co mmo n
definitio ns.

Go ver nmen t,
industr y, civ il
so ciety and
academi a
invo lved in t he
co mpo sitio n o f
the disc ussio n
paper .

Tar geted at
co nsumer s a nd
user s o f A I
system s

Se e https ://e uage nda.e u/upl o ad/publ i cati o ns /unti tl e d - 128126- e a.pdf
Se e https ://www.pdpc.go v.s g/Re s o urce s /Di s cuss i o n -Pape r-o n- A I - and - Pe rs o nal - Data
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Country / Region

United Nations

Initiative 275
(Timeline)

United
Na tio ns
A ctiviti es
on
A r tificial
Intell igenc e 351
( I ss ue d i n 2018)

A I fo r Go o d ser ies
( I ni ti ate d i n 2017)

351
352
353

Coverage 276

Wo r ldw ide

Wo r ldw ide

Type

Report

Summit

Material Scope
sho uld be
ex plainable,
tr anspar en t and
fair to co nsumer s.
A I systems,
r o bo ts and
decisio ns sho uld
be huma n-cen tr ic.
T he do cumen t
co ntains s epar ate
r epo r ts o f many
UN agenci es
r egar ding their
activ itie s in th e
field o f A r tificial
Intell igenc e.
M any agenci es
have es tablish ed
depar tmen ts
w hich ar e
w o r king
specific ally o n
po tential r isks
and benefi ts o f A I
in a var iet y o f
fields, r anging
fr o m labo ur to
healt h.
identif y pr acti cal
applicatio ns o f A I
and suppo r ting
str ategie s to
impr o ve the
quality a nd

Initiated by

Affected
Stakeholders

Wo r ldw ide
tr ansfo r matio ns
o f the eco no my
and labo ur due to
the applic atio n o f
A I. D evelo pment
o f pr edictive
to o ls fo r health
and nat ur al
thr eat s.
F o r ecasting o f
cr ime ac tivi ty
etc. 352

The r epo r t w as
cr eated by t he UN
agencie s.

It affe cts many
aspects o f so cie ty
w o r ldw ide in the
fields o f
educa tio n,
labo ur , health
etc.

Identif y th e
po tential i mpac ts
o f A I and machine
lear ning o n
so ciety. 353

Or ganised by the
Inter n atio nal
Teleco mmu nica tio
ns Unio n (ITU),
the A sso ciatio n
fo r Co mputing

A var iety o f
member s o f
so ciety ar e
affec ted by to pics
discussed at the
even t.

Expected Impact277

Uni te d Natio ns A cti vi tie s o n A rti fi ci al I nte ll i ge nce ( 2018) avai l abl e at: https ://www.i tu.i nt/dm s _pub/i tu -s /opb /ge n/S -GEN-UNA CT -2018-1-PDF -E.pdf
I bi d.
Se e https ://www.i tu.i nt/e n/I T U - T /A I /2018/Page s /de faul t.as px
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Country / Region

Initiative 275
(Timeline)

Coverage 276

Type

Material Scope

Expected Impact277

sustai nabilit y o f
life o n o ur planet
co ver ing issues
such as t he
ex plainabilit y,
tr anspar en cy and
r o bustness o f A I
algo r ithms.

Centr e
on
A r tificial
Intell igenc e
and
Ro bo tics
( Launche d i n 2017
i n T he H ague) 354

Organisation for
Economic Cooperation and
Development
(OECD)

354
355

A r tificial
Intell igenc e
ex per t gr o up at
the OECD (A IG O)

Wo r ldw ide

OECD
stat es

member

Research Centre

F o cussed o n the
impacts o f usi ng
A I in ar eas such
as cr ime
pr eventio n,
cr iminal j usti ce,
law enfo r ceme nt
and natio na l
secur it y, as w ell
as the lega l,
so cial and eth ical
co ncer ns
invo lved.

Under standi ng
and addr essing
the r isks and
benefi ts o f A I and
r o bo tics fr o m the
per spectiv e o f
cr ime and
secur it y thr o ugh
aw ar enessr aising,
educa tio n,
ex change o f
info r matio n, and
har mo niza tio n o f
stakeho lder s . 355

Expert group

Ensur ing A I do es
no t ex acer bat e
inequali ty, as w ell
as w o r king
to w ar ds the
mitigat io n o f

A ssisting
go ver nmen ts,
business, labo ur
and the publi c to
max imise t he
benefi ts o f A I,

Initiated by
M achiner y (A CM )
and var io us UN
sister agen cies.
Speaker s includ ed
many ex per ts
fr o m academia,
industr y,
go ver nmen t and
civil so cie ty.
Netw o r k o f
stakeho lder s
includi ng the
Inter n atio nal
Cr iminal P o lice
Or ganizat io n
(INTERP OL), the
ITU, the Inst itu te
o f Electr ical a nd
Electr o nics
Engineer s (IEEE),
the F o undatio n
fo r Respo nsible
Ro bo tics, the
Wo r ld Eco no mic
F o r um, Centr e fo r
F utur e
Intell igenc e (CF I)
and o ther s
Ex per ts fr o m
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5.1

EU level
The use and applicability of algorithms are not governed by an overarching legislative
framework at the EU level. Instead, there are sector-specific legislative instruments that govern
the issue, some explicitly, others implicitly. Furthermore, in recent years, several policy
documents have discussed the issue of algorithmic decision-making and funding mechanisms
have provided funding for the research on algorithms.
The General Data Protection Regulation (GDPR)357 makes a direct reference to algorithmic
decision-making by stating that a “data subject shall have the right not to be subject to a
decision based solely on automated processing, including profiling, which produces legal
effects concerning him or her or similarly significantly affects him or her.” 358 This prohibition
can be lifted if an individual has given explicit consent.
Other EU legislative acts have been implemented to govern and regulate the activity of
algorithms, such as the Markets in Financial Instruments Directive (MiFID II 359), which focuses
on the use of algorithms in the financial markets and regulates algorithmic trading. Specifically,
the Directive imposes reporting and transparency requirements to companies engaging in
algorithmic trading toward authorities in Member States, while also imposing an obligation of
investment firms to have ‘risk controls and effective systems’ in place to ensure the stability
and resilience of the financial system360. In particular, the directive specifies that investment
firms disclose the nature of their algorithmic trading strategy, which not only leads to a more
transparent procedure, but also increases the accountability between clients, authorities and
trading companies. The European Securities and Market Authority (ESMA), has the
responsibility to inform the public about the project, produce reports, register the discussed
trading venues and monitor the implementation of the provision.361
The European Parliament has acknowledged the need to define a regulatory landscape for the
use of algorithms in order to assess the potential impacts of algorithms on society. As noted
by the European Parliament, algorithmic transparency and end-user awareness are needed to
uphold democracy, citizen trust, fair competition, and stimulate innovation in digital
societies.362
In addition, in its 2016 Communication on Online Platforms and the Digital Single Market –
Opportunities and Challenges for Europe363, the Commission has recognised that online
platforms play an important role in the future of the EU economy, and that a balanced
regulatory framework for online platforms in the digital single market is a necessity. This call
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for a balanced regulatory framework also considers the need to foster the innovation brought
by online platforms, noting that any future regulatory measures proposed at EU level should
only address clearly identified problems relating to a specific type or activity of these platforms
in line with better regulation principles. Generally, the Commission notes specific key principles
for the design of a balanced framework relating to the use and activity of online platforms at
EU level, such as a level playing field for comparable digital services, and a responsible
behaviour for online platforms to protect core values 364 Those were also discussed in a public
consultation of the European Commission365. In addition, a string of European algorithmic
defamation cases, particularly involving search results366 have also compelled, in some
jurisdictions, search engines to remove defamatory results from their listings.
More recently, the European Commission Communication “Artificial Intelligence for Europe”
acknowledged that an alignment between all Member States through the drafting of a
coordinated plan on AI is fundamental in order to leverage on the benefits of AI whilst
mitigating its risks and in order to gain a competitive advantage on the international level 367.
The latter is particularly relevant when considering the recent developments in the AI global
competitive landscape, including the AI strategic coordination and / or investment plans
presented by other countries (i.e. including national-level approaches taken by Member
States).368,369 In its Communication the Commission highlighted that any approach to AI shall
capitalise on the EU’s key strengths in relation to the uptake of AI, including researchers, the
digital single market and a wealth of industrial, research and public sector data.
Whilst ensuring that these aspects are leveraged upon, the Communication highlights that any
approach to AI needs to empower individuals and consumers. It is important that when
interacting with “an automated system, consideration should be given to when users should
be informed on how to reach a human and how to ensure that a system's decisions can be
checked or corrected.” Respectively, the European Commission:
•

•
•

“Has established the European AI Alliance to develop draft AI ethics guidelines, with due
regard to fundamental rights, in cooperation with the European Group on Ethics in
Science and New Technologies;
Will publish, by mid-2019, a report on the broader implications for, potential gaps in and
orientations for, the liability and safety frameworks for AI, Internet of Things and robotics;
Will support national and EU-level consumer organisations and data protection
supervising authorities in building an understanding of AI-powered applications with the
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input of the European Consumer Consultative Group and of the European Data Protection
Board.”370
The Commission also made a regulatory proposal for promoting fairness and transparency for
business users of online intermediation services.371 It specifies that providers of online
intermediation services should “outline the main parameters determining ranking beforehand,
in order to improve predictability for business users”, as it has a high impact on the commercial
success of the businesses.372 Finally, the proposed legislation should outline how businesses
can actively influence ranking against remuneration and how the ranking mechanism takes the
characteristics of the actual goods or services into account. Such measures offer a practical
policy scenario to address the key issues of under transparency and scrutiny identified in the
academic literature review above.

5.2

Selected EU Member States
Estonia
Estonia is one of the most digitalised countries in the world and has facilitated many
bureaucratic procedures by the introduction of e-government.373 Administration process
automation can be seen as a strategic necessity for the implementation of those e-government
procedures, which include voting, registration etc.374
Estonia’s Personal Data Protection Act, which has been updated in 2008, specifies that a
decision by a data processing system which results in legal consequences for the data subject
or significantly affects him or her, is prohibited except for a few cases.375 Namely, this includes
a right to object against the decisions made by an automated process and the provision that
“legitimate interests” of the data subject were protected. The article also emphasises that the
affected subject must be informed in an understandable matter of the process. Similar
provisions were later specified in the recently issued EU-wide GDPR.
Recently, a debate has been incited whether the liability issue that is arising with algorithmbased decision-making should be solved by giving algorithms a separate legal status, which
would be similar to companies.376 This so-called Kratt law, a name deriving from an Estonian
folklore figure, should provide a legal framework on how to hold an AI or algorithm responsible
for actions, in case of punishable behaviour or actions.377 In March 2018, Estonia announced
the launch of an expert group, which will comprise state authorities, universities, companies
and independent experts, to investigate the question of responsibility for decisions made by
systems.378 The desired outcome of these expert consultations is projected to be a bill which
allows the real-life application of fully autonomous information systems, a clear legal
370
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framework regarding their decisions as well as a sufficient concept of supervision. As even the
creators of algorithms often cannot fully explain why a decision has been made by an AI, the
last point is in particular difficult to reach.379
Policy opinion by the authors
As already discussed in the academic debate section about liability of algorithmic systems
and objects operated by computational systems based on deep learning, there is no uniform
legal regime in place in Europe, although there have been calls by MEPs to implement a
special legal status for AI and AI operated machines in the long run. 380381 Instead, some
countries (e.g. Germany) have a solution that absolved owners of an algorithmic system of
liability if they have taken sufficient care, while others (e.g. France) apply regimes of strict
liability, where the owner is always liable when damage is caused. The Kratt law proposes an
alternative model which could allow for an operation of fully autonomous information
systems with a clear framework regarding liability in combination with a sufficient concept
of supervision.

France
France was one of the first countries in the world to regulate automated decision-making in
the late 1970s, prohibiting solely automated significant decisions across a range of sectors.382
While this law has been adapted and now forms part of the Europe-wide data protection
framework, the country has extended initiatives around this area beyond that in many other
Member States.
The Digital Republic Act 2016383 contains particular provisions on ‘algorithmic treatment’ of
individuals by the public administration. It places requirements on government bodies that
make decisions solely or partially by algorithmic systems to give individuals certain
transparency rights regarding which decisions were made. These provisions were extended by
decree in March 2017 and require public institutions to make the following issues transparent:
•
•
•
•

The degree and the mode of contribution of the algorithmic processing to the decisionmaking;
The data processed and its source;
The treatment parameters and, where appropriate, their weighting, applied to the
situation of the person concerned; and
The operations carried out by the treatment.384

In order to adapt the French law to the GDPR, the National Assembly adopted the New Personal
Data Protection Act in May 2018. 385 The law specifies in detail to which extent algorithmic
decision-making for legally binding decisions is permitted. Although the wording of Article 21
379
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of the national Personal Data Protection Act prohibits decisions based solely on automated
processes, there are some exceptions for a systematic use for administrative individual
decisions. A prerequisite for such processes is the explicit reference of its automatedprocessing decision nature and the possibility of gaining ex-post explanation of the processes,
which includes the possibility to look into the source code. Applying these processes to
sensitive data remains prohibited. In the academic debate, it is argued that Art. 21 of the New
Data Protection Act, adapting the necessity of “suitable measures to safeguard the data
subject’s right and freedoms and legitimate interests” of Art. 22 (2) b) of the GDPR, also implies
the right of a human intervention in an automated process.386 One of the first applications of
the new provisions regarding automated decision-making was the introduction of the
Parcoursup platform, which has been introduced in 2018 in order to process the applications
of prospective undergraduate students to public universities.387 In its first year, data of some
900,000 aspiring students have been processed through automated decision-making.388
Different to the formerly applied platform APB, Parcoursup offered the students the necessary
possibility of human intervention.
Policy example by the authors
To give an example for a real-life application, a candidate who has received a rejection by
the algorithm applied by Parcoursup can receive information regarding the process that led
to the negative decision. According to Art. L-612-3 of the code of Education, the law provides
a sufficient level of information if “the candidates are informed of the possibility to obtain
the communication of the information regarding the criterion and the modalities of their
applications and the pedagogical grounds of the final decision”.389 Like pointed out in the
academic debate section discussing the aspects of transparency and scrutiny of algorithmbased decision-making, these provisions might sound attractive and have significant public
support, but concerns have been raised by some authors that they might only “provide a
meaningless, non-actionable form of explanation that does little more to help deal with
algorithmic harms than privacy policies individuals have little time to read.”390 Especially
looking into a very exhaustive and non-comprehensive source code might not be a
practicable option on the individual level.
Beyond the Digital Republic Act, in 2018, the government presented its €1.5 billion plan 391 to
transform France into a global leader in AI research, training, and industry at the AI For
Humanity Summit392. The plan is extensively based on Cédric Villani’s report “For a Meaningful
Artificial Intelligence: Towards a French and European Strategy” 393 and consists of the following
main components:
•

Development of specific initiatives to strengthen France’s AI ecosystem and attract
international level investment;

386
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•

•
•

Implementation of an open data policy aiming to drive the application and adoption of
AI in strategic sectors for France, particularly healthcare, transportation, environment, and
defence;
Creation of a financial and regulatory framework to support the development of ‘AI
Champions’;
Development of an ethical framework for AI, in order to ensure that its development and
use is transparent, explainable, and non-discriminatory;

In addition to the political strategy as well as legislative initiatives, also institutional steps have
been taken to increase the transparency of algorithmic decision-making. Organisations such
as the French Digital Council, founded in 2011, already provide an advisory service to
government.394 395The Council is responsible for studying digital issues, in particular the issues
and prospects for the digital transition of society, the economy, organizations, public action
and territories. The Council is composed of thirty voluntary experts representing the digital
economy, academia and civil society.

Germany
Germany’s AI strategy will be published in December 2018 at the Digital Summit in Nuremberg.
However, the German federal cabinet has already released a white paper outlining the main
goals of this strategy396, which are the strengthening and expansion of German research in AI,
the establishment of research and development collaboration, and the creation of measures to
attract international talent. In addition to those primary target areas, the strategy also included
considerations on the importance of algorithmic transparency, auditability and control in
decision-making to ensure that no discrimination or manipulation is possible when algorithms
take decisions or model forecasts. In the following months, the government plans to consult
stakeholders across Germany to further develop the strategy on those points.
In addition, the German government has announced a new commission, the Enquete
Commission on AI, which aims to investigate the societal impact of AI and algorithmic
decision-making. The Enquete Commission is going to investigate opportunities and
challenges of algorithmic decision-making and will formulate recommendations for action
which will be presented in autumn 2020. The Commission consists of 19 MPs and 19 AI
experts397. The first sessions of the commission revealed that partisan differences exist
regarding potential advantages and disadvantages of AI in everyday life and the economy. 398
While the right-wing AfD (Alternative für Deutschland) emphasised the potential for state
surveillance, parties like the conservative CDU (Christlich-Demokratische Union) and the liberal
FDP (Freie Demokratische Partei) underpin the potential economic benefits (while underlining
the importance of preserving individual privacy). Finally, the social-democratic party SPD

394

Se e F re nch pre si de nti al de cree n°2011 - 476.
Cons e il Nat ional du Nu mé rique ( CNNum ) , who s e m i s si o n and o bj e cti ve s are l i ste d at
https ://cnnum e ri que .fr/m is s i o ns /
396
Se e
https ://www.bm wi .de /Re dakti o n/DE/Do wnl o ads /E /e ckpunkte papi e r ki .pdf?__bl ob=publi cati o nFi l e& v=4
397
Se e https ://www.bunde s tag.de /do kum e nte /te x tarchi v/2018/kw26 - de - e nque te - ko mm is s i o n- kue ns tl i che i nte l l i ge nz/5603 30
398
Se e
https ://www.bunde s tag.de /do kum e nte /tex tarchi v/2018 /kw39 - pa-e nque te - kue ns tl i che i nte l l i ge nz/5679 56
395

algoaware.eu

91

(Sozialdemokratische Partei Deutschlands) underpins the importance of sharing the economic
benefits of algorithm-based machines among the social hemisphere, while the Greens (Bündnis
90/Die Grünen) and the leftist Die Linke warn of potential social and regulatory problems
arising with AI.399
Last but not least, Germany has also implemented a series of policy measures with the aim of
further developing AI in the country more generally. These measures have the overarching
objective of ensuring a collaborative partnership between stakeholders in government,
academia, and industry in the context of integrating AI technologies and applications into
Germany’s key export sectors400. To this end, the German Centre for AI (DFKI)401, the Alexander
von Humboldt Foundation402, and the Plattform Lernende Systeme403 play critical roles.

Italy
Italy’s AI strategy was published in the form of a white paper (i.e. Artificial Intelligence: At the
Service of Citizens404) in March 2018. The strategy focuses on outlining the challenges of AI as
well as providing recommendations on how to overcome those challenges. As many other
national strategic papers, the white paper focuses on how to encourage the research and
uptake of AI. More specifically, the paper recommends measures on education and training,
the creation of a national platform to promote the collection of annotated data, as well as the
creation of a National Competence Centre and a Trans-disciplinary Centre on AI. In addition,
the paper outlines the application of AI in the public administration.
The paper also highlights existing risks of algorithmic decision-making such as the
disempowering of people, erroneous decisions, unfair or discriminatory consequences of those
decisions, the violation of privacy of those subject to algorithmic decision-making, and the risk
of unwanted conditioning of those subject to algorithmic decision-making.405 The paper thus
highlights that the use of algorithms in decision-making processes related to social, health and
judicial issues therefore requires a thorough ethical reflection and more broadly a governance
reflection. The strategy highlights that key aspects of this governance debate are the following:
•
•
•
•

Data quality and neutrality;
Responsibility through accountability/liability;
Transparency and openness;
Protection of the private sphere.

To address the challenges in relation to each of these aspects, an anthropocentric approach is
suggested where the use of AI and algorithms must always be at the service of people and not
vice versa. The paper emphasises the need of a certain catalogue of criteria for public services
operated on AI and states that the “criteria to be used undoubtedly include transparency of
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the algorithms, the construction logic of the databases on which they operate and defining the
related responsibilities”. 406
In September 2017, the Agency for Digital Italy (AGID) has established an AI Task Force.407 The
task force includes 30 direct members and around 450 community members from many
sectors. The aims of the Task Force include:
•
•
•

The analysis of the use of AI in public administration,
Defining the potential of AI services and applications, and
Exploring the ethical and social implications of the use of AI.

As part of its mandate, the AI Task Force has initiated the Observatory on Artificial Intelligence,
which aims to analyse AI-related public conversations on social networks through technology.

Poland
The development of an AI strategy is still under development in Poland, as its government held
a first round of discussions in this regard in May 2018 408. This roundtable discussion focused
on the tools and policies needed to foster an environment that will enable the creation and
development of AI technologies in Poland.
During the roundtable it was stressed that a Polish AI strategy will include considerations on
health care, public administration, education and cyber security. According to Deputy Prime
Minister Jarosław Gowin the government would start working on an AI strategy in autumn 2018
by consulting a group of technological leaders and scientists.409
Whilst not having developed an own AI Strategy, Poland has been considered the initiator of
the Visegrád’s Group410 position on AI.411 In its position on AI, the Visegrád group mentioned
that among others the use of AI in decision-making in the public administration shall be
prioritised as well as issues on cybersecurity and trust more generally. While the position paper
highlights also legal, social and ethical considerations these are not tailored to algorithmic
decision-making only.412

Spain
In November 2017, Spain has assembled a commission of experts and “sages” who are
currently working on an ethics code for the societal, judicial and ethical implications that come
with the use of artificial intelligence and Big Data in the private and public sector as well as in
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society in general.413 The group consists of leading figures in industries, academia and the nongovernmental sector.
The conclusions of this commission, manifested as a white book, includes a report over the
growing use of data in public administration and in companies. The recommendations include
an ethics code for the use of data in public administration, as well as a code of conduct for
companies regarding the use of Artificial intelligence and data.
This initiative is part of the Digital strategy for “España Inteligente 2025” that the Spanish
Government has issued in 2017.414 The first pillar of this strategy includes the economy and
society of data, where conclusions and proposals of the white book and the draft of the codes
of conduct for public administration as well as the private sector are elaborated.

United Kingdom
The United Kingdom has had several recent initiatives aimed at considering governance of
automated decision-making and artificial intelligence.
Several new bodies have been created within and around government. A report from the Royal
Society and British Academy recommended the creation of a ‘data stewardship body’ 415
designed to ensure that certain high-level principles around data use were met in the entire
data ecosystem:
•
•
•
•
•

Data use should promote human flourishing;
Protect individual and collective rights and interests;
Ensure that trade-offs affected by data management and data use are made transparently,
accountably and inclusively;
Seek out good practices and learn from success and failure;
Enhance existing democratic governance.

It would do so through i) anticipation, monitoring and evaluation; ii) building practices and
setting standards; and iii) clarifying and enforcing rules and remedying harms.
This data stewardship recommendation in part led the UK Government to establish a body
called the Centre for Data Ethics and Innovation, an arms-length public body attached to the
Department for Digital, Culture, Media and Sport (DCMS). The role this advisory body will play
will be shaped in the coming years. 416 However, in initial communications,417 the Centre has
been tasked with:
i.
ii.

Analysing, as well as anticipating gaps in governance;
Detailing best practices related to the ethical and innovative uses of data; and
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iii.

Advising the UK Government on policy or regulatory needs.

More specifically, the public consultation launched prior to the Centre establishes a framework
of six high-level themes related to the ethical and innovative use of data-driven and AI
technologies, strongly reflecting the themes discussed throughout this report. These themes
are:
•
•
•
•
•
•

Targeting and its potential to restrict the information and choices available to users, as
well as influence, manipulate or control behaviour.
Fairness and the potential for bias and discrimination to be present in AI systems.
Transparency and the need for interpretability and explainability.
Liability and its role in distributing risks and benefits.
Data access and the need to establish sound incentives and structures for the creation,
collection, analysis, sharing and trading of data.
Intellectual Property (IP) and ownership, highlighting the need for IP regimes to keep
up with new innovations and for questions related to the ownership of data and
innovation to be answered.

In addition to this, there has been the creation of several other units attached to government,
including the Government Office for AI, a business-led AI Council, as well as a forthcoming
National Data Strategy. 418 There has also been additional investment in the Alan Turing
Institute, a company established with seed funding from government to connect university
expertise in the UK, and in the Information Commissioner’s Office (the national data protection
regulator), who have released a technology strategy for engagement around AI. 419 Several
parliamentary inquiries have focussed on the issue of algorithms, including the House of
Commons Science and Technology Committee’s three inquiries ‘Algorithms in DecisionMaking’420, ‘The Big Data Dilemma’ 421 and ‘Robotics and Artificial Intelligence’422 and the work
of the House of Lords Select Committee on Artificial Intelligence.423

Netherlands
According to Bendert Zevenbergen, Research Fellow at the Center for Information Technology
Policy at Princeton University, “the Netherlands is carefully and slowly building its foundations
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for an AI policy and strategy”.424 However, the country is still in the stage of intensive research
rather than policy implementation. In contrast to countries like France, Germany and the UK,
which invest heavily in AI research, the Netherlands faces difficulties to keep up, especially as
there exists a scarcity of AI researchers. The government’s focus at the current stage seems to
be on understanding potential regulatory approaches to AI and algorithmic decision-making
through research on issues such as algorithmic decision-making and social values and human
rights. In addition, some collaborative projects are created such as a project of the University
of Amsterdam together with the municipality and other businesses to create Amsterdam’s AI
Hub.425 Organisations active in AI governance debates in the Netherlands include the Rathenau
Instituut and the Scientific Council for Government Policy (WRR).

Ireland
Ireland has a vivid scene of start-up and established companies focusing on AI. Therefore, many
initiatives have focused on encouraging research both among industry stakeholder and
encouraging collaboration between industry and academia. 426 The debate on AI and
algorithmic decision-making is rather driven by business and academia, than by the
Government. A national strategy, which has been initiated or developed by other countries like
France, Britain and South Korea already, has not yet been adopted by the Irish Government.427
Despite criticism by the Irish business association (ibec), which urged to establish more
ambitious policies and guidelines in the field of AI and algorithmic decision-making, a national
strategy on those topics has not yet been initiated by the government. 428429
As a part of the AI strategy developed by the Irish Economic Development Agency (IDA) and
Enterprise Ireland, the country has recently launched a national Masters in Artificial Intelligence,
which is entirely industry-driven.430 It is also worth noting that the Irish Data Protection
Commission is the lead authority for many global technology firms based in the country, and
therefore regulatory initiatives and decisions in Ireland are likely to be important in the context
of the governance of algorithmic systems and platforms.

Denmark
Despite not being specifically focused on algorithmic decision-making and its consequences,
Denmark’s Strategy for Digital Growth431 focuses on creating growth and wealth for Danish
citizens through advances in the Internet of Things, big data and AI. Apart from that the Danish
424
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Government has established an expert group on data ethics which will develop a set of
recommendations on how to treat data. 432 The Danish government has also recently
announced renewed funding for research in AI for 2019.433

Finland
Finland has appointed a steering group in 2017 to examine how the country could become a
leader in the application of AI technologies. The final work from this steering group will only
be published in 2019. However, it has since published two reports. The first report was mainly
targeted on economic growth through AI, which is discussed in eight proposals for an ethical
and beneficial integration of AI into the Finnish society. Furthermore, potential strategies to
make Finland a forerunner of research regarding AI are elaborated.434 The second report “Work
in the Age of Artificial Intelligence” introduces further policy recommendations in the context
of the ethical implementation of AI processes into the workplace and a voucher system for
lifelong learning, which should help employees to adapt to changes due to the implementation
of AI processes in their workplaces. 435

Nordic Council of Ministers
The Nordic Council of Ministers for Digitalisation436 announced in 2017 that it wants the Nordic
and Baltic region to be a digital leader and show the way in Europe. At the same time, the
Council is eager to see core Nordic values (freedom of speech, openness, democracy, shared
values and equal rights) to be respected when AI is gaining a bigger role in society. Therefore,
the ministers and the Nordic Council of Ministers for Digitalisation are drawing up ethical
guidelines, standards, principles and values for when and how AI should be deployed. 437

5.3

Third countries
Australia
The Australian Competition & Consumer Commission (ACCC) has released a call for opinions of
consumers, media organisations, digital platforms, advertising agencies and advertisers, which
are supposed to be included in an inquiry about the power of near monopolist digital
platforms.438 The ACC is seeking feedback on the impact of the potential bargaining power of
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these digital platforms (like Google for search engines and Facebook for Social Networks) on
the quality and the emphasis of news content of broadcasters, which are dependent on visibility
on these platforms. In its preliminary report, which is supposed to be released in December
2018, the ACCC also want to discuss how the use of algorithms affects the presentation of news
for digital platform users.439 The Issues Paper released in February 2018 also discusses to what
degree digital platforms are transparent about the applied algorithms and whether they
publicly inform content creators about significant changes within those algorithms. 440 This is
considered the first major open-ended public inquiry of a major competition regulator and
could lead to recommendations regarding legislative change, but primarily might lead to a
better understanding of digital platforms in order to optimise future competition policy. 441 In
particular, the findings of the future report might lead to a better understanding of
accountability, which kind of behaviour on near monopolist digital platforms leads to what
kind of outputs in KPIs for companies operating online (e.g. in traffic, visibility, leads to the
website etc.)

Canada
As one of the first countries worldwide, Canada has introduced a national AI strategy called
Pan-Canadian Artificial Intelligence Strategy in 2017.442 The $125 million project has four major
goals:443
•
•
•
•

Increasing the number of outstanding artificial intelligence researchers and skilled
graduates in the country.
Establishing interconnected nodes of scientific excellence in Canada’s main AI centres
Edmonton, Montreal and Toronto.
Developing global thought leadership on the economic, ethical, policy and legal
implications of advances in artificial intelligence.
Supporting a national research community on artificial intelligence.

Specific initiatives include establishing several AI institutes in the aforementioned AI prone
cities, an AI & Society Program as well as a National AI Program.444 The leading company of
the project, CIFAR, expects the achievement of an enhancement of Canada’s International
profile in AI research and training, increased productivity in Canadian AI academic research and
a better collaboration across geographic areas of excellence. Furthermore, the project aims at
attracting and retaining Canadian AI talents within the country and making AI advances
beneficial for a broader spectrum of the society in Canada. 445 The Government of Canada has
also released draft guidance on Algorithmic Impact Assessments, and the Canada Treasury
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Board has released a Directive on Automated Decision-Making under the authority of the
Financial Administration Act. 446

China
Through the implementation of its New Generation AI Development Plan 447 China aims to
become the leading AI power by 2030 involving as many as 15 government agencies. The plan
includes amongst other elements the use of AI to build a “safe and convenient intelligent
society”448. In practice this includes the development of intelligent services (including:
intelligent education, intelligent medical care, intelligent health and aged care), intelligent
social governance (including: intelligent business, intelligent courts, intelligent city, intelligent
transport, intelligent environmental protection) and the use of AI to protect public security.
Furthermore, the plan also highlights that AI shall contribute to mutual trust and sharing in
society.
In the context of the ambition to roll out AI across all societal sectors, the strategy also
acknowledges the need to establish laws, regulation and ethical norms surrounding the
use of AI. The plan highlights the need to carry out research on legal issues of AI in particular
in the areas of civil and criminal liability, privacy, intellectual property. It is thus necessary to
establish traceability and accountability systems and identify AI legal entity and related rights,
obligations and responsibilities. The strategy further highlights that research will be carried out
on setting up a framework on ethics and morals as well as a behaviour code for AI product
research designers in order to regulate the potential AI risks such as robot alienation and safety.
Furthermore, it will be necessary to exchange views on regulation and ethical guidelines
internationally.449
Apart from the New Generation Plan, Progress in AI is strongly encouraged under the 13th
Five-Year Plan released last year, as well as in notable state-driven industrial plans such as
“Made in China 2025” which actively promote and support the development of advanced
industries and technologies.450

India
India’s national AI strategy451, developed by the think tank NITI Ayagog452, is not only directed
at economic growth but also social inclusion. The strategy has three main objectives:
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•
•
•

Enhance and empower citizens with the right skills to find high-quality employment
opportunities;
Invest in research and strategic sectors that can maximise economic growth and social
impact and inclusion;
Promote and support the scaling-up of Indian-made AI solutions to the rest of the
developing world.

In this context, NITI Ayagog has provided the Indian government with over 30 policy
recommendations to be implemented specifically in the sectors of healthcare, agriculture,
education, smart cities, and smart mobility. The strategy acknowledges that automated
decision-making is -similarly to human decision-making- not entirely infallible. The strategy
mentions:
“one needs to be conscious of the potential vulnerabilities of our extant regulatory and
societal structures which are dependent on human judgment and control, and thus subject
to inherent biases and discrimination. Thus, to say that extant decision-making systems
– individual, societal, regulatory or even judicial – are entirely devoid of these
shortcomings would be a fallacy as these are dependent upon human limitations of
knowledge, precedent, rationale and bias (explicit or subconscious).”
The AI strategy mentions that a problem in relation to fairness is a potentially biased
dataset which informs the algorithm. A solution suggested by the strategy is to identify the
in-built biases and assess their (potential) impact, and in turn find ways to reduce the bias.
While noting that this is a reactive approach, over time techniques may be identified that will
bring neutrality to data feeding AI solutions, or build AI solutions that ensure neutrality despite
inherent biases.453
Subsequently, the strategy also highlights the problem of algorithmic transparency or the
so-called “Black-Box Phenomenon” which refers to the situation where very little is known
on how algorithms take decisions. According to the strategy, the aim shall not be to “open the
black box” since this is not in the interest of companies and is often not understood by the
wider public. Instead “explainability” shall be the objective where individuals need to be able
to understand how/why certain decisions are taken. Further collaborative research is needed
on the ultimate form that “explainability” shall take.454
Based on the concerns on fairness and transparency, the AI strategy recommends the
government to set up a consortium of Ethics Councils, Centres of Research Excellence (CORE)455
and International Centers of Transformational AI (ICTAI)456 to define the standard practices and
monitor their adoption as well as the close cooperation with industry in different sectors.
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Japan
Japan was the second country to develop a national AI strategy. During the “Public-Private
Dialogue towards Investment for the Future”457 in April 2016, the Strategic Council for AI
Technology was established to develop a roadmap. In March 2017, the Council announced
the Artificial Intelligence Technology Strategy.458 While discussing all main aspects in relation
to AI, the strategy highlights that ethical aspects of AI technology (including: intellectual
property rights, personal information protection, and promotion of open data) will be
examined by the government as cross-sectional items.459
To supplement the Strategic Council’s AI roadmap, an advisory expert group has been set up
which is chaired by Dr. Osamu Sudoh and composed of experts from industry, academia and
the private sector. The expert group has drafted AI guidelines on the assessment of risks of
AI in each sector of society. The aim of the publication is to generate international discussions
on the topic in forums such as the G7 or the OECD.460
The key message of the guidelines is that the aim should be to achieve a human-centred
society where a balance is achieved between the benefits and risks of AI networks. 461
Furthermore, it shall be ensured that regulation/guidelines are technological neutrality and
reviewed regularly. A few of the principles presented by the guidelines are relevant for
algorithmic decision-making462:
•
•
•
•

The principle of ethics (developers shall take necessary measures so as not to cause unfair
discrimination resulting from prejudice included in the learning data of the AI systems);
The principle of transparency (developers shall pay attention to the verifiability of
inputs/outputs of AI systems and the explainability of their judgments);
Principle of controllability (developers shall conduct verification and validation of AI
systems in advance)
Principle of privacy (developers shall make an effort to evaluate the risks of privacy
infringements in advance)

South Korea
South Korea announced in March 2016 that it would invest EUR 760 million in AI technologies
until 2021 mostly through the founding of a new public-private research centre bringing
together large-scale technology conglomerates463.
While not having produced an ethical code for AI in general or algorithmic decision-making
processes, South Korea has developed an ethical code for robots. The government has adopted
the “Intelligent robots development and distribution promotion act” which was last amended
in 2016. The law defines “smart robot” as a mechanical device which perceives its external
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environment, evaluates situations and moves by itself (Article 2(1))9. The act lays down
requirements of certifications and regular quality control but does not specifically refer to
decision-making processes of robots.

USA
The US was the first country to have started to implement a comprehensive AI research and
development plan in May 2016 with the report ‘Preparing for the Future of Artificial
Intelligence,’ and a companion ‘National Artificial Intelligence Research and Development
Strategic Plan’. The plan sets out a series of objectives for AI research for academia, industry
and within government464. In relation to ethical concerns the strategy mentions that research
needs to involve both understanding the ethical, legal, and social implications of AI, as well as
developing methods for AI design that align with ethical, legal, and social principles. In relation
to algorithmic decision-making two aspects are highlighted. First, the proper collection and
use of data for AI systems is an important challenge. Second, it is an important question on
how to achieve that the design of AI is inherently just, fair, transparent, and accountable. 465
In addition to the federal initiatives, the New York City Council passed in December 2017 an
algorithmic accountability bill. The law implements a task force that monitors the fairness
and validity of algorithms used by municipal agencies.466 The task force however does not have
any special investigative powers or resources, and there is no obligation for policymakers to
take up recommendations from the report it will provide.467
In addition to these strategic efforts and legislation, a bipartisan group of lawmakers
established the Artificial Intelligence Caucus last year.468 The purpose is to generate more
dialogue between industry professionals and policy-makers as they collectively work to make
technology safer, more sustainable and ethical. For example, recently the FUTURE of AI Act was
introduced which aims to set up an interdisciplinary advisory committee to provide insights
and recommendations on an appropriate regulatory framework for AI. 469 While the legislation
is in its early stages, there is some optimism that it could become law by the end of 2018.
The Californian senate proposed a bill that makes it unlawful for AI bots to communicate with
“another person in California online with the intent to mislead the other person about its
artificial identity in order to incentivize a purchase or sale of goods and services in a commercial
transaction or a vote in an election.”470 A bot is defined as an “automated online account where
all or substantially all of the actions or posts of that account are not the result of a person” and
the proposal is projected to become law in mid 2019.471 The main incentive for the proposal
by Senator Robert Hertzberg was the suspected interference of so-called “troll farms” in
464
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elections and controversial political discussions, like the #MeToo debate. 472 However, critics
have raised concerns that the bill might infringe there first amendment right, which guarantees
the freedom of expression.473 474The United States’ Department of Defense (DOD) also
acknowledges the importance of Artificial Intelligence in Modern Warfare. The Pentagon’s
Defense Innovation Unit (DIU) has therefore made AI one of its five pillars of work. 475 Recently,
the DOD has introduced the so-called Joint Enterprise Defense Initiative (JEDI), which aims at
moving the departments computing system into a cloud.476 Through this initiative, the
Pentagon wants to “inject artificial intelligence into its data analysis and equip soldiers with
real-time data during missions”.477 As Google has announced it will not bid for the project, as
it might be against their AI principles, Amazon is considered the clear front-runner to close the
deal. In addition to the JEDI initiative, the Pentagon has also introduced a project called Maven,
which aims at applying machine learning to scan video footage in support of
counterinsurgency and counterterrorism operations. 478 Currently, the Air Force is testing its
“prototype warfare” strategy to analyse video surveillance footage in its AFRICOM mission in
Africa.479

Singapore
In May 2017, a national initiative called AI.SG brought together several agencies to develop
Singapore’s deep AI capabilities. AI.SG aims to address with the help of AI major challenges
affecting society and industry, invest in readiness for the next wave of scientific innovation, and
to encourage
more companies to use AI and machine learning in Singapore. It mainly emphasises the use of
AI in three key industries: finance, city management solutions and healthcare. 480
In order to address the ethical challenges arising from AI, a council has been set up to advise
the government on the ethical and legal use of AI and data. The Council will include private
sector thought leaders in AI from local and international companies as well as representatives
from consumer interest.481 The Singapore Management University will support the work of the
council through a five-year research program.482 This program investigates "ethical, legal,
policy and governance issues" based on AI and data use.
In addition, a discussion paper was released by the Personal Data Protection Commission on
responsible development and adoption of AI which mentioned two core principles: (i) decisions
made by or with the assistance of AI should be explainable, transparent and fair to consumers,

472

Se e
https ://the ne x tweb.com /arti fi ci al - i nte l l i ge nce /2018/09 /07 /cal i fo rni a -l aw-wo ul d - m ake -po l i ti cal bots -il l e gal-unl e ss - the y- adm it - the yre - bots /
473
I bi d.
474
U.S. Const. am e nd. I ( 1791)
475
Se e https ://www.nato - pa.i nt/ne ws /arti fi ci al - i nte ll i ge nce - central - al l - future -de fe nce -capabil i ti es
476
Se e https ://www.wi re d.co m /s to ry/ho w - pe ntago ns- m o ve -to -cl o ud - l ande d-i n- m ud/
477
I bi d.
478
Se e
https ://do d.de fe ns e .go v/Ne ws /A rticl e /A rti cl e /135617 2/pro j e ct -m ave n-i ndus try- day- purs ues arti fi ci al -i ntel l i ge nc e - fo r-do d - chall e nges /
479
Se e https ://www.fe ds co o p.co m /pro je ct -m ave n- arti fi ci al -i nte l l i ge nce - goo gl e /
480
Se e https ://e uage nda.e u/upl o ad/publ i cati o ns /unti tl e d - 128126- e a.pdf
481
Se e https ://www.o pe ngo vas i a.co m /si ngapo re - anno unces - i ni ti ati ve s -o n- ai -go ve rnance - and - ethi cs /
482
Se e
https ://www.s m u.e du.s g/ne ws /2018/06 /05 /s m u - s cho o l - l aw- awarde d -si gni fi cant - res e arch- grant addre s s -gove rnance - ai - and - data- us e

algoaware.eu

103

and (ii) AI systems, robots and decisions should be human-centric. The discussion paper was
drafted in consultation with key government and industry stakeholders, to support
collaborative discussions on the responsible development and adoption of AI.483

5.4

International organisations
United Nations
The United Nations (UN) have released a document which discusses the United Nations
Activities on Artificial Intelligence (AI) by the different UN agencies. 484 485
For instance, the document includes a summary of the International Labour Organisation’s (ILO)
report on the impact of artificial intelligence on jobs, inequality and the change of productivity
due to technological change. In addition to that, the ILO also works on a study of potential of
AI tools to measure skills demand and development in developing countries. The United
Nations Conference on Trade and Development (UNCTAD) launched a Technology and
Innovation Report in 2018, which discusses the potential of frontier technology as an
opportunity for developing countries to accelerate progress towards their Sustainable
Development Goals (SDGs).486 The report emphasises the positive impact Artificial Intelligence
can have to reach these goals, but at the same time warns of its potential negative effects on
vulnerable groups, because of wealth and knowledge-concentrating tendencies.
The United Nations Educational, Scientific and Cultural Organization (UNESCO) is planning an
event in January 2019 in Paris, in which the potential transformations of societies in the
UNESCO’s fields of competence will be discussed.487 The organisation plans to identify the
potential risks and benefits of AI transformation processes regarding ethical, social and human
rights implications in particular. Furthermore, the United Nations High Commissioner for
Refugees (UNHCR) initiated a predictive analysis in 2017 to forecast population movements in
the Horn of Africa, starting with Somalia.488 This so-called Project Jetson applies machinelearning and automation processes and aims to expand this technology to regions beyond
Somalia soon.
The United Nations Office for Disaster Risk Reduction (UNISDR) is applying AI technologies for
the development of their forthcoming Global Risk Assessment Framework (GRAF).489 This
framework aims at understanding future risk conditions on Earth to manage uncertainties and
improve risk-informed decision-making at all scales and across relevant time periods.
The United Nations Special Rapporteur on Extreme Poverty and Human Rights released a
statement upon a visit to the United Kingdom focussing on the challenges of algorithmic
systems in enabling access to government services. This report criticised the ‘the limits of an
ethics frame’ to the AI governance institutions being established in, for example, the United
483
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Kingdom, calling for ‘[g]overnment use of automation, with its potential to severely restrict the
rights of individuals, [to] be bound by the rule of law and not just an ethical code’.490
Lastly, the World Health Organization (WHO) aims at making health services across the world
more accessible and more effective by making data collection and triage more efficient through
AI.491 According to the organisation, AI can also be applied to improve disease surveillance and
prevent outbreaks, by allowing health authorities to closely monitor emerging infectious
diseases and enable them to react more quickly with suitable containment efforts.
The ‘AI for Good’ series is the leading United Nations (UN) platform for dialogue on AI.
It is a yearly summit, initiated in 2017, aiming to “identify practical applications of AI and
supporting strategies to improve the quality and sustainability of life on our planet” 492. The
exercise connects AI innovators with public and private-sector decision-makers with the
objective of building collaboration. In 2018, the Global Summit focused on “inclusive
development of AI technologies and equitable access to their benefits”, covering issues such
as the explainability, transparency and robustness of AI algorithms.493
The International Telecommunication Union’s (ITU) specific workstreams in this context are
explained in more depth in its report Artificial Intelligence for global good494, which provides a
comprehensive account of the UN’s positioning on the potential impacts of AI and machine
learning on society.
In addition to ITU’s ‘AI for Good’ series, the UN, through the United Nations Interregional Crime
and Justice Research Institute (UNICRI), has established the Centre on Artificial Intelligence
and Robotics495 in The Hague. The Centre is mostly focussed on the impacts of using AI in
areas such as crime prevention, criminal justice, law enforcement and national security, as well
as the legal, social and ethical concerns involved. The Centre is thus “dedicated to
understanding and addressing the risks and benefits of AI and robotics from the perspective
of crime and security through awareness-raising, education, exchange of information, and
harmonization of stakeholders”496. As part of this initiative, UNICRI has developed a network of
stakeholders with whom it collaborates, including the International Criminal Police
Organization (INTERPOL), the International Telecommunications Union (ITU), the Institute of
Electrical and Electronics Engineers (IEEE), the Foundation for Responsible Robotics, the World
Economic Forum, Centre for Future Intelligence (CFI) and others497.

Organisation for Economic Co-operation and Development (OECD)
Following its extensive work on AI through the Going Digital project498, the OECD created a
multidisciplinary expert group, entitled AIGO and made up of stakeholders from think tanks,
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civil society and labour associations.499 AIGO aims to provide guidance on scoping for artificial
intelligence in society500. The main objective of the expert group is to support governments,
business, labour and the public to “maximise the benefits of AI and minimise its risks”.
Practically, the group will work towards this goal by leveraging its wide stakeholder base to codevelop principles to “keep countries competitive, guide the ethical progress of AI, and share
knowledge with the broader world”501. In particular, the OECD’s work references specific focus
on: ensuring AI does not exacerbate inequality; mitigation of biases; and ensuring the safety,
security, transparency and accountability of AI.
A key achievement of the OECD’s focus on AI was the October 2017 OECD conference on AI:
Intelligent Machines – Smart Policies. This conference brought together more than 300
stakeholders from industry, government and civil society. Furthermore, in March 2018, the G7
Innovation Ministers agreed to “facilitate multistakeholder dialogue and collaboration on
artificial intelligence to inform future policy discussions by G7 governments, supported by the
OECD in its multistakeholder convener role".502
Ongoing work by the OECD includes:
•
•

mapping the economic and social impacts of AI technologies and applications and
their policy implications;
planning to set up a Policy Observatory on AI 503, which is to be launched in 2019. The
purpose of the observatory will be to provide insight on public policies to ensure the
beneficial use of AI across and in support of governments, as well as a vehicle for
“engaging different stakeholder groups”504.

Council of Europe
The Council of Europe has set out a Committee of experts505 on human rights dimensions of
automated data processing and different forms of artificial intelligence. Work of the expert
group has started in 2018, and findings are expected to be presented in 2019.

5.5

Intermediate findings
A clear conclusion on the policy responses to the challenges facing algorithmic decisionmaking is that, across the globe, the majority of initiatives are very recent or still in
development. Additionally, there are limited concrete legislative or regulatory initiatives
being implemented across the globe, but public attention as to the risks, ethical
implications and fundamental rights concerns raised by automation are emerging in
parallel to, or as part of, strategies for competitiveness in AI development and uptake.
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This is not to say however that algorithmic decision-making operates in a deregulated
environment. The regulatory framework applied is generally technology-neutral, and rules
applicable in specific sectors are not legally circumvented by the use of automated tools, as
opposed to human decisions. Legal frameworks such as fundamental rights, national laws on
non-discrimination, consumer protection legislation, competition law, safety standards still
apply. Where concrete legislation has been enacted in the EU, the prominent examples relate
primarily to the protection of personal data, primarily the EU’s GDPR and national laws
supporting the application of the Regulation. Jurisdictions such as the US have not yet
implemented a comparable and comprehensive piece of legislation regulating personal rights.
This might change to a certain extent with the introduction of the Future of AI bill, which
includes more provisions on the appropriate use of algorithm-based decision-making. On the
state level, the focus mainly is set on the prohibition of the use of non-disclosed AI bots
(deriving from experiences of Russian AI bots intervening in the US Presidential election 2016)
and the regulation of the use of automated decision-making by public administration.
The concept of algorithmic accountability discussed in section 3.3 should also be
contextualized in the light of the policy initiatives. Indeed, the debate on accountability
stems mainly from the United States, and while the societal aspects of the debate are very
relevant and interesting, they reflect a situation where the legal context is very different than
in the EU. The introduction of the GDPR means that a large part of the debate on accountability
for processing of personal data is not as such relevant in the EU context. However, the practical
application of the GDPR, methodological concerns as to AI explainability, methods for risk and
impact assessment, and practical governance questions are more pertinent to the EU debate.
A few examples of AI-specific legislation have been identified, but the underlying
question remains as to the need for assessing rule-making targeting a technology, or
rather specific policy and regulatory environments adapted to the areas of application
of the technology, and the consequent risks and stakes in each instance.
More commonly, however, the initiatives identified are softer in nature. These initiatives
also reflect the aim of harnessing the potential of AI through the development of widereaching industrial and research strategies. Prominent types of initiatives implemented globally
include:
•

•

506

Development of strategies on the use of AI and algorithmic decision-making, with
examples including France’s AI for Humanity Strategy, which focuses on driving AI
research, training and industry in France alongside the development of an ethical
framework for AI to ensure, in particular, transparency, explainability and fairness.
Another example is the Indian National AI Strategy and the €3bn AI strategy issued by
Germany in November 2018, which aims at making the country a frontrunner in the
second AI wave, while maintaining strong ethical principals.506 Similar to this are the
numerous White Papers and reports developed, including the German White Paper on
AI, the Visegrád position paper on AI and the Finnish Age of AI report.
Establishment of expert groups and guidance bodies with examples including the
Group of Experts and “Sages” established in Spain in 2018, the Italian AI Task Force and
the German Enquete Commission. Considering the former example, this group has
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been tasked with guiding on the ethics of AI and Big Data through an examination of
the social, juridicial and ethical implications of AI.
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6.

Next steps and further research
This report represents an evolving account of the ongoing academic debate around the
impacts of algorithmic decision-making, as well as a review of relevant initiatives within
industry and civil society, and policy initiatives and approaches adopted by several EU and third
countries.
As previously highlighted, the intention is for the report to undergo a peer-review process and
to be made available online to allow for comments by interested stakeholders. Through the
website and our social media channels algo:aware will engage with individuals from academia,
government, civil society and industry to ensure that we capture the perspectives from each
stakeholder group. This is a fundamental part of the development of the State-of-the-Art report
to ensure that we have captured the latest thoughts and analysis of subject matter experts and
have mapped a comprehensive list of policy initiatives -and their expected impact – in the field.
The analysis within the report already indicate some underexplored areas and directions of
future research. These areas will be further investigated through a series of case studies which
will look to provide an in-depth contextualisation and analysis from fairness, accountability,
transparency and robustness standpoints.
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