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Context and Objective


1.5 The frequency and sophistication of cyber incidents in the financial sector has 
increased substantially over the course of the last few years, as economic and 
financial activities have been heavily digitalized. More recently, the Covid-19 
pandemic has been an accelerator of reliance on digital infrastructures which 
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makes companies, financial entities and consumers increasingly exposed to cyber-
related incidents.


1800 character(s) maximum


The frequency and level of sophistication has increased in all sectors not just financial institutions. In 
particular, financial institutions have been targeted both directly and indirectly (via phishing attacks on 
clients, fake calls to retrieve sensitive information etc.). It should be noted that a significant number of 
attacks is on non-financial institutions e.g., logistical companies, airliners, car manufactures, engineering 
companies. Motivation of these attacks varies and go across from financial gain, “ecological” attack (disturb 
non-environmentally friendly companies to operate), theft of the intellectual property, etc. In the current 
environment large companies present the target for the cyber criminals, however with the level of 
sophistication and potential for higher scale, SMEs may start to become more targeted due to lower levels of 
security and awareness. This may become a test for the insurance market and for how various policies 
respond to those type of business interruption / blackmail attacks.


1.6 Furthermore, Russia's invasion of Ukraine and the economic and financial 
sanctions that Member States have triggered in response are creating an 
environment of instability where incidents related to cyberspace may occur.


1800 character(s) maximum


The environment of instability may result in a proliferation programming code for highly effective cyber-
attacks. 


1.7 For retail and corporate clients the (re)insurance sector has a key role to play in 
mitigating the impact of these cyber risks and as such facilitate the transformation 
of the digital economy and reduce the protection gap. Furthermore, cyber 
insurance is expected to bring additional benefits, by promoting good risk 
management practices of policyholders and increasing their cyber awareness.


1800 character(s) maximum


It is true that the (re)insurance sector may play a facilitating role for digital transformation to reduce the 
protection gap.  However, the vast and unforeseeable accumulation risk that stems from the fact that many 
retail clients make use of very similar infrastructure.  This is a decisive limitation of the sector's ability to help 
to close the protection gap. A Member state or EU guaranteed pool solution for high excess event losses will 
be necessary to enable the sector to play its foreseen role.  Another limiting factor for the risk management 
function of the sector arises from the fact that the cyber-attack space is moving extremely fast. 


1.8 Cyber risk exposures, however, are under increasing scrutiny due to potential 
ambiguous terms and conditions regarding cyber coverages of some insurance 
policies[1]. In fact, cyber risk exposures could originate from both affirmative cyber 
insurance policies or cyber endorsements[2], for which some exclusions may not 
be clear, and in relation to insurance policies designed without explicitly taking 
cyber risk into consideration.
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[1] According to EIOPA’s report on Cyber Risk for Insurers – Challenges and 
Opportunities, “lack of transparency in […] exposures also creates uncertainty for 
policyholders, as it is often not clear whether their cyber claims would be covered 
within their insurance policies or not”[1].
[2] Cyber endorsement can be added to general insurances policies to cover 
specific cyber-related losses.


1800 character(s) maximum


n/a


1.9 Non-affirmative cyber exposure refers to instances where cyber coverage is 
neither explicitly included nor excluded within an insurance policy. If a cyber event 
materialises, this can lead to potentially significant and unexpected losses across 
lines of business, ultimately leading to time-consuming, expensive, and 
unpredictable litigation. As experienced during the pandemic situation with regard 
to Business interruption claims, denial of claim pay-outs in case of uncertainty in 
coverage could lead to lengthy court cases which could translate into either 
significant losses for the sector or to a loss of confidence from policyholders. 
Uncertainty as to what is covered could also lead to a mis-match between 
policyholders’ expectations about the estimated coverage and actual pay-outs 
following cyber incidents.


1800 character(s) maximum


Cyber insurance is still a relatively new product and as a society we are still learning the way how cyber 
attack can impact one’s business or life. Even the current specific cyber insurance policies cover some 
element of cyber risk, but might include other – e.g., war, state funded cyber attackscyber-attacks. A move to 
cyber covers that are both, affirmative and well defined in terms of in- and exclusion of war-like or state 
agency driven cyberattacks seems reasonable. 


1.10 Similar concerns arise with respect to cyber attacks in case they could be 
qualified as an act of war, as uncertainties regarding the inclusion of such risk in 
insurance coverage might inhibit the development of robust, socially beneficial 
cyber insurance markets.


1800 character(s) maximum
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Insurance market is continuously evolving despite the current lack of appetite for the cyber exposure or 
cyber war exposure. It might change in the future; however, in the interim some elements of state funded 
cyber war pools might encourage insurers to offer such products, given they will have ability to mitigate the 
overall risk, whilst learning about the risk itself, which will ultimately promote higher appetite towards such 
risk, if the risk/reward is in reasonable balance.


Precise and robust contract language seems necessary to avoid lengthy court deliberation.  It seems 
obvious that the sector cannot cover large scale cyber-attacks, regardless if it could be classified as an act of 
war of not.  Modern cyber-attacks are difficult to attribute to a state or a state agency.  The necessary 
evidence is unlikely to be producible in court, due to military secrecy.  War exclusion type of contract clauses 
are therefore less likely to be effective. 


1.11 The difficulty in identifying non-affirmative cyber exposure and coverage is an 
issue that requires high attention from both undertakings and supervisory 
authorities.


1800 character(s) maximum


This might be a huge task. Significant amount of products have not been developed with cyber risks in mind, 
however clients likely have a different understanding after such claim has occurred. The situation is 
somewhat similar to pandemic/epidemic covers. Before Covid-19 pandemic not many insurers/reinsurers 
were even thinking about the possibility of clients claiming the Covid-19 business interruptions claims on 
their property insurance as that product was not designed for it. Others were convinced that the condition of 
a property damage to trigger the BU loss was ruling out any cover in most jurisdictions. Similarly, many 
policies with silent cyber exposure can be subject of different interpretation and claims litigation.


1.12 The importance and the challenge of supervising cyber insurance risk led 
EIOPA to issue in 2020 the Strategy on Cyber Underwriting[1]. One of the priorities 
envisaged in the strategy was to ensure appropriate cyber underwriting and cyber 
risk management practices and to establish good supervisory procedures. This 
Supervisory Statement delivers on EIOPA’s strategic priorities for the European 
cyber insurance market with specific reference to non-affirmative cyber risk[2] and 
sound management of policy wording and presentation of information, as part of 
EIOPA’s broader mission to promote sound technological progress for the benefit 
of the European Union economy and its citizens, while safeguarding financial 
stability, market integrity, and investors’ protection.
 
[1] EIOPA, 2020, EIOPA Strategy on Cyber Underwriting. Cyber underwriting 
strategy | Eiopa (europa.eu)
[2] Other implication of cyber risks on modelling, reserving, etc are excluded from 
the scope of this supervisory statement


1800 character(s) maximum
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We feel that EIOPA’s broader mission to promote sound technological progress for the benefit of the 
European Union economy and its citizens must include an analysis of the main obstacles for the sector to 
help to close the protection gap.  We must address the vast and unforeseeable accumulation potential that 
stems from the fact that many clients make use of very similar infrastructure.  It is hard to see, how this could 
be addressed without a statutory limitation of the total per event or series of events loss for the sector and 
some societal cover for the excess. 


Supervisory Expectations


1.13 Given the context outlined, EIOPA recommends NCAs to dedicate higher 
attention to the supervision of cyber underwriting risk, in particular to (re)insurance 
undertakings that have potentially significant exposure to non-affirmative cyber 
insurance risk and to those who have not yet developed a plan to identify and 
manage non-affirmative cyber underwriting risk.


1800 character(s) maximum


There is no easy way to identify exposure toward cyber in silent cyber covers. It would be beneficial if EIOPA 
would provide market with some guidance, so there is some level of consistency across the European/non-
European market (e.g., many European domiciled clients insure/reinsure non-European business)


1.14  In particular, considering also challenges to draw a straight line between 
affirmative and non-affirmative risk, EIOPA recommends to engage in a 
supervisory dialogue with the undertakings and follow a more holistic and risk 
based approach in the supervision of at least the following aspects: 


a) top-down strategy and appetite for (re)insurance undertakings to underwrite 
cyber risk;


b)identification and measurement of risks exposure with the purpose of 
implementing sound cyber underwriting practices, with particular regard to the non-
affirmative cyber risk;


c) cyber underwriting risk management and risk mitigation, including the 
reinsurance strategy.


1800 character(s) maximum
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Especially regarding c), it must be noted that there is a lack of cyber exposure reinsurance capacity on the 
market, so insurers with large “non-affirmative” cyber exposure might be struggling to find appropriate 
reinsurance as the level of exposure will be highly uncertain. Moreover, it is believed that many insurers
/reinsurers will start explicitly excluding the cyber exposure from their policies and offer separate “carefully 
worded” cyber cover. However, the principal limitation of insurance and reinsurance cover due to the vast 
and unforeseeable accumulation potential of cyber risk will not be addressed by these measures alone, see 
our comment to 1.12.


Top-down strategy and appetite for (re)insurance undertakings to 
underwrite cyber risk


1.15 NCAs should ensure that, when material, cyber underwriting is included as a 
key and explicit component of undertaking’s overall strategy, which should include 
risk appetite considerations, both at qualitative and quantitative level (by defining 
and using appropriate key indicators) .


1800 character(s) maximum


We feel it is important to stress that this should apply regardless of whether cyber explicitlycovers are 
affirmative or not.?


1.16 NCAs should ensure that the administrative management or supervisory body 
(AMSB) applies appropriate governance and oversight of the undertaking’s strategy 
towards cyber underwriting and ensure alignment with the undertakings’ overall 
business strategy and risk appetite, also considering the non-affirmative cyber 
component and defined inclusions or exclusions related to cyber risks.


1800 character(s) maximum


We feel it is important to stress that this should apply regardless of whether cyber explicitlycovers are 
affirmative or not.


1.17 Relevant staff[1], including AMSB members, should be sufficiently aware of 
the risks of non-affirmative and affirmative cyber underwriting, also in case of use 
of consulting services or outsourcing arrangements applicable to business 
functions (e.g. risk management, distributors, etc.) for which the undertaking retains 
the ultimate responsibility[2].
 
[1] E.g. product development, underwriting, risk management, actuarial function etc.
[2] In line with the Solvency II and Delegated Regulation provisions on outsourcing 
and related EIOPA guidelines


1800 character(s) maximum
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This is very difficult to do in practice and it may be even harder to do with consistently. Insurers will very 
unlikely see a scenario where cyber claim can hit e.g., car insurance as it hasn’t been priced for it and 
accounted for. Therefore, sharing best practices will be key. Moreover, where an insurer considers that there 
is a potential exposure toward non-affirmative cyber exposure, this must not set any prejudice to the 
question if a client might be able to claim on such cyber silent cover. Otherwise the risk management activity 
itself may become risky.


1.18 NCAs should ensure that (re)insurance undertakings align, monitor, and 
regularly adjust pricing and capital consideration regarding the overall cyber risk 
exposure to ensure compliance with undertaking’s risk appetite.


1800 character(s) maximum


There is currently very limited amount of cyber related accumulation systems, so levels of overall cyber risk 
exposure will be highly spurious, at least in the beginning. Sharing best practices will therefore be key.


1.19 NCAs shall recommend undertakings which have not yet engaged in the 
process of identifying the potential need for review of the terms and conditions of 
the contracts regarding their cyber coverage to define a plan and procedures to do 
so, inclusive of a strategy on how to timely and clearly communicate with 
policyholders the review of the terms and conditions. This is seen as a priority in 
case of non-affirmative cyber, assuming that affirmative cyber policies have duly 
considered these aspects, NCAs shall recommend undertakings to report to 
supervisors the main findings regarding the process described in this paragraph, to 
envisage an implementation plan for the review of the terms and conditions, if 
applicable, and to plan for a prompt and clear communication with policyholders 
about the extent of their coverage.


1800 character(s) maximum


We feel that a by-product of this process might be significant need for explicit cyber reinsurance covers, but 
capacity is unlikely not meet the demand. This in turn might lead to exclusions and thus to a widening of the 
protection gap for customers and the economy. NCA or EIOPA should be ready for increased demand and 
help the sector to meet the demand. They must help to address the vast and unforeseeable accumulation 
potential that stems from the fact that many clients make us of very similar infrastructure.  It is hard to see, 
how this could be addressed without a statutory limitation of the total per event or series of events loss for 
the sector and some societal cover for the excess. As many policyholders might not be currently aware of 
the existing cyber protection gap, but there will be no suitable product on the market which would satisfy 
their needs.


1.20 In order to deliver on the above expectations and depending on the materiality 
of the potential exposure at stake, NCAs should remind (re)insurance undertakings 
the importance to acquire the needed expertise, for instance by providing adequate 
training on understanding and managing non-affirmative and affirmative cyber 
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underwriting risk to employees and through strategic recruiting of experienced and 
skilled cyber underwriting professionals.


1800 character(s) maximum


In the current environment post pandemic, soaring energy costs, inflation and interest rates often hitting 40 
years high. It might not be possible for the policyholders to adopt all measures set out by insurers and 
ultimately would become uninsurable. EIOPA and NCA should have some plan how to bridge the gap in the 
interim. The vast and unforeseeable accumulation potential that stems from the fact that many retail clients 
make us of very similar infrastructure further engraves the situation.  It is hard to see, how this could be 
addressed without a statutory limitation of the total per event or series of events loss for the sector and some 
societal cover for the excess


Identification and measurement of risks exposure with the purpose of 
implementing sound cyber underwriting practices, with particular regard to 
the non-affirmative cyber risk


1.21  NCAs should ensure that (re)insurance undertakings – also engaging 
adequate resources with multidisciplinary knowledge to support the revision of the 
terms and conditions regarding cyber coverages – promptly identify, manage, and 
monitor their exposure to potential non-affirmative cyber insurance risk and apply 
sound cyber underwriting decisions consistent with the overall business strategy 
set by the AMSB, which includes at the least the following: 


a) measuring exposure: specific efforts should be made to deploy risk quantification 
methods as a means to evaluate potential non-affirmative cyber insurance risk 
exposure. However, considering the evolving nature of cyber risk, the lack of data 
on cyber events/losses, and the difficulties in assessing policyholder’s exposure to 
cyber risk, to complement the quantitative assessment, the use of scenario 
analysis is also encouraged; 


b) clarifying coverage: introducing clear and concise wording in terms and 
conditions of insurance policies with regards to explicitly including or excluding 
cyber risks in all policies. Inclusions and exclusions of cyber risks in insurance 
policies should be clearly communicated to policyholders, avoiding ambiguity in 
wording and meaning of products. 


c) defining cyber terminology: ensuring that the use of cyber terminology remains 
consistent across all departments of the (re)insurance undertaking and that mutual 
understanding of contractual definitions is aligned with internal and external 
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stakeholders, making use of commonly agreed terminology and best practices; 


and


d) monitoring of exposure: regularly monitoring the cyber threat landscape to be 
able to identify, classify, and define residual or emerging non-affirmative cyber 
exposures.[1]
 
[1] Regular assessments of risk coverage, exclusions, key benefits and other 
product-related indicators should be carried out to establish whether these are 
materially different from what was envisaged during product development; eiopa-
pog-statement-july2020.pdf (europa.eu)


1800 character(s) maximum


n/a


1.22  NCAs should recommend undertakings to devote the needed attention 
towards traditional war and terrorism exclusions, as they might not take into 
account the digital reality and might therefore lead to uncertainty and ambiguity 
regarding coverages. In relation to this, when drafting new terms and conditions 
undertakings should consider studies and analysis available as well as best 
practices of the market regarding at least: 


a) the assessment of intents and outcomes of cyber events;


b) the characterisation of cyber events as hostile, terrorism or warlike and the 
related challenges related to these assessments (e.g. identifying the perpetrator or 
establishing potential links to a state authority).


1800 character(s) maximum


n/a


1.23 The outcome of this exercise should lead to terms and conditions that are 
clear and simple and aligned with the undertaking’s overall strategy and cyber risk 
appetite, while at the same time providing value for money to the policyholder in 
line with with the target market.


1800 character(s) maximum


n/a
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1.24 The pre-contractual information and the advertising material of the cyber 
insurance product should include the main risks covered and the exclusions that 
apply in a clear and simple manner to allow consumers to make an informed 
decision when selecting a cyber insurance product or when comparing several 
options.


1800 character(s) maximum


n/a


1.25 In any case, insurance undertakings should consider that depending on the 
law applicable to the insurance contract, the burden of proof regarding the 
existence of the exclusion to the coverage, may often rest with the insurance 
undertaking.


1800 character(s) maximum


It might be beneficial, if EIOPA would lead the efforts to unify the terminology and wording regarding cyber 
exposure across the European market. 
Overall, the market and consumers would benefit with standardization of terms and conditions, which would 
allow policyholder to compare individual products and ultimately shift the policyholders' attention from 
“cheapest” product to the “quality and needs meeting” product.


Cyber underwriting risk management and risk mitigation


1.26 Being aware and understanding the risk is fundamental for appropriate risk 
management practices and informed decision-making. NCAs should ensure that 
(re)insurance undertakings develop a comprehensive understanding of potential 
non-affirmative cyber insurance risk scenarios through the combination of both 
quantitative (see also Par. 1.22 a)) and qualitative assessments and evaluate and 
manage their respective exposure, taking into account concentration and 
accumulation risk.


1800 character(s) maximum


Cyber exposure is relatively new, and any accumulation system is subject to high uncertainty.  EIOPA such 
mitigate these uncertainties by sharing best practises.  Otherwise, as such the resulting prudency loading 
might be punitively high, which would ultimately prevent insurers to deploy more capacity towards cyber 
products.


1.27 NCAs are recommended to ensure that undertakings regularly evaluate and 
make use of available reinsurance capacity to mitigate accumulation risk related to 
cyber risks. In the specific case of cyber underwriting, NCAs are recommended to 
ensure that undertakings make use of reinsurers’ capacity to be able to bear large 
cyber events, through the use of specific reinsurance structures, such as excess of 







11


loss covers or other non-proportional reinsurance arrangements. The use of these 
structures, as appropriately designed also given the specific nature of cyber risks, 
should be able to cover both affirmative and non-affirmative exposures.


1800 character(s) maximum


Currently the cyber reinsurance capacity is very limited and if placed the rates are very high, mainly due to 
overall uncertainty of the clients' “silent” exposure and generally understanding the underlying exposure and 
its cyber exposure. Moreover, the exposure from different ceding companies do not diversify on the insurer's 
balance sheet.  To facilitate that more capacity is to be deployed, NCA/EIOPA might need to consider some 
element of state-funded pools (e.g., Flood Re, Terrorism covers TRIA etc.) to help market understand the 
exposure, update their T&Cs, educate clients and develop suitable products. Some elements of state funded 
protection might help insurers to do all above in a controlled/risk mitigated environment, whilst actively 
working with clients to close the cyber protection gap.


1.28 NCAs are recommended to ensure that undertakings support the operational 
management of cyber risks also through the assessment of the overall solvency 
needs (Article 45 (1)(a) of Solvency II). Where the undertaking concludes, based 
on the analysis of its current risk exposure, that it is or could be materially exposed 
to risks revealed by non-affirmative cyber exposures, this should be reflected in the 
decision and in the design of scenarios used and documented in the own risk and 
solvency assessment process.


1800 character(s) maximum


n/a


Questions to Stakeholders


1. What actions have you already taken to address non-affirmative cyber risk?
1800 character(s) maximum


n/a


2. What do you consider to be the key challenges and opportunities in addressing 
and managing non-affirmative cyber risk?


1800 character(s) maximum


n/a


3. Please share your estimates or experiences with costs incurred regarding the 
training of staff, adjusting procedures and activities regarding the management and 
governance of non-affirmative cyber risk.


1800 character(s) maximum


n/a
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4. If non-affirmative cyber risk is effectively reduced, do you see capacity
/willingness to increase affirmative cyber insurance capacity, based on learnings 
and/or decreased uncertainty?


1800 character(s) maximum


n/a


5. Do you currently make use of quantitative and/or qualitative analysis to measure 
your exposure to non-affirmative cyber risk?


1800 character(s) maximum


n/a


Additional Comments


Please insert here any general comment, if not related to the specific paragraphs 
and sections above


1800 character(s) maximum


n/a
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